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1. TEPMHUHBI U OIIPEAEJIEHUSA

B nacrosimem Cranpapre «Obecnieuenre nHGOpPMAIIMOHHONW 0€30MacHOCTH
npu pa3paboTKe WM MOJACPHHU3AINHN HHPOPMAITUOHHBIX CUCTEM WJIH MPUIIOKEHUN
AOQO «Iloura Poccun» (nanee — CTaHIapT) UCMOJB3YIOTCS CIEAYIOIINE TEPMUHBI U

OIIpCACIICHUS.
B s LRI Onpenenenue TepmMuHa (pacimppoBKa COKPAIIECHUsT)
TEePMHUHA HHE P P P P P
[Tpouenypa npoBepku npas AOCTYIa NEPe]] BBIMOJTHEHUEM
ABTOpM3auMs poueiypa fp N P paB ZI0CTyII pea
KaKoro-1100 JIeWCTBUS.
AyTeHTHQUKAIHU- Wudopmarnus, ucnoabzyemast JUisi TOATBEPKACHUS HATMUUS
OHHasl npaB noctyna (MAeHTH(PUKATOP, TApOoIib, OTIIEYATOK MajbIla
uHopmanus WM JIp.).
[IpoBepka MpUHAIEIKHOCTH CYOBEKTY TOCTYIIA
AyTeHTHQUKAIUA MpeIbSBICHHOTO UM HAeHTH(UKATOpa (TOATBEPKICHUE
MMOJJTMHHOCTH ).
— Cepsuc, yepe3 KOTOPbIH OCYLIECTBISAETCS HEITOCPEICT-
. BEHHOE B3aUMO/ICCTBUE C BHEITHUMU TOJIH30BATEISIMU UIU
uHTeppeiic
nH(popManMoOHHBIMU cucTeMamu (web-ctpanunia uinu API).
. Cepauc, uepe3 KOTOPbIH OCYIIECTBISETCS HEITOCPEICT-
Buyrpennnii PBHC, TP Top Y P
uHTepdeiic BEHHOE B3aUMO/ICHCTBUE C BHYTPEHHHUMH MOJIb30BATEISIMU
P WM WH()OPMAIIMOHHBIMHA CUCTEMAMH.
JdenmaprameHTt N
N JenapramenT unopmaronHoi 6ezonacHoctu bioka mno
HH(popMaMOHHOMI JAUb .
KOPIIOPATUBHON OE30MaCHOCTH.
0e30macHOCTH
CocrosiHre 3aIUIIEHHOCTH HH(GOPMAITUH (JIaHHBIX) U
NOJIePKUBAIOIIECH HHPPACTPYKTYPBI OT CIYYalHBIX MU
MpeHaMEPEHHBIX BO3JICHCTBUN €CTECTBEHHOTO WU
HCKYCCTBEHHOT'O XapaKTepa, YpeBaThIX HAHECEHUEM yIepoa
Nudopmanuonnasi 4 p pa, 1P ymep
HUb BJIAJICNIbIIAM HJIH TTOJIh30BaTEIIsIM HH(OpMaIuu, 1
0e30macHOCTD
XapaKTepu3yeMoe CIOCOOHOCTRIO 00eCIIeYnBaTh
KOH(UICHIINATEHOCTD, IIEJIOCTHOCTh U JIOCTYITHOCTh
nH(popMaIuy P ee XpaHEeHUH, 00pabOTKe U repeaave Ha
3a/IaHHOM BJIAJIEIBIIEM YPOBHE.
COBOKYIHOCTH COJiepIKaIieiics B 0a3ax TaHHBIX
Nudopmanuonnas y P
cHCTeMA nC nHpopMaluu 1 006ecreunBaroIIX ee 00padoTKy
UH(OPMAIIMOHHBIX TEXHOJIOTHI U TEXHHYECKUX CPE/ICTB.
Nudopmannonnas
cHCTeMA COBOKYITHOCTH COJIEpIKAIIMXCS B 0a3ax JaHHBIX
O — HUCII[lH |mepcoHaNbHBIX TaHHBIX U 00CCIICYMBAIONINX UX 00pabOTKy
p WH(OPMAIIMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPE/ICTB.
AAHHBIX
Nudopmanus Wudopmarius, 10CTYyI K KOTOPOI OrpaHUYMBAETCS B
OrpaAaHUYEHHOI0 COOTBETCTBUU C 3aKOHOJATENBLCTBOM Poccuiickon
aocTyna denepannu.
Kommepueckas KT Wndopmanus, 10CTyN K KOTOPOH OrpaHUIMBAETCS Ha
TaliHa OCHOBaHUHU HOPMATUBHBIX TOKyMeHTOB O01ecTBa.




Haumenosane ORI Onpenenenue TepMuHa (pacinpoBKa COKPaIIeHUs)
TePMHHA HHe P P P P P
KOMIOHEHT JIroboe ceTeBoe yCTPOMCTBO, CEpBEP WU MPUTIOKEHUE,
Bxojsiee B coctaB MC unu nogkiIroueHHOE K cpefie
CHCTEeMBI
nepeJadyn JaHHbIX.
Konduaenuuaan- HNudopmarius, 10CTYyI K KOTOPOIl OrpaHUYMBAETCS B
Has HHGopManus COOTBETCTBUU C 3aKOHOJATENLCTBOM Poccuiickon
(undopmauus K1 ®enepanuu 1 nHGOPMAaLK, JOCTYI K KOTOPOit
KOH(HIEHIIUAJIb- OTrpaHMUYMBAETCSI HA OCHOBAHUHM HOPMATHUBHBIX JJOKYMEHTOB
HOT'0 XapakTepa) O6mecTBa.
MuHuMaJIbLHO Ha6op npaB goctyna B UC, mo3BoJsionye BHITOIHATH B
Heo0XoauMbIe Hell ornepanuu, onpeeseMble JOIKHOCTHBIMU
npasa JocTyna 00513aHHOCTSAMU paOOTHHKA, 1 HE TIPEBBIIIAIOIINE HX.
OKYMEHT, B KOTOPOM OMPEIENIAIOTCS aKTyalbHbIE AJIs
Mopaens yrpo3 Hloky ’ p P y a
Cucremsl yrposst Ub.
[TonHOE MM YaCTUYHOE U3MEHEHUE CUCTEMBI UJIH €€
MopnepHuzanus KOMIIOHEHTOB, B TOM YHCJIE U3MEHEHUE UCXOIHOTO KO/,
CHCTEMBI yCTaHOBKA OOHOBJICHUI U JOTOTHUTEIbHBIX MOIYJIEH,
HAaCTPOMKa B3aUMOCBS3EH.
COop, cucremarusanusi, HaKOIUICHUE, XpaHEHHE, yTOUHEHHE
Oo0padoTka (oOHOBIIEHHE, U3MEHEHHE ), UCII0JIH30BaHUE,
AAHHBIX pacnpocTpaHeHue (B TOM Yucie rnepenaya), 00e31nyuBaHue,
OJIOKMpPOBaHUE, YHUUTOKCHHUE JAHHBIX.
[IpuBeaeHne NCXOTHOTO TEKCTA WIIM UCIIOIHAEMOTro Koia
IPOrpaMMBbI K BULY, COXPaHSIOLIEMY e
Oo0dyckanus (GYHKIIMOHATBHOCTD, HO 3aTPYIHSIONIEMY aHAIH3,
MMOHUMaHHWE aJITOPUTMOB pabOThI U MOAUGDHUKAIUIO TIPH
JEKOMIIWISILIUH.
O0mecrTBO AQO «Ilourta Poccun».
Kommuieke nporpaMm, obecrieurnBaronfii yrpaBieHue
Onepanuonnas oC anmnapaTHBIMH CpPeICTBAaMU KOMITbIOTEpa, paboTy ¢
Cucrema daiimamMu, BBOA U BBIBOJI JAHHBIX, & TAKKE BBHIITOJIHEHUE
MNPUKIAIHBIX 337a4 U YTUJINT.
encoRAILHbLe JIro6ast mHpOpMaLs, OTHOCSIIASACS K MPSMO MIIM KOCBEHHO
;[alfnble [T1n OTIpeieIEHHOMY WX OonpeensieMoMy (hU3NIecKOMY JTUIY
(cyObeKTy epCOHANBHBIX JAHHBIX).
IMoan30BaTenn JIuno, yuactByromee B ¢pynkiuonupoanuu MC.
COBOKYNHOCTB IPaBUJI, pErIAMEHTUPYIOIIMX NOPSATOK U
IIpaBa nocryna yCIIOBUS AOCTYIIa MOJIb30BaTeNsl K HHPOPMAIUK U €€
MOJIb30BaTeJIsl HOCHUTEJISIM, YCTAaHOBJICHHBIX HOPMAaTUBHBIMU JOKYMEHTAMU
WJIU BJIaJIeNIblieM HHPOPMAIIMOHHOTO aKTHBa (pecypca).
Cermenr ceTn Jlornuecku uimu pusnyecku 060co0IeHHas YacTh CETH.
Cucrema CM. «MHpopManOHHAS CHCTEMa».
Cucrema COBOKYMHOCTh IPOIPAMMHBIX U IMHIBUCTHYECKUX CPEICTB
ylnpaBJIeHUS CYB/J 00IIero WK CIIeHUAIbHOTO Ha3HAUYEHUS, 00eCTIeUNBAIOIINX

0a3aMM JaHHBIX

YIIpaBJICHHUEC CO3AaHUEM U HCII0JIb30BaHUEM 0a3 JaHHBIX.




Haumenosane ORI Onpenenenue TepMuHa (pacinpoBKa COKPaIIeHUs)
TePMHHA HHe P P P P P
JIOKyMEHTBI, ONMCHIBAIOLINE TEXHUYECKYIO YaCTh CUCTEMBI,
Texnuueckue a IMEHHO: TEXHUYECKOE 3a/I1aHne, YaCTHOE TEXHUYECKOE
AOKYMEHTBI 3a/1aHUE, TEXHUYECKHUN NTPOEKT, YACTHBIA TEXHUYECKUN
IIPOEKT, IIeJIeBast apXUTEKTypa U IpyTHeE.
COBOKYITHOCTH YCJIOBHH U (haKTOPOB, CO3JIAIOIINX
OIACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM UHUCIIE
Yrpo3a CIIy4aifHOTO, IOCTYTa K MH()OPMAIIMOHHBIM aKTHBaM,
HH(OPMAIOHHOM Pe3yJIbTaTOM KOTOPOTrO MOKET CTaTh YHHUUTOXKEHUE,
0e3omacHOCTH U3MEeHeHHe, OJOKUPOBaHUE, KOITMPOBAHUE, pAacTIPOCTpa-
HEHUE 3aIuIaeMoi nHhopMalnum, a TakKe HHBIX
HECaHKIIMOHMPOBAHHBIX JIeiicTBUI ipu X oOpadoTke B VIC.
NudpactpykrypHas nHGOpMaIIMOHHAS CHCTEMA,
. . npenHa3HauYeHHas 17151 OOHAPYKCHUS U yIIPABICHUS
Active Directory AD p Py yip
CETEeBBIMU PeCypCcaMy KOMITAaHUU (YUEHbIE 3aITUCH
N0JIb30BATENEH, TPYIIIBI, IPUHTEPHI, KOMIBIOTEPHI U T.I1.).
Application [TporpaMMHBIif HHTEpdEHC-TPUITOKEHHS, C TOMOIIbIO
programming API KOTOpPOI'O OHA KOMIIBIOTEPHAs IPOrpamMMa MOXKET
interface B3aUMO/ICHICTBOBATH C APYTrOM MPOrpaMMoii.
Completely
Automated Public KoMmbroTepHbIii TeCT, UCIIOJIB3YEeMBIH ISl TOTO, YTOOBI
Turing test to tell CAPTCHA |omnpenenutb, KEM SIBISETCS MOJIb30BATEIb CUCTEMBI:
Computers and YeJIOBEKOM I KOMIIBIOTEPOM.
Humans Apart
Cookies HeGomnbmioit ¢hparMeHT 1aHHBIX, OTIIPABICHHBIN
web-cepBepoM 1 XpaHUMBI Ha KOMITBIOTEPE TOJIB30BATEII.
OTnenbHbIA CerMeHT CEeTH, N30JIMPOBAHHBIN OT OCHOBHBIX
S CErMEHTOB CETH C IOMOIIbIO MEKCETEBOT0 IKpaHa.
Demilitarized zone DMZ IH P
[IpennasHaueH U1t pa3MeLCHHUs PECYpPCOB, K KOTOPBIM
BO3MOXKEH JI0CTyM U3 cetu VHTEepHeT.
Cnyx0a nomeHHbIX UMeH. [IpencraBnser coboit
. acCIpeeNIeHHYIO0, HepapXUUYeCKyI0 0a3y JaHHBIX JUIs
Domain Name pactiped Yio, nepap YIo a3y A A
System DNS XpaHEHUs UMEH CETEN U KOMIIBIOTEPOB.
y Taxoke mpegocTaBiseT PyHKIIMOHAT 11O TPEOOPaA30BAHUIO
CTPOYHBIX UMEH B unciossle [P-agpeca.
Fully Qualified TouHoe 0003HaYeHNEe UMEHU 000PYIOBaHUS B paMKax
. FQDN
Domain Name ciyx0b1 DNS.
File Transfer [Tporokon s nepenaun nanHbix. OOecrieunBaeT nepeaaqy
Protocol FTP JAHHBIX U3 (aiIoBOI CUCTEMBI cepBepa B JIOKAJIBHYIO
(balIoByIO CUCTEMY KJIIMEHTA M HA00OPOT.
File Transfer FTPS Hononnenue k nporokony FTP, no3sosdromiee nepenaBaTh

Protocol over SSL

€ro na"Hele moBepx nporokosa TLS/SSL.




Haumenosarmue ORI Onpenenenue TepMuHa (pacinpoBKa COKPaIIeHUs)
TePMHHA HHe P P P P P
entpanu3zoBanHas cuctema, UCIIOIb3yeMast ISt
yIpaBeHUS JaHHBIMH M0JIb30BaTeNeH U 1S
. CHUHXPOHHU3AIUU MEXAY HECKOJIbKUMU OCHOBHBIMU
Identity Manager IDM P Y
M0JIb30BATEIBCKUMU XPaHWINIIAMHU HH(DOpMALU, KOTOPhIE
UCIIOJIB3YIOTCS JUIsl XpaHEHUSI TapaMeTPOB U
UaeHTU(HUKAITMOHHONW HH(OpMAITHH.
. IIpoTokour cereBoro BpeMeHu. IIpoTokoi1, ¢ MIOMOLIBIO
Network Time
Protocol NTP KOTOPOTO MPOU3BOAUTCA CUHXPOHU3ALUSI CUCTEMHOTO
BpeMeHHU KoMIbroTepa ¢ BpemeHeM N'TP-cepsepa.
[IpoTokon konupoBaHus (HaioB, UCIIOJIB3YIOIIHI B
Secure copy SCP P P ¢ . yo
KauecTBe TpaHcnopTa nporokon SSH.
Secure
Multipurpose Habop cTtangapToB OMUCHIBAIOMNUX OE30MaCHYIO TIepeIavy
. S/MIME A3JTUYHBIX TUIIOB JIAHHBIX MTOCPEICTBOM 3JICKTPOHHOMU
Internet Mail EO‘ITBI U IPYTUX CPENICTB b b
Extensions pYrux cp '
. [TpoToxo, mpeaHa3HAYECHHBIHN 1715 OOMEHa U aBJICHUS
SSH File Transfer P > 1P yip
SFTP JAHHBIMH MTOBEPX KaKOT0-TMO0 KpUNTOrpadhuiecKoro
Protocol
npotokoja (00eraH0 SSH).
CTpyKTYypHpOBaHHBIH SI3bIK 3aIIPOCOB.
Structured Query SOL Crniennanu3upoBaHHbIN HH)OPMALIMOHHO-TTOTHYECKHI SI3BIK,
Language UCTIONIE3YEMBIN 111 paOOTHI C TaHHBIMH B PENISIIHOHHBIX
CYB/.
[IpoTokos, MO3BOJIAONINI NTepeiaBaTh JaHHbIC U
Secure Shell SSH IPOM3BOJIUTH YIaJI€HHOE YIPaBJIEHUE ONepallMOHHON
CUCTEMOH IO 3allUIICHHOMY KaHaly.
Kpunrorpadgudeckuii mpoTOKOJ, 00SCIeYMBAIOIINAN
Transport Layer p pad P ’
Securit TLS KOH(HICHIIMAIIBHOCTD U IIEJIOCTHOCTD JAHHBIX MPH UX
y nepeaaye mno CeTH.
Uniform Resource URL YHUBEpCAIBHBIN yKa3aTellb pecypca
Locator '
Virtual Local Area VLAN Jlornueckoe pa3aeneHre KOMIbBIOTEPHOM CETH Ha
Network KaHaJbHOM YpPOBHE.
. . Buptyanbnas yactHas ceThb. Jlornueckas ceTh, co3aBacMas
Virtual Private N .
VPN NOBEPX APYroi CETH, U UCTIOIb3YIoLIasics i 6e30MacHON

Network

MEPEChUIKU JaHHBIX.

Web-npuioxenne

Kinent-cepBepnast Cucrema, B KOTOPOH KIIMEHTOM
BBICTYIaeT Opay3ep, a cepBepom — web-cepep.

2. OCHOBHBIE TOJIOKEHUA

Hacrosimuit CtanaapTt paspaboTtaH ¢ uenbio yHuduKanuu TpeOoBaHUM MO
Wb, npeapsiBIIsIeMbIX K HOBBIM MM MOJICPHU3NPYEeMbIM CHCTEMaM M ITPHIIOKESHUSIM
Oo6mectBa, obecrneueHus] KOHPUACHITUATHHOCTH, IEIOCTHOCTH W JOCTYITHOCTH
oOpabaTpiBaeMOil B HHUX HH(POPMAIUA C YYETOM HCIIOJHEHHUS TpeOOBaHUN
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3aKkoHoJaTenbcTBa Poccuiickoit ®epepaunn, cemerictBa cranpaptoB ISO/IEC
27000, mokagbHBIX HOPMATUBHBIX JOKyMeHTOB OOIecTRBa.

TpeboBanus Hacrosmero CraHgapTa paclpoOCTPaHAIOTCS Ha  BCe
noapazaeneHus OOIIecTBa, OCYIISCTBISIONIME JEATeIBHOCTh IO pa3paboTKe,
MoJiepHM3annu 1 dkcruryatanuu MC u npuiioskeHui.

[Tonpa3nenenneM, OTBETCTBEHHBIM 3a KOOPAMHAIIMIO UM KOHTPOJIb
ucnoJineHus Hacrosero Crtannapra sisngercsa JUb.

Otcrymenue ot TpeboBanuii Hactosmero CtaHmapTa OCYIECTBISETCS TI0
cornacoBanuto ¢ [[b.

Hacrosimmit Ctanmapt nojjiexXuT NEPEeCMOTPY M aKTyaln3aluu (B ciyyae
HEOOXOMMOCTH) HE PEXKE OJHOTO paza B TPH r'ojla, a TAKXKE B CIydae M3MEHECHUN
3aKOHOJaTeIhCTBA B 00sactu Wb, kacaromuxcs monoxxenuii nanaoro CrangapTa.

AkTtyanbHas Bepcus CraHaapTa pa3MellaeTcsi Ha KOPIOPaTUBHOM MOpTalie
WM MOXET OBITh MPEAOCTABJICHA IO AJIEKTPOHHOM MOYTE MO COOTBETCTBYIOIIEMY
3anpocy B JIUb.

3. OPTAHU3AIIMOHHBIE TPEBOBAHMUSA

3.1. Pabotel no obecneuennto b nomkHBI MPOBOIUTHCS HAa BCEX ATamax
*u3HeHHoro nukia UC.

3.2. PaGotuuku JIb 10JKHBI BKITIOYATHCS B COCTAB KOMUCCHH (TIPOEKTHOM
KOMaH/Ibl) 110 pa3padoTke unu moaepuusamuu MC.

3.3. TpeboBanust Hactosmero CraHmapra MAOKHBI B 00s3aTeNbHOM
MOPSIIKE BKIIIOYATHCSA B TEXHUYECKHME JOKYMEHTHl Ha pa3pabOoTKy WIH
moaepHuzanuioo MC (TexHuyeckue 3ajlaHusi, YacTHbIE TEXHUYECKUE 3aJaHuf,
TEXHUYECKUE MPOEKThI, YACTHBIE TEXHUYECKUE MPOEKTHI, LEIECBbIE APXUTEKTYPHI U
ApyrHe).

34. OOwvem TpeboBanmii 1o obecmeuenuto Wb, Bxmouaembrii B
TEXHUYECKUE JOKYMEHTHI, ONPENEIACTCS B pAMKAX MPOIECCA €r0 COIIACOBAHUSA C
JAUB. Ucknrouenue TpeboBanuii nanHoro Ctanaapra u3 TEXHUYECKUX JOKYMEHTOB
BO3MOKHO € Y4€TOM 00OCHOBaHMS TaKOM MOTPeOHOCTH U ee coryiacoBaHus ¢ [IUb.

3.5. B pamkax paboT mo coszmanuio win mMoaepHuzanuu Cuctemsl [[Ub
JOJDKEH TIPOBECTH €€ UCHBITAHWS 10 TPOBEPKE MCIOJHEHUs TpeOOBaHUM
Hacrosmero CraHnapra, a TakKe OTCYTCTBUS ysi3BUMOCTeld CUCTEMBI.

3.6. BBox Cucrembl B S3KCIUTyaTaluilo (ONBITHYIO / TPOMBIIIJIEHHYIO)
BO3MOKEH MOCJI€ YCHEHIHOTO MPOXOXKAEHUSI UCTbITaHUNH CHCTEMBI U MOJy4YEeHUSs
TIOJIOKHUTEIBHOTO 3aKITIOYEHUS O €€ COOTBETCTBUU TpeboBanmsim Ub.

4. TPEBOBAHUA K PABPABATBIBAEMbBIM UJIN
MOJAEPHU3UPYEMbBIM CUCTEMAM

4.1. OOwmme TpedGOBaAHNS

4.1.1. KU, obpabaTbiBaeMasi BHyTpU KOPIOPATUBHOM CETH, JOJIKHA OBITH
3alIUIIeHa C UCMOJb30BAHHMEM KPUITOrpaUYecKH CTOWKHX —alrOPUTMOB
1 poBaHUSL.

[Tepeuenp kpunrorpaduyeckn ctoikux anroputmoB (IIpunmoxenne Ne 1 k
Crannmapty) pa3MeIiaercss Ha KOpIOpaTUBHOM MOPTaJieé COBMECTHO C HACTOSIIMM
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CranmapToMm u MoxeT ObITh mpenoctasieH Wb mo snextpoHHOW mouTe M0
3armpocy.

4.1.2. JlanHble, cojlepKalllMe MEPCOHAJBHBIE JaHHbIE, WH(POPMAILUIO,
o0pa0aTbiBa€Myl0 B TOCYJapCTBEHHBIX HH(OPMALMOHHBIX CHCTEMAax, U MHYIO
uHpopMaluto, obecredeHrne KOH(PHUICHIMAIbHOCTH KOTOPOH —Ompenensercs
3aKoHoAaTeaLCTBOM Poccuiickoit denepanuu, npu mnepeaade Mo ceTsM OOIIero
[OJIb30BaHUs  JOJDKHBI  3AIIMIIATBCS  C  HCIOJIB30BAHMEM  CPENCTB
KpunTorpaguueckoil 3aumTsl HHOOPMALINY, UMEIOIUX CEPTU(PUKAT COOTBETCTBUS
®Cb Poccun.

4.1.3. Cucrema u ee KOMIOHEHTHI, pacrnojokeHHbie B DMZ, He NOJKHBI
XpaHuTh HHPOPMAIUIO KOHPUACHIIMATBEHOTO XapakTepa Ob1ecTna.

4.1.4. TecroBble u yueOHbIe F3K3eMILIAPEl CHCTEMBI HE JOJKHBI COIEPKATh
peasbHbIX JAHHBIX KOH(UIEHIIMAIBHOTO XapaKkTepa 00 JOIKHBI COJEPKaTh UX B
00€3JIMYEHHOM BUJIE.

4.1.5. Bnemnue unrepgelicel CHCTEMBI, MPENIOCTABIAIOIINAE AOCTYI U3
o0L1e10CTYIIHBIX ceTel knueHTaMm OO1iecTBa, U BHyTpeHHUE uHTepdelicel CucreM,
IpeIHa3HaYCHHbIE JJIs MCIOJIb30BaHUS AJIMUHUCTPATOpPaMU M BHYTPEHHUMHU
IPUBWIETMPOBAHHBIMHU MOJIb30BATEISIMU, JTOJKHBI OBITh pa3/IEICHBbI.

4.1.6. Bo03MOXHOCTb YIIpaBJIE€HUsI CEpBUCaMU 0€30IIaCHOCTH, B TOM YHUCIIE
OTKJIIOUEHUS, MOAKIIOUEHHUs, MOAU(PHUKALMU  peKUMa  ayTeHTU(UKALNH,
aBTOpHU3alLlMU, ayauTa U T.I., JOJDKHA OBITh JOCTYMHA TOJBKO aJMHHUCTPATOPY
Cucremsl.

4.1.7. TlpoBepka BXOAHBIX JAHHBIX

4.1.7.1.  JlomkHa OCyIIECTBIATHCS MPOBEPKA JIIOOBIX BXOJIHBIX JAHHBIX Ha
CTOPOHE CEpBEpa Ha JUIMHY, IOIyCTUMBbIE CUMBOJIBI, KOJIUPOBKY, ITOJHOTY AAaHHBIX
(Hanmuune 00sA3aTeNbHBIX TapaMeTPOB).

4.1.77.2.  PexomeHayeTcs KOPpEKTUPOBATh JAHHBIE INepes mnepenadei Ha
CTOpOHY cepBepa (yAaJeHue JIMIIHUX CUMBOJIOB, IIPUBEJICHUE K €AMHOMY (popmaty
U T.IL.).

4.2. TpeOoBaHus K ayTeHTU(PUKAIUN U ABTOPU3AIUMN

4.2.1. Hoctyn k pecypcaM CHUCTeMBbI JOTKEH MPEIOCTABIATHCS TOJBKO
MOCJI€ YCHEIIHOr0 MPOXOXKJIECHUS Mpollecca ayTeHTU(UKAIMU TOJIb30BaTeNsd U
MOCJEAYIOUIEN €ro aBTOPU3ALINH.

42.2. Jloctyn k pecypcam CucTeMbl JOJDKEH MOJpa3AeiisieTcs Ha
MOJIb30BATEICKUAN, AJMUHUCTPATUBHBIN, TEXHOJOTHYECKUH U JOJIKEH OBITh
peann30BaH HA OCHOBE POJICH C yU4ETOM MPHUHITUIIOB Pa3eieHUs] 00S3aHHOCTEH U
MUHAMM3AIMK  ToiHOMOYni. B Cucreme HE0oOXOIMMO HaJIU4HMe CPEICTB
yYIpaBJIEHUS POJISIMU: CO3JaHUE HOBBIX, PEIAKTUPOBAHUE, YAAICHUE.

4.2.3. VYnopasnenue noctynom k Cucreme AOMKHO OCYLIECTBISITHCS Ha
OCHOBaHUM TPYNIOBOM HWIJIM poyieBOW Mojenei: ¢dyHkuuu u nanHble B Cucreme
JOJIKHBI OBITh pa30UTHI HA TPYIIIBI, CBSI3aHHBIE C POJISIMU TMOJIb30BATEIEH.

4.24. DBHemHWE W BHYTPEHHHE TMOJIb30BATEIM JOJDKHBI IPOXOIUTH
ayTeHTU(PUKALMIO BO BHENIHEH W BHYTPEHHEW CHUCTEME ayTeHTU(DUKAIUU
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COOTBETCTBEHHO. BHENIHSS W BHYTPEHHSS CHCTEMbl ayTeHTHU(UKAIIMU JTOJKHBI
OBITH pa3/ICIICHBI.

4.2.5. BnyTrpeHHssa cucTteMa ayTeHTU(PUKAIMN TOKHA HHTETPUPOBATHCS C
cuctemoit AD O6mecTBa mim kopriopatuBHoit IDM.

42.6. Jlng  Kaxaoro MoJb30BaTelis  HEOOXOAUMO  HCIOJb30BaTh
CJIeIyIOIME OCHOBHBIE aTpUOYThl O€30MAaCHOCTH: WIAECHTU(UKATOP MOJIb30BATES,
ayreHTUQUKalMOHHAss uHopManus (Hampumep, MHapoib), MpaBa JAOCTyna K
00BEKTY 3aIIUTHI (POJIb).

42.7. Jlmg  Kaxgoro II0JIb30Barelsl  HEOOXOAWMO  HCIOJIb30BaTh
YHUKAIBHYIO YI€THYIO 3aIUCh, C(OOPMUPOBAHHYIO B COOTBETCTBHH C MPUHATHIMU B
OOmiecTBa MpaBHJIaMi UMEHOBAHHSI.

4.2.8. Hcnonws3oBaHr€ rpyNIIOBBIX YUETHBIX 3aIIMCEN 3aMPEUIEHO.

4.29. B CucreMe u ee KOMIOHEHTAaX JOJDKHBI OTCYTCTBOBATh KECTKO
3aMporpaMMHUPOBAHHbIE YUETHBIE 3aMUCH.

4.2.10. Bce Heucnonb3dyemMble Y4Y€THbIE 3amnucu (YCTaHOBJICHHBIE MO
YMOJIYaHUIO, TECTOBbIE, CEPBUCHBIE) g IITaTHOM paboTrel CuUCTEMBI U €€
KOMITOHEHTOB JIOJDKHBI OBITh YAQJIEHbI WK 3a0JI0KUPOBAHBI.

42.11. B xadecTBe MEXaHU3MOB ayTeHTH(HUKAIMKU TOJIb30BaTeen
Cuctembl MOTYT OBITh UCIIOJIb30BAHBI:

- ayTeHTU(UKALMA Ha OCHOBE Maposie (mapoiib, MTUH-KOJ WK Ap.);

= ayTeHTU(PUKALMS HA OCHOBE OJIHOPA30BBIX MapoJiel (sms, TeHepaToOpbl
OJIHOPa30BbIX MapoJieh U ap.);

= ayTeHTUQUKanus npu noMomu xpanwiuina kimodet (USB-Tokew,
cMapT-KapTa U T.11.);

- cpeacTBa OMOMETPUYECKON ayTeHTU(DUKAIIIH.

4.2.12. Ins UC, obpabareBatomux KU, pexomeHayercs MCTOIb30BaHUE
BTOPOTO (paKkTOpa ayTeHTU(PUKALIUH.

4.2.13. Jlyis nOATBEPKICHUS KPUTUUYHBIX JIeUcTBUM B Cucteme (K mpumepy,
BBITIOJTHEHUE (hMHAHCOBBIX omneparuii) pPEKOMEHYETCS MTOBTOPHAS
ayTeHTU(UKALKS WIH ayTeHTU(PUKAIIS C TIOMOIIBI0 BTOPOTO akTopa.

4.2.14. B mporecce ayTeHTU(PUKAIIMU MPOBEPKA YUETHBIX JaHHBIX JOJDKHA
OCYULIECTBISITHCA TOJIBKO MOCIE TOJHOTO UX BBOJA.

4.2.15. B cnydae oOHapyxkeHHs OoIMOKHU pu ayTeHTrdukanuu CucrteMa He
JOJKHA YTOYHSITh, KAKME UMEHHO JIaHHbIE BBEJICHBI HEMPABUIIBHO.

4.2.16. IlpoBepka y4YE€THBIX HAHHBIX JOJKHA IMPOBOJMUTHCS HA CTOPOHE
CEpBEPHBIX KOMIIOHEHTOB CHUCTEMBI.

4.2.17. MexaHu3mMbl aBTOpU3AIMU TMOJb30BaTeneil CUCTEMBl JTOJKHBI
MOI/ICP>KMUBATh BO3MOYKHOCTh Pa3/IeNIeHUs TOCTYIA K TaHHBIM U (DYHKIIUSIM BHYTPHU
Cucremsl.

4.2.18. Bce peiictBus B Cucrteme, BKIHOYAas aJMUHUCTPUPOBAHHUE H
HITATHYIO SKCIUTyaTaluio, JOHKHBI MPOU3BOAUTHCA C MCIOJIb30BAHHEM YUETHBIX
3ammcen, HaJIeJICHHBIX MUHUMAJILHO HEOOXOIUMBIMU TIPUBUIICTASIMH.

4.2.19. Kommonentsl CucreMbl C TMOBBIIIEHHBIMU TpPEOOBAaHUSMU K
obecnieuenuto b B ciyyae ceTeBOro B3aMMOJICUCTBUS, HAPUMEp, NpU Nepeaayde
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no ceTd (PUHAHCOBBIX OMEpAINHii, JODKHBI MPOXOIUTH MPOIEAYPY B3aUMHOU
ayTeHTU(UKALIIH.

4.2.20. TIpouecc ayTeHTU(PUKAIIMN U aBTOPU3ALIUH JOJKEH ObITh YCTONYUB
K CETEeBBbIM YIpo3aM (MIaCCUBHOMY M aKTUBHOMY IPOCIYIIMBAHUIO CETH, MOAOOPY
napoJjeun U T.1.).

4.2.21. Jo aBropuzanuu Cuctema J0JKHA MPEIOCTABISATH MOJb30BATENIO
MUHHMAaJIbHbIE HEOOXO0IUMBbIE TAHHBIE O ceOe (K MPUMEPY, TaHHbIE, KOTOPhIE MOTYT
noTpeboBaThCS AJIs pelIeHus mpoodseM co BxooM B Cuctemy).

4.2.22. Tlaposb HE JOKEH OTOOPAKATHCS MPU BBOJIE.

4.2.23. CootBeTcTBHE TPeOOBAHUSAM NAPOJIbHOMN MOJUTHKH.

[loncucrema ayrentuduxamuu CucrtemMbl JODKHA  COOTBETCTBOBATH
TpeOOBaHUSAM JNOKyMeHTa «YacTHasi monuThKa WH(OOPMAIMOHHONW OE30MaCHOCTH.
[TaponbHas MOIUTUKA», B TOM YHUCIIE:

4.2.23.1. Hactpoena oOs3aTeiabHas CMEHA IapoJisl MOJIb30BaTeleM IpHU
nepBoM Bxojie B Cucremy.

4.2.23.2. HacTtpoeHa BO3MOXHOCTb CMEHBI MMapoJisi MOJIb30BaTENIEM, HO HE
yalie OJHOIO pa3a 3a ONpEJeICHHBbIH MEepHoJ] BPEMEHHU (PEeKOMEHAYyeTcs pa3 B
CYTKH).

4.2.23.3. YV aaIMHHUCTpATOpa HUMEETCd BO3MOXHOCTh  OTKJIIOUYCHUS
(GyHKUIHMYU CMEHBI TApOJIeH Yy OTACNIbHBIX YUETHBIX 3aIHCEH.

4.2.23.4. Peann3oBaHa BO3MOYKHOCTb YCTAHOBKH OTIEIBHOW MNapOJbHOU
NOJINTUKY JJIs1 BCEX MOJIb30BATEIIEH, JIJIsl TPYIIIIBI M0JIb30BATENEH U OTAEIBHO IS
KXKJIOW YYETHOM 3aluCH B COOTBETCTBUU C JIOKAJbHBIMA HOPMATHUBHBIMU
nokymeHTamu OO1IecTBa.

4.2.23.5. BoccTaHOBIIEHHE ApOJIs TOJKHO MPOU3BOAUTHCS TOJBKO MYTEM
€ro CMEHBI.

4.2.23.6. HacTtpoeHa npuHyauTelIbHAsA CMEHA MTapOoJisi 0JIb30BaTEIEM YEPE3
YCTaHOBJICHHBIN MTPOMEKYTOK BPEMEHHU.

4.2.23.77. Peanu3zoBaHO 3a0JaroBpeMEHHOE OIMOBEIEHHE IOJIb30BATENICH O
HEOOXOJAMMOCTH CMEHBI MapoJia (MOCPEICTBOM COOOIIEHUM / TOACKA30K HIIU
MOYTOBBIX PACCHUIOK Ha AJIEKTPOHHBIE a/Ipeca MoJIb30BaTENEeH ).

4.2.23.8. Hactpoena OJOKHpOBKAa Y4Ye€THOMW 3aluCH Ha  3apaHee
ONpENEICHHBIM CPOK IIOCJE 3aJlaHHOTO KOJMYECTBA HEYNAayHbIX IOMbBITOK
ayTeHTU(UKALINU.

4.2.23.9. YcraHOBIIEHa JUIMTEIBHOCTh IPOCTOS MOJIB30BATENBCKOM CECCHH,
1ocJie KOTOPOM CeccHst TOJKHA MPUHYTUTENBHO OJOKHUPOBATHCSI.

4.2.23.10. OrpannueH MHOeCTBEHHbIH BxoA B CucTemMy MOJ OJHOU
YYETHOM 3aMHChIO NOJIb30BATEIIS.

4.2.23.11. Peanu3oBaHO XpaHEHHWE M IepeJadya Mapojieil TOJbKO B
3amu@poBaHHoM Buje. llpu XpaHeHun W mnepenayde AOKHBI HCIOJb30BATHCS
CTOMKME Kpunrorpaguueckue ajJropuTMbl WM aQJITOPUTMBI  XEIIUPOBAHUS,
OIPEJCTICHHBIE B COOTBETCTBUU € MyHKTOM 4.1.1.

JIOmONHUTENBHO 71  BHYTPEHHUX  [OJIb30BAaTEJICd  MOACUCTEMA
ayreHTuuKanuu CUCTEMBI JOJDKHA OCYIIECTBIISTh:
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4.2.23.12. HactpoeHna aBroMatuyeckas OJOKHpoBKa Bxoja B Cucremy c
YUYETHOW 3alKChIO0 MOJIb30BATENs B Cilydae, €Clid Mapojb He ObLI M3MEHEH 0
YCTaHOBJICHHOM JaThl.

4.2.23.13. Peanu3oBaHO XpaHEHUE HCTOPUM TAPOJIEH IOJIB30BATENICH HE
MEHee 4YeM 3a ToclieqHue 12 MecsieB s MPeJOTBPAILEHUsS MOBTOPHOTO HX
UCITIOJIb30BAHUSI.

4.3. TpeOoBaHusl K CETEBOMY B3aNMO0/1€iiCTBUIO

4.3.1. CeteBoit oOMeH mHpOpMaIHEH MeXay KoMmrmoHeHTamMu CHCTEMBI,
conpsiraeMbiMu  CHCTeMaMM, HaXOJAIIUMHUCSA B Pa3HbIX CETEBBIX CETMEHTaXx,
JIOJDKEH OCYIIECTBIISITRCA C  KCIOJIb30BAHMEM 3allMIIEHHBIX CTAHAAPTOB H
MPOTOKOJIOB, TAKUX KAaK:

- HTTPS/TLS;

- SFTP;

- FTPS;

- SSH-2;

- SCP;

- S/MIME c ucnons3oBanuem ceptudukaton X.509 v3;

- VPN (IPSEC, L2TP, PPTP u 1.1.).

4.3.2. DNS-umeHa BHENIHUX / BHYTPEHHUX KOMIIOHEHTOB CHUCTEMBI
(FQDN) nomxHBI OBITH 3apETUCTPUPOBAHBI COOTBETCTBEHHO B MPSIMO U 00OpaTHOM
30HaX BHEUIHUX / BHyTpeHHuX ciayx0 DNS OGmiectsa.

4.3.3. CereBoe B3anmozeiicTBue CHCTEMBI U €€ KOMIOHEHTOB JOJIKHO
MIPOU3BOJUTHCS ¢ ucnonb3oBaHueM FQDN, ecny 3TO TEXHUYECKHA BO3MOXKHO.

434. Hu oaumn u3 cepBepoB CHUCTEMBI HE JOKEH MOJKIOYATHCS
OJIHOBPEMEHHO K CETEBBIM IMEPUMETPaM C Pa3IuYHbIMU YPOBHSMU O€30MMACHOCTHU
(mannpumep, DMZ u xopriopaTuBHas CETh).

4.3.5. Jloctyn k komnoHeHTaM Cucremsl, pa3MmenieHHbIM B DMZ, nomkeH
OCYIIECTBISITHCA C UCIIOIB30BaHUEM MUHUMAJIBHO HEOOXOAMMOTr0 Habopa CEeTeBhIX
npoTokoioB 1 FQDN.

4.3.6. CepBepHbie KOMNOHEHTHl CHCTEMBI JOJKHBI pa3MellaThCs B
CepBEPHBIX cerMeHTax cetu OOImecTBa.

4.3.7. TlponyxtuBHas cpena Cuctemsl JOJKHA OBITh pa3AeiieHa CO CPEon
pa3pabOTKH, TECTOBOM  Cpemoil W OECHpOBOMHBIM  CETMEHTOM  Ha
dbu3ndecKkoM / BUPTyaIbHOM W JIOTUYECKOM ypoBHE. Hampumep, TectoBas cpena
Cuctempl JOJDKHA TPEIACTABIATH CO00M oTmenbHyr0 komwio CucteMbl, HeE
B3aMMOJICUCTBYIOIIYIO C KAKUMU-TTMOO MPOTYKTUBHBIMU cpefamu Cucrem.

4.3.8. Ilpu B3auMOAEeHCTBUM C CEThIO MHTEpHET HOJIKHBI BBINOJHATHCS
cienyroiue TpeOOBaHUS:

43.8.1. [Hoctyn u3 cetu MHTEpHET pa3peuieH TOJbKO K KOMIIOHEHTaM
Cucrembl, OTHOCSIIUMCS K MPOJTYKTUBHOM CpeJie U pacloyiokeHHbBIM B DMZ.

4.3.8.2. Jns  opraHuMzauMu  3allMIIEHHOTO YAAJEHHOTO JOCTyIla K
pecypcaM CucreMbl BO3MOKHO MCIOJIB30BAHUE LEHTpanu3oBaHHOTO VPN-nuiro3a
Oo6mectBa. Mcnonp30BaHue caMOCTOSATEIBHBIX PEIICHHUH IS YAAJIEHHOTO JOCTYIa
HEJIOMYCTUMO.
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4.3.8.3. 3ampeuien goctyn u3 cetu HHrepHer kK cepBucam CucCTEMBI,
peHa3HAYEHHBIM JIJIs1 BHYTPEHHETO UCIOIb30BAHMS.

4.3.8.4. 3anpemen npocryn u3 cetu MHTepHer k cepBucaM CHCTEMBI,
WCITIOJIb3YIOIINM JIJIs1 B3aUMOJCHCTBUS C TIOJIb30BATENSIMU CIIETYIOIINE MPOTOKOJIBI:
SMB/SAMBA/CIFS, NFS, NETBIOS, npotokonsl goctyna k CYB (MYSQL,
MSSQL, ORACLE u nip.), npoTokoJibl yaaieHHoro yrpasieHus (telnet, SSH, RSH,
SNMP, RDP u ap.).

4.3.8.5. Buemnwue (myOnuunbie) unrepdeiicel CUCTEMBI JTOKHBI OBITH
pa3menieHsl B DMZ.

[IpenocraBienne nocryna u3 cetu MHTEpHET BO3MOXKHO TOJIBKO IOCHE
nposenenus JAUb aynura Ub (cMm. .4.7.1).

4.3.8.6. 3ampemeHo UCHOJIb30BaHUE O0O0JauHBIX HHTEpHET-CEPBHUCOB
XpaHeHus1 JaHHBIX B KadecTBe KommnoHeHTOB Cucrembl. TpebGoBanue He
pacnpocTpaHsieTcs Ha YaCTHbIE 00JIauHbIe peCYPChl, pa3MEIlIEHHbIE B Mpe/ieaxX CEeTH
OO01recTna.

4.4. TpeOoBaHMsI K OKPYKEHUIO

4.4.1. Cucrema q0DKHA KOPPEKTHO (DYHKIIMOHUPOBATH C UCIIOJIb3YEMbIMU
B OOmectBe cpeacTBamMu oOecriedeHus: O€30MacHOCTH pPabouux CTaHIUW U
CEpBEpPOB,  HAmpUMep, AHTHUBUPYCAMM,  CpPEICTBAMH  OOHApYKEHUS U
NpEeNOTBpAIlCHUs] BTOPKEHUM, CpPEICTBAMH MEXKCETEBOIO0  AKpPAHHWPOBAHUS,
CpencTBaMU KOHTPOJS BHENTHUX YCTPOWCTB, CPEACTBAMU KpHUITOTpaduuecKon
3aIUThl HHGOPMAIIUA U T.1.

[lepeyenr cpeacTB obOecrnedeHus O€30MACHOCTH pPabOYMX CTAHIUUA W
CEPBEPOB, UCMOIL3yeMbIX B OOIIECTBE U C KOTOPHIMU JODKHA OBITH COBMECTHMA
paspabaTpiBaemasi win MojaepHu3upyemas Cucrema, ITODKEH YTOYHSATHCA U
cornacoBbiBaThes ¢ JIb B pamkax npeAnpoekTHOro 00cae10BaHusl.

4.4.2. Cucrema J0JDKHA KOPPEKTHO (DYHKIIMOHUPOBATH C UCIIOJIb3YEMbIMU
B O6mectee OC, CYB/l, nmpukiagHpIMK TMporpaMMaMy C JIEUCTBYIOIIMMH Ha
MOMEHT pa3pabOTKU WU MojiepHu3au CUCTEMbI HACTPOMKAMH.

4.4.3. PazpabGarbiBacMble KOMIIOHEHTHI CHCTEMBI, BKJIFOYasi IPOrPaMMHOE
U anmapatHoe oOecrnedyeHue, HE OJDKHBI COJAEpKaTh HEIOKYMEHTHPOBAHHBIX
BO3MOYKHOCTEH, HaIlpaBJIEHHBIX HA CKPBITBI KOHTPOJIb IMOJb30BaTENEH WU
CKPBITBIA ~ KOHTPOJb aaMuUHUCTpaTOpoB CucTeMbl (Hampumep, OTMIpPaBKa
uHpopMariuu B ceTb HTepHET 0 neiicTBusix B Cucteme).

4.4.4. Ha xomnoneHtax CHUCTEMBI TOJKHBI OBITH 3amyLICHBI TOJBKO TE
CEPBUCHI U IPWJIOKEHUS, KOTOPhIe HEOOXOAUMBI I (YYHKIIMOHUPOBAHUS JTAHHOU
Cuctempl wm (QyHKIHoOHUpoBaHus aApyrux Cucrem (Ipu COBMECTHOM
UCIIOJIb30BaHUN KOMIIOHEHT).

4.4.5. BizanmopaencTBue KOMIOHEHT CHCTEMEI, a TAK)KE B3aUMOJICHCTBHUE C
BHeIIHUMU CHcTeMaMH JOJKHO MPOUCXOIUTH MOJ TEXHOJIOTUYECKUMHU YYETHBIMU
3aMUCsIMU C MUHUMAJIbHO HEOOXOIMMBIMU HaOOpaMu MPUBUIIETUA.

4.4.6. Kommnonentsl CHUCTEMBI TOJKHBI OBITh MOCTPOEHBI UCKIIIOUUTETBHO
Ha npoayktax u OC, yIOBIETBOPSAIOIIMX BCEM TpeOOBaHMSIM O€30MacHOCTU
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Hactosmero Crannapra, a Takxke cragaaproB Ub Obmectsa, pazpaboTaHHBIX 1is
koHKpeTHbIX OC, CYB/] 1 npuiiokeHui.

Crangaptel b niis konkpetHsix OC, CYB]I u npuiioxkeHui yTBEPKAat0TCs
3aMECTUTENIEM TEHEPAIbHOIO0 JUPEKTOpa IO KOPIOpPaTUBHOM 0O€30MacHOCTH
OO61ecTBa, pazMenIalOTCs Ha KOPIOPATUBHOM MOPTaji€ COBMECTHO C HACTOSIIUM
CrangmaptoM ¥ MOryT ObITh mpeaoctaBieHbl JIMb mo snexkTpoHHO# mMoYTe Mo
3ampocy.

4.5. TpeOGoBaHus K ayauTy

4.5.1. Hna Cucrembl n ee komnoHeHT (Bkimrodass ypoBHu OC, CYB/l u
[Tpunosxenus) nOKEH OBITh BKIIOYEH MEXaHU3M POTOKOJIUPOBAHUS COOBITUH.

4.5.2. MexaHu3M MPOTOKOJUPOBAHUSA COOBITHI NOJKEH OBITh CIOCOOEH
COTIOCTABUTh KAXKIOE MOJICKAIEe ayAUTy COOBITHE C MCTOYHUKOM COOBITHS C
BO3MOHBIM onpenaeneHuem IP agpeca nctouHuka.

4.5.3. Bpewms, yka3piBaeMO€ B IKypHajgax ayjauTa, JOJDKHO OBITh
CUHXPOHU3HPOBAHO C CHUCTEMHBIM BpemeHeM KoprnopatuBHoro NTP-cepsepa,
SBIIAIONIETOCS  4acThlo HMH(PpacTpykTypel cetn OOmectBa  (AomycTumas
MOTPEIIHOCTh HE 0oJiee 5 CEKyH/).

4.5.4. Cucrema J0KHA MPEIOCTABIATh CPECTBA (PUIbTpAIMU COOBITUI
KypHajia ayJITa Mo NpOTOKOJIUPYEMbIM IMapaMeTpam.

4.5.5. Cucrema A0mKHA TOJIJEPKUBATh COXPAaHEHUE KYpPHAJIOB ay/IUTa B
cucteMy cbopa u xpanenuss joroB MC OOmectBa. Ilpu 3ToM Moryt OBITH
WCITOJIb30BAHbI  CJIEIYIONIUE CIMOCOOBI JOCTyna K JKypHaJIaM ayJauTa: CEeTeBOU
noctyn K ¢aiiy ¢ xypHaioMm, SQL noctyn k Tabauiie ¢ xxypuanom, SNMP, Syslog,
Eventlog u 1.1.

4.5.6. Kypnansl ayauta CuCTeMBbl HE JODKHBI COAEPXKaTh JAaHHBIX
KOH(UACHIIMATBFHOTO XapaKkTepa (HanpuMmep, Iapou MoJib30BaTesei).

4.5.7. Kypnanel ayauta CuCTEMBI [TODKHBI OBITh 3alllMIIEHBI OT
VU3MEHEHUM.

4.5.8. Cpoku XpaHEHHUS KypHAJIOB ayIUTa

4.5.8.1. Cpok xpaHEHMs KypHAJIOB ayJAuTa B ONEPATUBHOM JOCTYIIEC B
Cucreme OJKEH COCTABIISITH HE MEHEE TPEX MECSIIEB.

4.5.8.2. Ilo ucredeHUH YCTaHOBJIIEHHOTO BPEMEHU XPAHEHUS KYPHAJIOB
ayJuTa B ONEPATUBHOM JIOCTYII€ OHU JOJHKHBI aBTOMAaTUYECKU apXUBUPOBATHCS.

4.5.8.3.  Cpok XpaHEHHs KypHAJIOB ayJAUTa B apXUBHOM JIOCTYIIE€ JOJIKEH
COCTaBJISITH HE MEHEE OJTHOTO TOJIa, MTOCJIE Yer0 OHU MOTYT OBITh y/IaJCHBI.

4.5.8.4. KypHainbl ayuTa JTOJKHBI UMETh BO3MOXKHOCTb
ABTOMATHUYECKOTO Pa30MEHUS U XPAHEHUS IO MECSIIaM.

4.5.9. B CucreMe Kak MUHUMYM JIOJ>KHBI IPOTOKOJMPOBATHCS CIAEAYIOLINE
COOBITHSL:

4.59.1. PaGora mnomb3oBarenel ¢ gaHHBIMH CHCTEMEBI, B TOM YHCIE
CO3/JaHUE, YTEHHUE, U3BMEHEHUE WIIN YAAJIeHUE JaHHBIX.

4.59.2.  CoOblTusi ayreHTU(UKAIMU T0JIb30BaTeNs B Cucteme (BKIIIOYast
HEYCIICIIHbIE), BbIXOJA (OKOHUaHWE ceccuu) u3 CHUCTEMBI, €CIU TEXHUYECKU
IPUMEHUMO.
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4.5.9.3.  JlelicTBHs NMPUBHIETUPOBAHHBIX MOJIb30BATEIEH MO HACTPOUKE H
U3MeHeHUI0 KoHpurypauu CUCTeMbl, B TOM YKCIIE U3MEHEHUE HacTpoek CUCTEeMBI,
HACTPOEK  ayJuTa, co3nanue / ynajieHue  IoJib3oBaTelsei / poiielt / rpynn
MOJB30BATENIC,  M3MEHEHWE  NPUBWICTMH  TOJb30BaTelNel / poJieid / TpyI
M0JIb30BaTENEH, yCTaHOBKA / yaleHne KOMIOHEHT CHUCTEMBI.

4.59.4. JlocTym K 3amucsaM XKypHajla IPOTOKOJIUPOBAHUS COOBITHIA.

4.5.9.5.  Ouucrka JIOTrOB.

4.5.9.6.  3amyck U OCTaHOBKAa KOMIIOHEHTOB CUCTEMBI.

4.5.10. Ilo xaxpaoW omepauuu JOJDKHA MPOTOKOJIUPOBATHCS CIEAYIOLIAs
uHbOopMaIus:

4.5.10.1. PesynbTaT onepanuu (ycneurHo / HeyCHeuIHo).

4.5.10.2. Wpentudukarop HCTOYHUKA oOmepauuud  (UAECHTHUPUKATOP
MOJIb30BaTENsl, JOTHH MOJb30BaTeNsi, uMs mpouecca, [P-aapec, uaentudukarop
paboueit CTaHIIUU U T.1.).

4.5.10.3. HWnentuduxarop oOBEKTa, HaJ KOTOPHIM OblJa BBINOJHEHA
onepanus.

4.5.104. Ha3zBanue u TUN BBINOJHEHHOW oONepauuu (HaIpuMmep,
ayTeHTU(UKaLUs, YTEHUE, 3aMUCh, y/IaJIeHUE, YCTAHOBJICHUE COCIMHEHUS U [IP.).

4.5.10.5. 3HaueHue mapameTpa 10 U TOCJE OIEpalluu, €CIu JICUCTBUE
IpEeAnojaraeT U3MEHEHUE JaHHBIX WIIM COCTOSIHUS KOMITOHEHTa CHUCTEMBI.

4.5.10.6. Jlata u BpeMs BBINOJIHEHUS ONEpAIMH, BKIIOYAs YyKa3aHHE
4acoBOI0 Mosica.

4.6. TpeOGoBaHuA 0 0TKA30yCTOMYNBOCTH

4.6.1. Cucrema mO0DKHA pa3pabaThIBATBCA C YYETOM BO3MOXKHOCTH
OallaHCUPOBAHUS HATPy3KH MEXKIY OTAEIbHBIMH KOMIIOHCHTAMH W MOIYJISIMHU.
[Ipu 3TOM BBIXOA W3 CTPOS OTIACIHHBIX KOMIOHEHT WM Moayjieil CUCTEMBbI HE
JOJKEH CKa3bIBaThCS Ha 001Iel (yHKIMOHAIBHOCTUA OCTaNIbHOU YacTh CHUCTEMBI.

4.6.2. B pamkax pa3paOoTku uiau MojepHu3auu CucteMsl T0KHBI ObITh
BBICTPOEHBI TPOLIECCH PE3EPBHOTO KOMUPOBAHUS M BOCCTAHOBJICHUS JAHHBIX,
obpabartpiBaeMbIX B CHcTEME.

4.6.3. Ilpomecc pe3epBHOro KOMUPOBAHUS HE JOJDKEH paboTaTh C
pe3epBUPYEMBIMH IAHHBIMUA B MOHOTIOJIEHOM PEKUME.

4.6.4. B cnyuyae pe3epBUpOBaHUS KPUTUYHBIX JTAHHBIX PE3EpPBHASI KOIMS
JOJKHA UG POBATHCS.

4.7. TpeOoBaHMs K IKCIIyaTAIlUN

4.7.1. TlepeBog CucreMbl B IPOMBIIUIEHHYIO SKCILTyaTal[U0 WU JOCTYI
u3 cetn MuTepHer Bo3MOxkeH Toabko nocne nposeneHus b aymura Ub n
NOJIYYEHHS TIOJIOKUTEIBHOTO 3aAKI0YEHUS 110 PE3YIbTaTaM TAKOTO ayInTa.

[IlabioH 3asiBKM Ha TPOBEICHHE ayauTa pa3MElleH Ha KOPIOPAaTHBHOM
noprazie.

4.7.2. IlpoextupoBanune HMC n0MKHO NPOU3BOAUTHCA HA IOCIEIHUX
Ma)KOPHBIX BEPCUSX IPOTPAMMHOI0 O0ECIIEYeHNUs1, KPOME CIIydaeB HEOOXOIMMOCTH
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WCIIOJIP30BAHUS CEPTH(PUIIMPOBAHHBIX BEPCHM WU KOH(MIUKTA BEPCUH MEXKITY
pa3ubiMu komnoneHTamu MC unu ¢ apyrumu UC.

ITpu BBOAE B 3kcmutyatanuto MC OC cepBepoB u KOMOOHEHTHI VIC 1OJIKHBI
O0OHOBIIATECA coriacHO Pernamenty yctanoBku oOHOBieHud OC Windows u
MPUKIAAHOTO MPOTPAMMHOI0 00EeCTIeUeHHUS.

4.7.3. OOunoBneHuss CUCTEMBI JOJKHBI MPOXOJIUTH TECTUPOBAHUE IEPE]
YCTaHOBKOW B MPOJAYKTUBHOM CpEJIE.

477.4. B cmydyae BO3HUKHOBEHHUs HecTaOuiabHOW paboTel Cucrembl B
pe3yabTare YCTaHOBKH OOHOBIIEHUH 0e30macHOCTH opraHu3anus,
ocyllecTBisomas noaaepxkky CHCTeMBbI, TOJKHA MPEIJIOKUTh W BHEJIPUTH
ATPTEPHATUBHOE PEIICHNE BO3HUKIIIEH TPOOJIEMBI B COOTBETCTBUU C ACHCTBYIOIIIM
corjanieHreM o0 ypoBHE nipenocraBieHus ycayru (SLA).

4.7.5. Pa3pabotka u TecTupoBaHue u3MeHeHUN CHCTEMBI HE JOJKHBI
BBITIOJIHATBCS HAa MPOAYKTHUBHBIX JK3eMIUsipax CHUCTEMbl. YCTaHOBKA CpEACTB
pa3paboTKu (KOMOWISATOPHI, OTJIAUUKH, IECTHAAIATEPUYHbIE PEJAKTOPHI U T.I1.) U
TECTUPOBAHUS HA MPOAYKTUBHBIX dK3eMIUIsIpax CUCTEMBI 3alpeleHa.

4.7.6. KowmmoneHtsl CHUCTEMBI JOJKHBI OOECIEUUBATHCS JIEUCTBYIOIIEH
texHuueckou noaaepxkkoit Ha OC, CYB]I, mpunoxxenus u o6opyioBaHue.

4.7.77. Bce komnoHeHTbl CHUCTEMBI JOJKHBI OBITh 3apETUCTPUPOBAHBI B
KOPIOPATUBHBIX CUCTEMaX MOHUTOPUHIA U YIIPABIEHUS KOHPUTypaLIUsIMHU.

4.7.8. B Cucreme, HaxonsduleWcs B NPOMBIIUIEHHONW 3KCIUTyaTaluHu,
JOJDKEH OBITh OTKITIOUCH JETAIbHBIN BBIBOJ] OTIaI0YHOM HH(MOpMAIu 00 ommodKax
B CucTemMe U ee KOMIIOHEHTAaX, UCTIOJb3yeMOM B Tipoiiecce pa3padoTku CrucTeMsl.

4.79. VYpaneHHsld agIMUHUCTpPaTHBHBIM noctyn k Cucreme u ee
KOMITOHEHTaM JIOMyCKaeTCsS B CIy4ae MPOU3BOJICTBEHHONW HEOOXOIUMOCTH TOIBKO
13 KOPIOPATUBHOM ceTH 1o 3auuiieHHbM nporokosiam (SSH-2, SFTP, FTPS, SCP,
RDP ne nmxe Bepcun 6.0 u T.11.).

4.7.10. Ilaponu OT IpeayCTaHOBJICHHBIX YYETHBIX 3aMUCEN B TPOAYKTUBHOM
CucreMe 1 ee KOMIIOHEHTaX JIOJKHBI ObITh U3BMEHEHBI Cpa3y MOoCie UX YCTAaHOBKH.

4.7.11. Hoctyn nons3oBaresie k CuUCTEME HOJKEH PErjIaMeHTHPOBATHCS
COOTBETCTBYIOIIMMU JIOKAJbHBIMA HOPMATUBHBIMU AKTAMH U MIPEAOCTABIATHCS HA
OCHOBE 3as1BOK.

4.7.12. AOMUHUCTPATUBHBIA JOCTYH JOJDKEH MPEAOCTABIATHCS TOJIBKO
anmuHUCTpatopaM CHUCTEMBI Ha OCHOBAHMHM WX JOJDKHOCTHBIX OOS3aHHOCTEH U
3as1BOK Ha MPEI0CTABICHUE JOCTYIIA.

4.7.13. Ha mnponyktuBHOi CucTeMe Yy4YeTHbIE 3amucH pa3pabOTUMKOB
/WM TPOU3BOAMUTENEH JIOJDKHBI OBITh  yJajdeHbl WM  3a0JOKHPOBAHBI
aaMuHucTparopaMu CUCTEMBL.

4.8. TpeGoBanus Kk web-npujiokeHusIM

4.8.1. Tlpu paspaboTke unu MojaepHuzaruu CHUCTEMBI, cojaepIKalen
web-uHTepeiicbl WA MPUIIOKEHUS, MPEAbSIBISIOTCA  JOMOJHUTEIbHbIC
tpedoBanus (IIpunoxenue Ne 2 k CtangapTy).
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4.9. TpeGoBaHusA K MOOWIBHBIM NPHJI0KEHUAM
49.1. K pa3paboTke uIM MOJEPHHU3ALUMNA MOOUIIBHBIX MPUIIOKEHHUM
NPEABABIAIOTCA TONOJIHUTENbHBIE TpeOoBanus (ITpunoxenne Ne 3 k Ctanmaprty).

4.10. TpedoBaHMsl K JOKYMEHTAIUU
B pamkax pabot no pazpabotke wim MoaepHu3auiu CUCTEMBI TOJKHBI OBITh
pa3paboTaHbl WM CKOPPEKTHPOBAHBI JTOKYMEHTHI, COJACpXKAIlUe CICIYIOIIYIO

nHpopmaruio:
4.10.1. Onucanue CHUCTEMBL:
4.10.1.1. O6mmume cBenenus o Cucreme:

- KpaTKoe onucaHue u HazHauyeHue CHUcTeMsbl;

- nepeyeHb KaTeropuil cBefeHui, oOpabaThiBaeMblx CHUCTEMOH, C
yKa3aHUEM CTENEeHU UX KOH(PUICHIIMATILHOCTHU U NpuHajiesxkHocTu K [1/1H, 1 mecta
xpaHeHus (rnepeyeHsb Qaino, Tadbmui / cxem CYBJ] u T.11.).

4.10.1.2. Onucanue apxuTeKTypbl CHUCTEMBI:

- CBEJICHUS O JIOTMYECKOW CTPYKType U 0 coctaBe Cuctembl (MOAYH,
KOMIIOHEHTBHI);

- OMKCaHUE TEXHOJIOTMYECKOro mpolecca 00padOTKH 1aHHbIX;

- OMKCaHUE CTPYKTYPbI MPOrPaMMHOI0 00eCTeYeHHsI, KOMILUIEKTHOCTU U
BBINIOJIHAEMBIX ~ (DYHKIMH, BKIIOYas BHEIIHIOK CHEHU(UKAIUI0  KaX0Tro
BKJIFOYEHHOT'O B HEE€ MOTYJISI;

- OMKCaHue MPOTOKOJIOB 0OMEHA, CXEMbI UHTETpalluii;

- ONMCaHUE MEXAHU3Ma UHTErpauu ¢ ApyrumMu Cucremamus;

- nepevyeHb MHTEpPPEHCOB W TMepedeHb KOMaHI ISl KaKIIO0TO
unTepQeiica’.

4.10.1.3. WNHuBeHTapu3anoHHble cBesieHus o Cucreme:

- cxema cereBor apxutekTypbl Cucremsl (ITpunoxenune Ne 4 k
Cranpapry);

- tabnuiia I[P ampecoB kommoneHToB Cuctembl (IIpunokenne Neo
SIpunoxenne Ne 3 k Crannapry);

- tabnmuma  WHOOPMAITMOHHBIX MOTOKOB / TOCTYMNOB Cucremsbl
(ITpunoxxenne Ne 6 k Ctangapry);

- NepeYEHb UCIIOb3yeMbIX TUIIOB U Bepcui OC;

- onucanue 6a3bl JaHHBIX (JIOTUYECKas CTPYKTYphI)';

- ONMCAHUE TUIOB U BEPCUl KOMIOHEHTOB CUCTEMBI;

- CITUCOK KOMMOHEHTOB U cepBucoB OC, HEOOXOMUMBIX ISl pabOThI
Cucremsr;

- napaMeTpbl HACTPOEK MPOrPaMMHOTO W amnmnapaTHOro oOecreyeHwus,
BXoAsumx B cocraB CHCTEMBl WM HCNOJb3yeMbIX (CHUCTEMOW B KadeCcTBE
MOCTaBIIMKAa CEpPBUCA U HEOOXOAMMBIX MJiI KOPPEKTHOIO (DYHKIIMOHUPOBAHUS
Cucremsr;

! VkaszaHHbIe CBeleHMS MOIYT HE BKIIIOYAaThCA B ONUCAHUE JUIA MCIOJb3YyeMBbIX B cocTaBe CHCTEM T'OTOBBIX
MPOTPAMMHBIX M alIIapaTHBIX MPOIYKTOB (CBOOOIHO PACIPOCTPAHIEMBIX H MPOTPHUETAPHBIX).
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= nepedyeHb Nanok u (GaiaoB, OTHOCAIIMXCS K MPUIIOKEHUIO, C
KOHTPOJIbHBIMU CyMMaMU JJIsl CTaTUYECKUX (haisioB;

- MEpEYEHb KIIF0UYE U OCHOBHBIX MapaMeTPOB PEECTpa, OTHOCSIINUXCS K
TPHIIOKEHHIO ;

- MepeyeHb 3amyckaembix mnocie nepesarpy3ku OC mpoieccoB u
CEPBUCOB NPHIIOKECHHUS;

= peectp porneil U nmonmHoMounii CucteMbl (omvcaHue TPyHI U poJier
MOJIb30BATENIEH ¢ MPUHAJIEKHOCTHIO K noapaszaeneHusm O01iecTBa).

4.10.1.4. Caenenusa 00 oobecneuennu Ub:

- OMHCaHWE pealn3alli BBIMOJHEHUS TpPeOOBaHWM  HACTOSIIETO
Cranpapra (IIpunoxenne 7 x CraHmapTy) € HOpPHIOKEHUEM COTJIACOBAHMS
HENPUMEHUMOCTH WJIM HEUCHOJHEHHs (ecnu TpeOOBaHMs IMyHKTAa HE YYTCHBI)
TpeboBanuii ¢ /IUb;

= NepeueHb W KPaTKOE OINHMCAHWE HCIMOIb3YEMBIX CPEICTB 3alllUThI
uHpopmaruu;

- OInvcaHue UCIIOJIHEHUS TpeOoBaHMI AKCIUTYaTallMOHHOU
JIOKYMEHTAIlMU Ha CPEICTBA 3aIUThl HH()OPMALINK;

- CBEACHUS O MPOTOKOIUPYeMbIX coObITusiX Ub.

4.10.2. PykoBoactBo  moisib3oBatenss  Cucrembl (U1 BHYTPEHHUX
MOJIb30BaTEeNICH ).

4.10.3. PyxoBoacTBo anMuHucTpatopa CUCTEMBI.

4.10.4. Martpuua nocryna CUCTEMBI.

Martpuia goctyna npeacTaBisieT coO0H nepeyeHb pojied ¢ ykazaHueM Juil /
JOJDKHOCTEN / CTPYKTYPHBIX €AUHUI] / CTPYKTYPHBIX MOApa3/eNeHUN, KOTOPbIM
POJI MOTYT OBITh IPUCBOEHBI.

4.10.5. PernamMeHT TEXHUYECKOTO 0OCITyKUBAHUSI.

4.10.6. Cxema pe3epBHOI0 KOMUPOBAHUS JJAHHbIX.

4.10.7. Pernament BoccTaHoBiIeHUsI CUCTEMBI IPU COOSIX.

4.10.8. JloxkymeHTarusi, yKa3aHHas B JaHHOM pasjeie, I0JDKHA OBITh
JIOCTYyIIHA TOJIbKO AaBTOPH30BaHHBIM TOJB30BATENIIM B paMKax CIy>KeOHOU
HEO0OX0UMOCTU. B noKkymMeHTalMu JOMKHA OTCYTCTBOBATh ayTeHTU(DHUKAIIMOHHAS
uHpopMalus (mapou u T.11.).

4.10.9. Hcxomusie koabl CHUCTEMBI HE HOJDKHBI HAXOIUTHCSA B CBOOOIJHOM
JOCTYIIE, €CJId ATO HE MPOTUBOPEUUT JIUIEH3UH, MO KOTOPOU pacmpocTpaHseTcs
Cucrema.

4.11. TpeooBanus k UCII/In

4.11.1. Cucremsbl, oOpabarpiBatomue II/[H, HOMKHBI COOTBETCTBOBATH
TpeOOBaHUSIM 3aKOHOAaTeNIbcTBA Poccuiickoit deneparuu.

4.11.2. B mensx MUHMMHU3AIMU 3aTpaT Ha oOO€CIEYeHUE COOTBETCTBUS
PETYISATOPHBIM TpeOOBaHUSAM pa3padbaThIBaéMbIe WM MOJEpHU3UPYeMble CHCTEMBI
JOJDKHBL  COOTBETCTBOBATh THUIIOBOM Monenu yrpo3 [IJIH, yTBep)KaeHHOW B
OOmecTBe.

B cmnyuae HecooTBeTcTBHUS pa3pabaTbiBa€MOl WM MOJEPHU3HPYEMOU
Cucrembl THHOBOW Moxaenu yrpo3 II/IH  pekomeHayeTcs NpPUMEHUTH
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KOMITCHCUPYIOITIE MEPBI, HAPUMEP, U3MEHUTHh 00beM 00pabdaTeiBaeMbIx [1)[H, nx
KaTeropuio, MPUMEHUTh 00e3MYnuBaHue (Kak oOpaTUMoe, Tak U HeoOpaTUMOeE), €
LEJIBIO NIPUBEACHUS B COOTBETCTBUE aPXUTEKTYPHBIX pelieHu CrucTeMbl TUITOBOM
MOJENH YTPO3.

[Ipu cooTBercTBUM pa3zpabaTbiBaeMO WM MojJepHU3Upyemoit CucCTeMbI
TUMOBOM Mojenu yrpo3 3amurta [IJ[H ocymecTBiaseTcss pa3BepHyToid B O01IeCTBE
cuctemoit 3amuThl [1/]H, oGecrieunBaroiiei 1 CEpBEPHBIX KOMIIOHEHT 3 YPOBEHb
3aIMIIEHHOCTH, a JUIsl TOJIb30BATEIBCKUX KOMIIOHEHT — 4 YPOBEHB 3aLUIIIEHHOCTH.

B cnydae HempuMmeHumMocTM  TMHOBOM  Mozenu  yrpo3  IIJI[H  k
pa3pabaTeiBaeMOi 1 MoAepHU3NpyeMoil CucTeMe Jake C y4eTOM KOPPEKTHPOBKU
ee apXMUTEKTYPHBIX PEIIeHUH B paMKax padoT Mo pa3paboTKe WM MOAECPHU3ALUU
CucremMbl HEOOXOIUMO:

— pazpaboTaTh 4acTHYIO MOJedb yrpo3 [/l Ha OCHOBe TUIIOBON MOJEIIH;

— pazpabortate mnpoekT 3amuThl I[IJ[H, oOpabarbiBaembix B Cucreme,
COOTBETCTBYIOIIMN YAaCTHOM MOJEIU YIPO3, C YYETOM MCHOJIb30BAHUS PEUICHUN
pasBepHyToil B O0mecTBe cucteMbl 3amuThl [1/]H;

— BHeapuThb  mnpoekT  3amutel [/l paspabarbiBaemoil  wiH
MozaepHu3upyemMoit CucreMsl.

4.11.3. OOGe3nuuuBaHue HMHPOPMAIIMM  MOXET  OCYIIECTBISATHCS B
COOTBETCTBUM C mpukazoM PockomHagzopa ot S5 centaOps 2013 r. Ne 996
«O0 yTBepKIeHUU TPeOOBAaHUN U METOJOB MO OOE3JIMYMBAHUIO MEPCOHATBHBIX
JAaHHBIX» M MeTOAMYECKMMH PEKOMEHAAIMSAMH 10 NPUMEHEHHUIO [pUKa3a
Pockomuanzopa ot 5 centsaops 2013 r. Ne 996, yTBep:KIEHHBIX PYKOBOAMUTEIEM
Pockomuanzopa 13.12.2013.

5. TPEBOBAHUA K UCITIOJIHUTEJIIO PABOT

5.1. B cuyuae pazpaboTtku wim moaepHu3anui CHCTEMBbI, UCTIOJIBb3YIONICH
cpenctBa kpunrorpaduueckoin 3amuthl uHbopmaruu (CK3U), ucnomHuTensh
JOJDKEH 00J1ajiaTh JUIEH3WEeW Ha BBITIOJIHEHHE padoT, cBszaHHbIXx ¢ CK3U, u
pa3paboTaTh TPENJIOKEHHs IO BBIMTONHEHUIO TpeOoBaHuii mpukaza OAIICHU ot
13.06.2001 Ne 152.

5.2. B ciyyae pazpaboTku wim MoaepHu3anuu CHCTEMbI, UCTIOJIb3YOMICH
cepTUUIIMPOBAHHBIE CPEACTBA 3aIUTHl HH(GOPMAIHMK, WCIOTHUTENb OJDKECH
obsanatk nuuenszuert ®CTIOK Poccuu Ha BBITIOTHEHNE COOTBETCTBYIONTUX PaOOT.

5.3. B cayuyae unrerpanuu Cuctembl € JIpYrUMU HH(POPMaLMOHHBIMU
CUCTEMaMU WJIM HCIOJb30BaHUS JIOOOTO COCTaBa M KOMOMHAIMH TEXHUYECKHX
U / WM IPOTPAMMHBIX CPEACTB, OOCTYKUBaeMbIX U / UK 3aKynaeMbix OO11ecTBOM
U1t oOecrieueHrs GyHKIMOHUPOBaHUs pazpadbarbiBaeMoit CUCTEMBI M HE BXOASIINX
B €€ cocTaB, VcronmHuTenp MOMKEH MPEAOCTaBUTh KOMIUIEKCHOE PEUIEHUE IO
obGecnieuennto Wb, Bkmouas mnpemsiokeHHs N0 HACTPOMKE, pa3MEUICHHIO U
OKCIUTyaTallM yKa3aHHBIX BBIINIE CPEJACTB HAUYMHASA OT KaHaJTI0OOpa3yroIIero
000pyI0BaHUS 1 3aKaHYUBAS TPUKIIATHBIM IPOTPAMMHBIM 00€CIIEUEHUEM.
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IIpunoxenue Ne 1
k Cranaapty

Cnucok pekoMeHyeMbIX KpUNTOrpagpuuecKkux aaropuTMoB

1. CummeTpuyHbIE AITOPUTMBI IK(PPOBAHUSA:

—  AES (cornacuo FIPS 197).
— T'OCT P 34.12-2015.

2.  AcummeTrpuyHbIe aNropuTMsbl mudpoBanus u II1:

—  Cormacuo I'OCT P 34.10-2012.

— RSA (peamuzauus coriacHo ISO/IEC 14888-2:2008, FIPS 186-4 u
IEEE P1363).

— ECDSA (peaimzaunust cornacHo ISO/IEC 14888-3, IEEE P1363,
FIPS 186-4 u ANSI X9.62-2005).

—  DSA (cornacuo FIPS 186-4).

—  ElGamal.

3.  Auroputmbl 0OMEHA KJIIIOYEBBIM MaTepUaIOM:

—  Diffie-Hellman.
—  Peanusanus cornacHo PekoMmennanusam no ctangaptuzanuu TK-026.

4.  AnropuTmbl XeIUpOBaHUs (TpeOyeTCsl UCIONb30BaTh COJIb — MOJAU(UKATOD
BXOJIHBIX JAHHBIX XelI-(QyHKIUN):

—  Cornacao I'OCT P 34.11-2012;

—  SHA-2 (SHA-224, SHA-256, SHA-384 u SHA-512);
—  SHA-3 (cornacuo FIPS 202).

—  Crpubor (peanuzanus coriacHo 'OCT P 34.11-2012).
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[Tpunoxenue Ne 2
k Cranaapty

TpeooBanuss k WEB-npuinoxkenusim

1. TpeooBanus k HT'TP-3arosioBkam

Hwxe npusenen nepeuenr HTTP-3arosoBkoB, NpHUMEHEHHE KOTOPBIX
o0s3aTeNbHO 11 BCEX pa3pabaTbiBaeMbIX WJIM MOJEPHUBHPYEMBIX Wweb-
IIPUIIOKEHUM.

1.1.  «Strict-Transport-Security»

YcranaBnmMBaeT Cpok, B TE€YEHUE KOTOPOTO MPHU MEpexoje Ha calT Opaysep
JIOJKEH MCIO0JIb30BaTh TOJbKO npoTtokoa HTTPS. 3amuimaer ot downgrade-atak u
atak «MiTM».

3arojgoBoK  HeEOOXOJMMO  HMCHOJL30BaTh  TOJIBKO IS CaAWTOB,
oOMeHuBaromuxcs fanabiMu 1o mpotokosry HTTPS. Cpok ucnons3oanus HTTPS
JOJDKEeH ObITh He MeHee 1 roga: «max-age: 31536000 .

1.2.  «X-Frame-Options»

3amaeT mapaMeTphl MCIMOJIb30BaHUA KOHTEHTa web-npuiioxkenus B iframe,
npenotBpaias Clickjacking ataku.

B cinywae, ecinu KOHTEHT HE TMepeaaeTcsi, HEOOXOAMMO HCIOJIb30BaTh
napametrp «X-Frame-Options: deny». B ciaydae mepenauun xonteHta B Iframe
HEOOXO0MMO UCIOJIb30BaTh napaMmeTp «X-Frame-Options: sameorigin».

1.3. «X-XSS-Protection»

AKTHBHPYET BCTPOEHHYIO 3alTuTy Opay3epa oT XSS-araxk.

JIist  akTUBAaM¥M  3allUThl  MCTHOJB3YIOTCS  CJICAYIONIHAE IapaMeTpPhI:
«X-XSS-Protection: 1; mode=block».

1.4. «X-Content-Type-Options»

[IpenoTBpamaeT BBHIOJHEHHWE B Opay3epe aKTHUBHOTO COAEPKHUMOTO, IS
KOTOPOTO HE 33aJ]aH WM HEBEPHO 3aaH TUI KOHTCHTA.

Jlis  akTHBAIMM  3alUThl Kcmonib3yeTcss mnapamerp «X-Content-Type-
Options: nosniff».

1.5. «Referrer-Policy»

Onpenenser, kakasg uHpopMalus nepenaercs B 3arojioBke «Referer» mpu
nepexoie Ha Apyryro crpanuily. IIpemoTBpamiaer mnepenayy MHPOpMaLUU MPU
MEPEX0/IC HA IPYTUEe CANTHI.

Ecnmm wndopmamus He JomKHA TepefaBaThCs, 3a7acTCs  3HAUYCHHE
«Referrer-Policy: no-referrer». Ecim undopmanus mnepemaercs B mpezenax
oaHoro caiita — «Referrer-Policy: same-origin».

1.6.  «Feature-Policy»

Omnpenensier, kakue Qynknuu u APl Opaysepa MOryT uCnosb30BaThCsi Ha
caiite (kamepa, reojokamus, MUKpooH u np.). ObecneunBaer 3amuTy oT cbopa
JAHHBIX O MOJIb30BATEIAX.
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Ecmm ¢ynkumm «camera», «geolocation», «microphone», «payment»,
«speaker», «vibrate» u «usb» He UCTIONB3YIOTCS, IJIsT HUX JAOJDKHO OBITH 3a/1aHO
3HAYCHHUE «NONEe».

1.7.  «Content-Security-Policy»

3aiaet MOAUTUKY 0€30MacHOCTH KOHTeHTa. [lepen mpuMeHeHrneM 3arojloBKa
«Content-Security-Policy:» B mpolyKTUBHO# Cpeie pEKOMEH1yEeTCS:

- [Tpumenenue 3aronoBka «Content-Security-Policy:» B TecToBOM cpefie
WM B CpeJie pa3paboTKH.

- ITpumenenue 3arosioBka «Content-Security-Policy-Report-Only:» B
NPOIYKTUBHOM cpeze. JJaHHbIN 3arojioBOK MPOU3BOIUT 3alUCh PAdOTHI JUPEKTUB
BMECTO UX MPUMEHEHHUSI, YTO MO3BOJIAET IPOBEPUTH UX PabOTYy.

1.7.1. HupextuBa «default-src» —  paspelieHHblE HUCTOYHUKH 110
YMOJTYAHUIO JIJISl OCTANIbHBIX TUPEKTHUB.

Ucnons3zoBanue «default-src *» 3anmpenieHo.

1.7.2. JIupeKkTuBa «ScCript-src» — UCTOYHHMKH, C KOTOPBIX JOMYCKAETCS
VCIIOJIHEHHE CKPUITOB.

Hcnonb3oBaHue «Script-src *» 3amperieHo.

1.7.3. JupextuBa «style-src» — HCTOYHHKH, C KOTOPBIX JIOMYCKAETCS
3arpy3Ka TaOJuI] CTHIICH.

Hcnons3oBaHue «style-src *» 3anpenieHo.

1.7.4.  [dpyrue 1MpeKTUBBI

B cnyuae, ecnu mnepedeHb BO3MOXHBIX HMCTOYHUKOB JPYIMX OOBEKTOB
(u300paxxeHusi, ayauo, BUACO, WPUPTHI U Jp.) MOJHOCTHIO HE COBMAAAET C
nepevyHeM TTUPEKTUBbI «default-src», HEO0OXO0AUMO UCIIOJIb30BaTh
COOTBETCTBYIOIIYIO OOBEKTY IUPEKTUBY.

1.7.5. [TapameTp «report-uri»

JlanHbIil TapameTp 3aJlaeT apec, Ha KOTOpbIi Opay3ep HalpaBisieT OTYET B
Clly4yae HapylIeHUs MOJIUTUKH.

B nensix yckopenus pernieHust mpoo6sieM peKOMEHIyeTCsl BKITIOUSHUE JaHHOM
JTUPEKTUBBI B MTOJIUTHUKY.

1.7.6. Hcnonp30BaHue MapaMeTpa «nonce»

JlaHHBIN MapaMeTp HMCHOJIB3YETCS B CilyyasX, KOrjla HEBO3MOXHO YyKa3aTh
KOHKpeTHbIM URL BHyYTpeHHero MM BHEUIHEro MCTOYHMKA (U1l CKpUIITA WIIU
CTHJIA).

TpeOoBaHus K 3HAYEHUSIM «NONCE»:

= CepBep cO3/1aeT HOBOE YHUKAJIbHOE 3HAYEHHE KaXKIbId pa3 Mpu
nepeaaye MoJIUTUKH.

- 3HaveHHE TOJDKHO OBITH JIMHOM OoJiee 128 OUT (10 KOAUPOBAHMS).

- JIyist co3manvsi 3HaYEHUS JOJDKEH MCITOJIb30BATHCSA KPUMTOTPAPUIESCKU
0€e30IacHBIi reHepaTop CIyYalHbIX YHCEI.

= 3HaueHUE HE MOJDKHO SBISATHCA XAIIEM WM UU(PPOBON MOIAMUCHIO
CKpHIITa (TaK KaK OHHU HE SBJISIIOTCS CIIyYalHBIMU).
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1.7.7. Hcnonb3zoBanue napamerpa «hash»

JIaHHBIN MapaMeTp HMCHOJIB3YETCS B CiIy4yasX, KOrJla HEBO3MOXKHO yKa3aTh
KOHKpeTHbI1 URL BHYTpeHHero ucToyHMKa (il CKpUNTa WJIM CTWIS) WIH
MCIIOJIb30BaTh MApaMETP «NONCE».

JIs1 BBIYMCIIEHUS 3HAUEHHS X3IIa PEKOMEHIYETCS MCIOJIb30BATh aITOPUTM

SHAS12.

1.7.8. Hcnonb3oBanue napamerpa «'unsafe-inline'»

JlaHHBI TapaMeTp MCHOJIb3YETCsSl TOJIBKO B CiIydasiX, KOI/Ia HEBO3MOYKHO
n30eXXaTh UCMOJIb30BaHUSI BCTPOCHHBIX CKPHUIITOB.

1.7.9.  Hcnonws3zoBanue napamerpa «'unsafe-eval'»

JlaHHBII TapaMeTp MCHOJIb3YETCsS TOJIBKO B CiIydasiX, KOI/Zla HEBO3MOYKHO
n30exKaTh UCMOJIb30BaHUs yHKIMH «eval()» B KOJe CKpHUITa.

2. TpeOoBaHusI K AKTUBHOMY CO/IEPKHUMOMY H CKPHIITAM

2.1.  OO6mue TpeboBaHuUs

HNcxoauplii KOJ CKPUNTOB M aKTUBHBIX KOMIIOHEHT, HWCIIOJHSEMBIX Ha
KJIMEHTCKOM cTopoHe (ciieHapuu JavaScript, AJAX, ActiveX, Java-anmieTsl U T.1.),
HE JIOJDKEH cojiep)kKaTh CBeACHUM KOH(UICHITNATBLHOTO XapakTepa (crnenuduyeckux
aJITOPUTMOB, MTAPOJICH, KpUTUYHBIX IEPEMEHHBIX U T.1I.).

2.2. TpeboBanus k cueHapusiMm AJAX (Asynchronous JavaScript
and XML)

2.2.1. HcnonszoBanue texuoiorun AJAX nns oOpabOTKM MIIaTEKHON
uHGOpPMaIIH 3aIPEeIeHO.

2.3.  TpeboBanwus k cuieHapusim JavaScript

2.3.1. CTpykTypbl U JaHHbIE, oOecreuyuBaroniye O0e30macHoCTh web-
IPUIIOKEHUsT (TOKEHBbI ayTeHTHU(HUKALMU, CECCUHOHHBIE cooKie U T.A.) HE TOJDKHBI
oOpabaTbiBaThCs clieHapusMu JavaScript.

2.3.2. Pexomenayercst ucnosb3oBath JavaScript-cuieHapuu U3 CUCTEMBI
XpaHeHusI ucXoAHOoro kojaa OOmIecTBa UM co3aaBaTh COOCTBEHHbIEC CLIEHAPUU Ha
OCHOBe Takux. Vcnonp3oBaHHe COOCTBEHHBIX clieHapueB JavaScript 1o
BO3MOXHOCTH JIOJPKHO OBITh CBEJIEHO K MUHUMYMY.

2.4. Tpebopanus k ActiveX u crieHapusiM Visual Basic

2.4.1. Hcnonb3oBaHue CKpUINTOB, HamucaHHbix Ha Visual Basic,
3aIpeILeHo.

24.2. Hcnonb30BaTh KOMIIOHEHTHI ActiveX HE pEKOMEHyeTCsl.

2.5. TpeboBanwms k Java-anmieram

2.5.1. Bce wucnonb3yemble Java-anmiieTsl AODKHBI UMETh IUGPPOBYIO
MOJIITUCH JOBEPEHHOTO yIOCTOBEPSIOIIETO IIEHTPA.

2.5.2. Java-anmmer He SABIsAETCA TOBEPEHHBIM KOMIIOHEHTOM. B cBs3u ¢

TUM B KOJE amiuieTa HE JOOKHBI OBITh pean30BaHbl MEXaHU3MBI MPUHATHS
KPUTHUYHBIX pelICHUH (HampuMep, OTHOCSIIUMCS K MeXaHu3MaM 0e301TaCHOCTH HITH
Ou3HecC mpoleccam).
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2.5.3. Pexomenmyercs ~ ucmomp3oBaTh — oOdyckamumio  OaifT-koma
Java-anmureros.

3. TpeOoBaHusi K NpOBepKe BXOAHBIX U BHIXOHBIX NAPaAMETPOB

3.1. Bce Bxoanble mapameTphl JIOJDKHBI TMPOBEPATHCS Ha CEPBEPHOM
CTOPOHE C IIEJbI0 BBISABJICHUS PACIPOCTPAHCHHBIX CIIEHAPUEB aTak Ha Wweb-
npunoxenus (XSS, SQL-unbeknuu, CSRF u T.1.). Hanpumep, none ¢ ®UO He
JOJDKHO TPUHUMATh B OOpaOOTKY MaHHBIE, cojepKamue HIU(Ppbl WM 3HAKU
peMHAHUS.

3.2. IlpoBepka BXOJHBIX TMApaMEeTPOB JOJKHA OCYIIECTBISTHCA 0 HMX
WCITOJIb30BAHUS KOMITOHEHTAMU Web-npuiokeHus (6a3bl TaHHBIX, CKPUTITHI U T.]11.).

3.3. Web-nmpunoxenue TOJKHO IPOBEPATh MOJHOTY MOJYYEHHBIX OT
MI0JTB30BATEIISI TAPAMETPOB (HAPUMEpP, HATMYUE BCEX MapaMeTpoB B (popme BBOA).

3.4. HTTP-3aronoBku u ckpbiTele HTML-nons (<input type=hidden>),
€CJIM OHU UCIIOJIB3YIOTCSI B Web-TIPUIIOKEHUH, JOJKHBI MPOXOJIUTH MPOBEPKY, KaK
u 00bs1uHbIe HTTP-mapameTpsl.

3.5. Coobmenuss 06 omuOKax HE JOJDKHBI COACPKATh CBEICHUM, I10
KOTOPBIM BO3MO>KHO BOCCTAHOBUTH METO/I ITPOBEPKHU IMAPAMETPOB.

3.6.  PexkomeHayeTcs TOMOJHUTEIBHO OCYIIECTBIISITH MPOBEPKY BXOIHBIX
napaMeTpoB OT T0JI30BATEIIS B KJIIMEHTCKON 4acTH Web-TIPUIIOKEHHUS.

3.7. OuncTKa BO3BpallaeMbIX JTaHHBIX

3.7.1. [IpoBepka BO3BpallaeMbIX IIOJB30BATENII0 JIAHHBIX JOJDKHA
OCYIIECTBIISITHCS IO MOMEHTA OTIIPAaBKU Web-CTpaHHIIbl OT cepBepa Opaysepy.
3.7.2. dopmaTupoBaHue BbIBOJUMON TMoib3oBaTento HTML-pa3zmeTku

JOJDKHO ~ OCYHIECTBISIThCSL  cpeactBamMu CMS  wim  1oBEepeHHBIX OMOIMOTEK
(manmpumep, ¢ynknus «htmlspecialchars» B PHP). 3anpemaercst uCmoiab30BaTh
HTML-1eru u3 BXOIHBIX JaHHBIX MOIB30BATENS 11 PopMUpOBaHUST Web-CTpaHuIl
(cooOmieHus Ha popyMax, TOCTEBbIX KHUTAX | T.J.).

3.7.3. B cnydae HeoOXOAMMOCTH BU3yaJIM3UPOBATh  YIIPABIISIOIINE
cuMmBOJbl, ucnonbdyemble B HTML, JavaScript, Flash u apyrux xommnoHeHrax,
cepBepHasg 4acTb Web-TIPUIIOKEHHUST [JIOJKHA OCYILIECTBIATh 3aMEHY BCEX
YOPaBISIONIMX CUMBOJIOB Ha UX «BUAMMBIE» aHaloru (<script> Ha &lt;script&gt;

uT.ma.).
4. IlpenorBpainieHue packpbiTus HHGOPMALMHU

4.1.  Ilepenaya y4eTHBIX JaHHBIX

4.1.1. [lepemaya  yd4eTHBIX  JAaHHBIX  IIOJB30BaTENs M APYrou
ayTeHTU(UKAIUOHHONW MH(OPMALIMK JTOJKHA OCYIIECTBISATHCS MO 3alUIIEHHOMY
nporokoiy TLS.

4.2.  MunHuMH3a1Ms BbIBOJA HHPOPMAIIH

4.2.1. Hcxomubrii kog web-cTpaHuI] HE TOJDKEH COAEPkKATh CITYKEOHYIO
uHpopmanuio. Hanpumep, KoOMMEHTapuu, METa-TEru, CKPBIThIE MOJs, cookies He
JOJDKHBI  COAEPXKATh CBEACHUS, KOTOpPbIE MOTYT OBITh MCHOJB30BAHbl IS
NOJATOTOBKM aTak (BHyTpeHHue [P-aapeca, TenedoHsl, angpeca 3J1€KTPOHHOM MOYTHI,
onucaHusi pabOThl AJITOPUTMOB U T.11.).
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4.2.2. Coolmienus 06 ommOKax HE JOJKHBI COAEpkKaTh MH(POpMAIMU O
BEPCUU NPOrPAMMHOr0 OOEeCnedYeHus, UCMoiab3yeMoro CHcTeMOl, BHYTPEHHHX
NyTel, a Tak)Ke paHee BBEJICHHBIX MOJIb30BaTEIEM JaHHBIX.

4.2.3. Web-cepBepsl, CYB/] u ucnonb3yeMble NPUIOKEHUS TOJKHbI
ObITh CKOH(UTYpUpPOBAaHbI TaKUM 00pa3oM, 4YTOObI 3aTPYJIHUTH ATaAKYIOIIEMY
onpe/eseHUE peabHbIX BEpCU KOMIIOHEHTOB.

4.3.  TpeboBanus k popmupoBanuo URL

4.3.1. URL He nomkHBI coaepkaTb CBEIEHUN KOH(PHUICHIIUATHHOTO
xapakrepa (IP-agpeca, maposu, Homepa kpeauTHbix kapt, PO u T.1.).

4.3.2. [lepenada koH(UICHIIMATBHBIX JAHHBIX JOJIKHA OCYIIECTBISITHCS
¢ nomoibio Mmetona «POST». 3anpemaercs ucnons3oBanue meroga «GET» nns
nepefayd  CBEAEHUM  KOH(PHUACHUMATbHOTO  Xapakrepa.  Bo3MoOXHOCTB
ucnonszoBanusi «GET» API-unrtepdeiicamu, nepenaromumu KOHGUACHIIUATbHbIC
JTAaHHBIE, HEOOXOAMMO OIpPEAENATh B COOTBETCTBUU C apXUTEKTypoil CHUCTEMBI,
KPUTUYHOCTBIO TMEpeAaBaeMbIX JaHHBIX, KOJIMYECTBOM TIOJb30BAaTENIed M Jp.
napameTpaMmu, XapakTePHBbIMU JIJIs1 KOHKPETHOTO CiIydasi.

4.3.3. 3amnpeiiaeTcs MCIoab30BaHue «cekpeTHbiXx» HTTP-napameTpoB
(debug=true, admin=1 u T.1.) 114 nepeBojga web-npunoKeHUA B PEKUM OTIAIKH,
aJIMUHUCTPUPOBAHUS UJTU TIOJYyYEHHSI TIOCTYTA K HEMOIIEP)KUBAEMOMY B OOBIUHOM
pexume QyHKIHOHATY.

4.3.4. 3anperniaercs nepenaBath KOH(UIECHIIMAIBHBIE TaHHbIE B paMKax
nepeHanpaBiIeHus (PEAUPEKTa) Ha Ipyrue web-pecypcesbl.

5. Tpe6oBanus k ceccusimMm

5.1.  TpeboBanus k uaeHTuduKaropam ceccuii (Session ID)

5.1.1. WUnentuduxatop ceccuu MOODKEH OBbITh YHHUKAIbHBIM M HE
npeayrajabiBaeéMbIM. 3amperiaeTcs HCIoIb30BaHHEe HWACHTU(UKATOPOB CECCHH,
cOPMHUPOBAHHBIX C [OMOIIBIO MPOCTOrO MJIM M3BECTHOTO  ajropuTMa
(MHKpEMEeHTHPOBaHUE, CUCTEMHOE BpeMsI U T.11.).

5.1.2. Nnentudukatop ceccuu MIOMKEH OBITh YCTOMYMB K MOA0OpY.
JlnuHa uneHTudukaTopa cecCuu 10KHaA ObITh HE MeHee 128 OuT.
5.1.3. Nnentudukatop ceccum HE JOJDKEH 3aBUCETh OT JPYTUX

uaeHTUGUKATOPOB (CPOPMUPOBAHHBIX paHEE), UMEHU II0JIb30BaTelNsl, MapoJIs,
COCTOSIHUSI IPUITOKECHHUSI.

5.1.4. Knuentckas dactb web-npuiioxkeHuss He J0DKHA  MMETh
BO3MOXKHOCTh U3MEHATH UIEHTU(HUKATOP CECCHUH.
5.1.5. B cnyuae, korna web-npunosxxenue ucnoisb3yer TLS nis nepenaun

JaHHBIX, MACHTU(UKATOP CECCHMM BCEerga JOJDKeH IepefaBaThCsl BHYTpPU
3aIIMIEHHOIO COEINHEHMUS.

5.1.6. HoBeiit  umaentudukarop ceccuu JOMKEH  (OPMHUPOBATHCA
NPUIOKEHUEM KaXKABI pa3 MOCie MPOXOXKACHUS YCIEUIHOW ayTeHTH(HUKAIMU
nojb3oBarens. B ciyuyae, eciu monb3oBaTenb B IPOLECCe ayTEHTH(HUKAIMU
nepeaaer 3apaHee cOPMHUPOBAHHBIA UACHTU(PHUKATOP CECCHH, OH JOJKEH OBbITh
npourHopupoBaH. J[anHoe TpeOoBaHUE CYIIECTBYET B LENSIX UCKIIIOUCHUS BIMSHUSA
HOJIb30BAaTENs Ha IPOIIeCcC TeHepaluu UAeHTU(HUKATOpa CECCU.
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5.2. VYmpaBieHue cecCUsiMU

5.2.1.  Bpems Xu3HU ceccuil JOJKHO ObITh orpaHuueHo. [lo ucreuenun
JAHHOT'O BPEMEHM, CECCHSI IOJKHA OBbITh y/1ajeHa WU JTOJKEH ObITh CrEHEPUPOBAH
HOBBI 3ampoc Ha OOHOBJIEHHE ayTEeHTHU(PUKAUUU. 3HAYeHUE HEOO0XOAMMO
OIpEAEIATh B COOTBETCTBUM C KPUTUUHOCTBIO IIEPEAABAEMBIX JaHHBIX, KOJIMYECTBA
[I0JIb30BATENEN U APYTUX MAPAMETPOB, XapaKTEPHBIX ISl KOHKPETHOTO CIyvasi.

5.2.2. HeakTuBHbIE ceccuM JOJDKHBI 3aBEpIIAThCS ABTOMATHUYECKU.
Bpewmst 3aBepiieHust ceccuu HacTpauBaeTCs B 3aBUCUMOCTH OT (DyHKIIMOHANa web-
OPUJIOKEHHUS, KOJUYECTBAa TIOJb30BaTENIel, KPUTUYHOCTH 00pabaThiBa€MbIX
pecypcoB. PexoMeH1yeMoe 3HaueHue sl aIMUHUCTPATUBHBIX KOHCOJIEH — 5 MHUH,
JUIS TI0JIb30BaTenbckoro web-unrtepderica 30 MuH.

5.2.3. Web-nipunoxeHne Ha  KIMEHTCKOW CTOPOHE HE  JIOJDKHO
UCKYCCTBEHHO MOJJEP>KUBATh CECCUIO0 B aKTUBHOM COCTOSIHUU, MPEJOTBpAIIas ee
aBTOMATUYECKOE 3aBEPLICHUE 110 TAMAayTy HEAKTUBHOCTH.

5.2.4. HeoOxoaumMo  uCHosb30BaTh  BCTPOEHHBIE B CTaHAApPTHbHIE
OMOIMOTEKN U MEXaHU3Mbl YIIPaBJICHUS CECCUSMHU B CIIydyae HaJIM4Yus TAKOBBIX.
Peanu3zanust COOCTBEHHBIX MEXAHU3MOB YIIPABJIEHUSI CECCUSIMU HE PEKOMEHYETCSI.

5.2.5.  Jlnad npenoTBpallleHUs] Kpakd WIM MOAU(PHUKALMU JAHHBIX O
CecCHsIX IOoJIb3oBaTeneil web-nmpuiiokeHus, 3T JaHHbIE JOJIKHBI XPaHUTHCSA B
MECTE HE IOCTYITHOM JJIsl APYTUX NPUIIOKEHUN U CUCTEM (B TOM CiIydae, €CJIU OHU
HE 3alMIIeHbl JpyruM crnocoOoMm, Hampumep, nyreM mudposanus). K
HEJOMYCTUMBIM MECTaM XpaHEHHUs, B YaCTHOCTH, OTHOCATCA OOLIME TMamKu C
BpeMEeHHbIMU (ailnamMu Ha web-cepBepe.

5.2.6. Paspemraerca ucnonb3oBaHue 2-X CTYNEHYAThIX MEXAHH3MOB,
Korjna web-mpujioKeHHe ¢ MOMOIIBI0 MOCTOSHHBIX COOKies MOMHUT HEKOTOphIE
HACTPOMKH MOJIB30BATENs U MPUMEHSIET UX MpHU clieayromeM nocemennu. OnHako
g poctyna K IIJIH winm coBepiieHus TpaH3akUuil MO-IpexHEMY Tpebyercs
IPOXOXKAEHNUE CTAaHAAPTHON NPOLEAYpPbl ayTEHTU(UKALIUN U IPOBEPKH MPaB.

5.277. BO03MOXHOCTb MCHOJb30BAaHUSI MEXAHU3MOB «3alIOMHHUTHb MEHS»
JUI BKJIIOYEHMsS] MEXaHHW3Ma aBTOMAaTHYECKOW ayTEeHTH(PHUKAUUMU HEeoOX0IuMO
OIpEAEIATh B COOTBETCTBUE C KPUTUYHOCTBIO NIEPEIABAEMBIX JaHHbBIX, KOJIMYECTBA
[I0JIb30BATENEN U APYTUX MAPAMETPOB, XapaKTEPHBIX ISl KOHKPETHOTO CIyvasi.

5.2.8. B cnywae, eciu web-npuiio)keHME HCHONB3YET KIHUEHTCKHUE
ceptudukaTsl s ayTeHTU(UKALUY TOJb30BaTeNel (WK Jpyrue MeXaHu3Mbl, Ipu
KOTOPBIX Kpa)ka HACHTU(UKATOpa CeCCUM HE BEAET K MOJYUYEHHUIO JIOCTyla B
KOHTEKCTE TOJb30BaTENS MPUIOKEHHS), MOTYT ObITh YCTAaHOBIJICHBI CIEIIMAIbHBIC
TpeOOBaHUS K MEXaHNU3MY YIPABJICHUS CECCUSMU.

5.3.  3aBepuieHue ceccuit

5.3.1. Web-nipunoxenue IOKHO COAEpKaTh MEXAHM3M 3aBEPLICHUS
ceccud (KHOTKA <«BbIXON»), IOCTYIIHBIA IOJI30BATENI0 M3 JIIOOOW CTPaHHUIIBI
HPUIIOKESHHUS.

5.3.2.  Tlo 3aBepuieHNH CecCUU OTHOCSIIMECS K HEW KOH(UIEHIINATbHbIE
JaHHBIE JJOJDKHBI OBITH MOJTHOCTHIO y/1aJIe€Hbl Ha CEpPBEPHOIl CTOPOHE.
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5.3.3. Ceccust, copepskamiasi KOH(HICHIIMAIBHBIE JTaHHBIC, JOJDKHA
aBTOMATHYECKHU 3aBEPIIAThCs MPU 3aKphITUU Opay3epa.
5.3.4. Pexomennyercs ynansate ceccuoHHbie nanHble Ha [IK kinueHTa.

6. TpeGoBanusi Kk ucnoJib30BaHu0 nporokoga HTTP

6.1. Tpebyercs wucnonb3oBath mnpoTokon HTTPS. Wcnoas3oBanue
nporokona HTTP gonyckaercs B ciienyrommx ciayqasx:

- npu nepenayde nHGOPMAIMH B TIpe/ieiaxX OJHOTO CETMEHTA CETH;

- npu  mepegadye  uwHbOpPMAIMU, HE  COJEpIKAIIed  CBEICHUH,
COCTABJISIIONTUX KOMMEPYECKYIO TAHY U MHYIO KOH(PUICHIINATbHYI0 HH(OPMAITHIO.

6.2. Web-npunoxenue JIOJIKHO NOAAEPKUBATh MHUHUMAJILHO
HeoOoxoaumbii Habop HTTP-metonoB. Heucnonb3zyembie HTTP-meTonpl 10mKHBI
ObITh OTKJIIOUEHbI Ha web-cepBepe, a TMOMNBITKM WX HCIOJb30BAHUS JIOJKHBI
UTHOPHUPOBATHCHL.

6.3. TpebGoBaHus K UCIOJIB30BaHMIO cookies

6.3.1. Atpubyr «HTTPOnly» nomkeH OBITh YCTAHOBJICH 3HAUYCHHEM
«true».

6.3.2. B cnyuae wucnonszoBanusi mporokona HTTPS npomkxen ObiTh
YCTaHOBJIEH (prar «secure».

6.3.3. ATpubyT «domain» J0JKEH ObITh YCTAHOBJICH 3HAYEHUEM TOJBKO

TOTO pecypca, JIsi KOTOPOro TpedyeTcs: moaaepkka naHHoro cookie. Hampumep,
€CJIM IPIJIOXKEHHE PacIioiaraeTcs Ha JoMeHe «info.pochta.ru», To CBSI3aHHBINA C HUM
cookie momxeH uMeTh 3HaueHue mnapamerpa «domain=info.pochta.ru», a He
«domain=.pochta.ru».

6.3.4. ATpulyT «path» momkeH ObITh HACTPOEH TaKMM 00pa3oM, YTOOBI
Opay3ep moJb30BaTENsl OTHPABILT cookies TOJBKO TOMY Web-IIpHIIOKEHHIO,
KOTOPOMY OHH IMPEeAHA3HAYAIOTCS.

7. TpeooBanus k HTML

7.1.  TpeOoBaHUS K KOMMEHTApHUsIM U CKPBITHIM nojisim HTML

7.1.1. HTML-komMMeHTapun HE JOJDKHBI COJNEP’KAaThb BHYTPEHHIOIO
unpopmarmio  web-npunoxxkenuss  (IP-agpeca, normssl, maponu, agpeca
AIIEKTPOHHOM MOUTHI, TE€IEPOHBI) a TAKKE PACKPBHIBATb OCOOEHHOCTH pealln3aluu
Cucremsl.

7.1.2. B ckpeitbix monsix HTML-ctpanui; B He3amuppoBaHHOM BHJE
3alpelaercsl InepenaBaTh KOH(HICHIUANbHBIE CBEIEHHUS (HOMepa KPEeAUTHBIX
KapT, HoMmepa TenedOHOB M T.1.), aAyTEHTU(DUKAUMOHHYIO HHGOpMaIuio (UMs
M0JIb30BATES, TAPOJIb, TOKEH ayTEHTU(UKAIUH), @ TAKXKE YIIPABJISIOIINE KOMaH/Ibl,
KOTOpbIE MOT'YT HAPYIIUTh paboTy web-nipuiioxkenust (Teru, SQL-onepartopsl, shell-
KOMAaHJIbI).

7.2.  TpeboBaHUs K BCIUILIBAIOIIUM OKHaM (pop-up)
7.2.1. Hcnonb30BaHKE BCIUIBIBAIOLIMX OKOH (pop-up) i peanu3anuu
JIOTUKA Web-IpUJIOKEHUH JOJKHO OBbITh oOrpaHudeHo. B ciyuae kpaiiHei



27

HEOOXOJAMMOCTHA BCIUIBIBAIONINE OKHA JOJDKHBI HCIOJIB30BATHCS TOJBKO IS
oToOpakeHust THHOPMAIIMOHHBIX COOOIIEHUM.

7.2.2. 3anpeniaercs UCIOIb30BAHUE BCIUTBIBAIONITNX OKOH TSI TIOTyYEHUS
JAHHBIX OT MOJIH30BATEIIS.

8. Kpunrorpadus

8.1. B cnyuae, ecnu web-npunoxkenue ucnonab3zyet HTTPS mist 3amuter
B3aMMOJICHCTBUSL C KIHUEHTOM, JocTynl K pecypcam no HTTP nmomxeHn ObITh
3ampernieH. B kadectBe  kpumrTorpaduyueckoro MPOTOKONIA  HE0OXOIUMO
ncroJib30BaTh TLS He Hmke v.1.2.

8.2. B cnydae nepeHamnpaBieHUs 10JIb30BATEINS C 3aIHMILEHHBIX PECYPCOB
web-nipunoxenus (1ocTynHbIX ToJibko o HTTPS) na He3amuienHsie (10CTyIHbIE
no HTTP) ceccus xnuenra nomkHa ObITh TUOO 3aBepileHa, 00 JOHKHBI OBITH
ylaleHbl KOH(HWACHIMAIbHBIE JaHHBIE, WCIOJb3yeMble B paMKax CECCHH.
[TonoOHBIE OOCTOSTENHCTBA BO3HUKAIOT B CIydae €CJIM 4acTb PECcypcoB web-
npuioxenus: pocrynHa no HTTP, a gacte 3amumniena HTTPS, yero B 0ObuHOM
MpakTUKe Jiydine u30eratb. PekoMeHayemas Mepa HE TMO3BOJSET aTaKyIOIIEMY
nonyuuth goctyn no HTTP k web-crpanunam, 3ammimenasiv HTTPS.

8.3.  Kouduaennuansuas nuadopmaiys (Harpumep, apoJiu, AeTaau3aiuu
pa3roBopoB, (puHaHCOBBIC OTYeTHI, I1/[H W Np.) AOJKHA MepenaBaThCs TOJBKO IO
3anuieHHomy npotokoiny HTTPS.

8.4.  Hcnonb3oBaHWE TUNEPCCHUIOK, MEPEHANIPABISIONINX C 3AIIUILIEHHBIX
web-cTpaHull TpUIoKeHHs (T0CTynHbIX ToJIbKO 1o HTTPS) Ha He3amuiieHHbie, He
JOJDKHO TIPUBOJNTH K TOSIBJICHUIO KOH(MUIEHITMATBHBIX cBeAeHui B osie «HTTP-
referer».

9. TpeOoBaHusI K apXMTEKType

9.1.  TpeboBaHMS K peTUCTPAIIUU TTOJIH30BATEICH

9.1.1. dopMma perucTpalnuu KIMEeHTOB B Web-IIpHiI0KeHUH JOJIKHA ObITh
3alyileHa  OT aBToMmaTuueckux cpenctB perucrtpaiuu  (CAPTCHA  wnm
aIIbTEPHATUBHbBIC PEILICHUS JIJISl 3aLUTHI).

9.2.  TpeboBaHMs K KOHTPOJIO COCTOSIHUM MPOIECCOB

9.2.1. Web-npuiioxkeHne [0JKHO KOHTPOJIMPOBATH COCTOSIHUE, Ha
KOTOPOM HAaXOJUTCA KIWEHT. HejerutumHbie Mepexoibl MEXKIYy COCTOSHUSMU
MPOLIECCOB JIOHKHBI ObITh 3a0JIOKMPOBaHbI (IIepexo K ormiare 0e3 BpIOopa ToBapa
WIN 3aI0JHEHUS JaHHBIX O KJIUEHTE U T.1I.).

9.2.2. PexoMeHiyeTcs peanu30BbIBATh MEXAHU3M KOHTPOJISI COCTOSIHUI
IPOLIECCOB HA CEPBEPHON CTOPOHE WEb-IPUITOKEHHUSI.

9.2.3. NuaukaTop COCTOSHUS TOJKEH OBbITh YHUKAJIbHBIM U HE SIBISTHCS
peayraablBaMbIM.

9.2.4. 3anpemaercs ucnonb3oBatk conepxkumoe HTTP-referer s
KOHTPOJISI COCTOSIHUSI IIPOLIECCOB.

9.3.  CkpbITbIE U 3aMaCKUPOBAHHBIE PECYPCHI
9.3.1. Bce crpanHuipl M aKkTMBHBIE CKpUNTHI Web-cepBepa, K KOTOPBIM
M0JIb30BATENb MOKET MOJIYYUTh JOCTYII, JOJIKHBI ObITh YACThIO Web-TpuiioxeHusl.
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[Tonp30BaTENIO HE AOKHBI OBITH JOCTYITHBI Web-CTpaHHUIIbl, TUPEKTOPUH, (aiibl,
HEIMOCPE/ICTBEHHO HE MPUHAAJIeKAIINE PUIIOKEHUIO, a TAKXKE:

- Gaiisibl pe3epBHBIX Konui (Hanpumep, *.old, *.bak);

- daiinet 6a3-ganHbIX (Hanpumep, *.db, *.sqlite, *.accdb);

- Jor-Qaiiier;

= BPEMEHHBIE TUPEKTOPUH;

- MCXOJHBIE KOJbI U nupeKTopruu SVN;

- UCIIOJNIb3yeMble OMOTMOTEKH.

9.3.2. 3ampeniaercs  OrpaHW4MBaTh JOCTynm K  (daillaMm  myTem

neperuMeHOBaHus (ailioB WK MTyTeM HE yKa3aHUs THUIEPCCHIIIOK HA HUX.
9.3.3. 3anpeniaercs OCTaBIATh HEHCIOIb3yeMbIE JUPEKTOPUH U (haiiiibl

Ha TPOAYKTUBHOM cepBepe (Hampumep, aitn login.php.old umm aupexropus
jsp.old).

9.4. TpeboBaHus K ayTeHTUPUKALIIH

94.1. VY4eTHbIE JaHHBIE HE TOJKHBI XPAHUTHCS B MECTaX, JOCTYIHBIX JJIs1
kinuenTa (cookies, URL, ucxomguplii Kog 1 T.1.).
94.2. [Iporecc ayreHTU(DUKAIIUK HE TOJKEH OCHOBBIBATHCS HA TAHHBIX U

MePEMEHHBIX, KOTOpble MOXKHO Jierko monuduiupoBats (HTTP 3aronosku, user-
agent, HTTP-referer u 1.1.).

9.4.3. [Ipu HauanbHOU pErucTpanuu MOJbL30BaTENS NI BOCCTAHOBICHUHN
YTEPSHHOTO Tapojsi HEOOXOAMMO MPETyCMOTPETh BO3MOXKHOCTH MPOBEPKU €TO
CJIO’KHOCTH.

9.44. Jns poctyma K paszjenaMm, CBS3aHHBIM C I10JIb30BaTEJIbCKOM
uH(popMaIuel U BBITIOJHEHWEM JCHCTBUN OT JIMIIA MOJH30BaTeNsl, HEOOXO0auMa
oOs3aTenbHas ayTeHTU(PUKAIIHS.

9.4.5. [Ipouenypa ayreHTUGUKAILMKU TOJKHA UMETh 3alIUTy OT moadopa
naponein (CAPTCHA, 3azepxka Ha TOBTOPHBIA BBOJI WJIM BPEMEHHBIN 3aIlpeT Ha
noctyn). KonnyecTBo HeyAauHbIX MOMBITOK BBOJA Mapoisi U Bpemsi OJOKUPOBKU
MOBTOPHOTO BBOJAA Mapojsl JOJDKHBI OBITh HACTPAMBAEMBIMHU IapaMeTpamu C
CTOPOHBI aAMUHUCTpATOpa CUCTEMBI.

9.5. TpebOoBanus K aBTOpU3ALUU

9.5.1. Web-cepBep, Ha KOTOpOM pabOTarOT Web-TIPUIIOKEHUS U CepBEp
CYB/l (mo BO3MOXHOCTH), AOHKEH OBITh 3alyIIeH MOJ CHEIUaIbHO CO3IaHHON
TEXHOJOTHUECKON yueTHOH 3amuchio OC ¢ MUHUMAIbHO HEOOXOAMMBIM HAOOpPOM
npuBmieruid. 3amyck web-cepBepa 1MOJ CUCTEMHBIMM YYETHBIMU 3alUCAMU
(manpumep, root wiin LOCALSYSTEM) M0KeT BECTH K CEPbE3HBIM YSI3BUMOCTSIM.

9.5.2. JIist npenoTBpaieHus MOJHOM KOMIIPOMETAllK CEPBEpa B CIIy4yae
B3noMa web-npunoxenust yuetHoit 3amucu CYBJI, mox kotopoit paboTtaer web-
IPUIIOKEHUE, HEOOXOAUMO MPEAOCTaBIATh OIrPAHUYEHHBIE IpaBa Ha paldoTy ¢
¢ainoBoil cucreMoil cepBepa (Ha (QYHKUUM CO3/aHUS, YTEHUS, YIaJICHUS,
U3MeHeHus (aiiioB), a Takxke Ha ucnosHeHue komang OC ¢ MOMOIbIO BbI30BA
XPaHUMBIX IPOLEAYP UM IyTEM UCIIOIb30BaHUs OUOINOTEK.
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9.6.  B3ammopeiicTBue MeXy KOMIIOHEHTAMH

9.6.1. [Ipn oOpamiennn K 0a3aM JaHHBIX Web-TIPUIOKEHUS JOJIKHBI
WCIIOJB30BaTh XpaHMMBIE mpoleaypsl BMmecTo SQL-3ampocoB, coaepkammx
napamMeTphl.

9.6.2. Xpanenue maponeit B B/l web-mpunoxkeHus — JOJIKHO

OCYHIECTBISITECA € HWCIOJB30BAHMEM  KPUNTOIpAQUUYECKUX  aJTOPUTMOB,
ONpENEAEMbIX B COOTBETCTBUU ¢ TyHKTOM 4.1.1 Crangapra.

9.6.3. Jloctym  k  web-unTepdeiicaM  aAMHUHUCTpUpPOBAHUS  Web-
npuiiokeHui u3 cet UHTepHET JOMKeH OBbITh 3alpellieH.
9.6.4. AJIMUHHUCTpPATUBHBIE U TOJIb30BATEIbCKUE MHTEP(HENCHI TOJKHBI

ObITh pazaeneHbl. [lonp3oBarenbckuii WHTEpGhENHC HE TODKEH TMPEIOCTaBIATh
BO3MOXKHOCTEN aAMUHUCTPpUPOBaHUST CHCTEMBI.

9.6.5. Web-untepdericel cuctem MonHuTOopuHra (Hampumep, Nagios,
Zabbix, Cacti, Munin u ap.) He JOJDKHBI OBITh JOCTYITHBI U3 ceTH IHTEepHET.

9.7.  KOHTpoJb COCTOSIHUS KIIMEHTA

9.7.1. JlolbkeH  UCHOJIb30BaThCSl MEXAHU3M  KOHTPOJII  COCTOSIHUS
KJIMEHTA, MTyTeM NPUCBOEHUS KIMEHTY HAYaJIbHOIO HICHTU(PHUKATOpA COCTOSHUS
(nmpu Hayane paboThl C MPUIOKEHUEM) U €ro MOCJIEN0BATEILHOTO U3MEHEHUS B
npoiiecce pabotel. [Ipu 3TOM KIMEHTY mnepeaaercs 3aliu@poOBaHHBIA HapameTp
(TOKeH), cofiep Kaluil CBEJIEHUs O TEKYIIEM COCTOSIHUU KJIMEHTa, KOTOPbIA B CBOIO
ouepeib MepeIaeTCs CepBepy MPH KaKI0M OOpaleHUH.

9.7.2. Ecim mMexaHusMm ymopaBli€HUST COCTOSSHUEM HCIOJB3YeTCsl Ha
CTOPOHE KJIHMEHTa, IMapaMeTp KOHTPOJS COCTOSHUSA KIIMEHTa (UIESHTHU(PUKATOP
COCTOSTHUS MJIM TOKEH) JJOJDKEH OBITh 3a1npoBaH.

9.8.  CokpbITHE BHYTPEHHEUN CTPYKTYpbI

9.8.1. B nensx coxpbITHs BHyTpeHHEH HH(OPMaLU Web-TPUII0KEHHS OT
3JI0YMBIIIJIEHHUKOB (CTPYKTYpBl MPUJIOKEHUsI, IMpaBUI HMEHOBaHUS (DailoB)
3alpelaeTcs MUCHOJIb30BaTh  NpPSAMOE, JIETKO  yraJgplBaéMO€ HMEHOBAHUE
conepxumoro (Hanpumep, Report-2013.x1s, Report-2014.x1s u T.1.).

9.8.2. HeoOxoaumMo KOHTpoiMpoBaTh OTCYTCTBHE HH(pOpMaLUUd O
BHyTpeHHel cTpykType Cuctemsl wim cetu OO011ecTBa B OTBETaX U CTpaHULax web-
npusiokeHui CucTemsl.

10. TpeooBanus k API

10.1. Crpykrypa 3ampocoB k APl nomxHa OBITH 33aI0KyMEHTHPOBAHA,
BKJIFOYAsi BCE BO3MOXKHBIC 3HAUCHHS IPUHUMACMBIX TTapaMETPOB.

10.2.  Jlns xaxaoi GyHKIUH T0JKHA ObITh peann30BaHa aBTOPU3ALIHSL.

10.3. KonnyecTBO CyOBEKTOB, JAHHBIE MO KOTOPHIM MOTYT OT/aBaThCs B
OJIHOM OTBETE, PEKOMEHAYETCSI OTPAHUYHUTD.

KonnuecTBo cyObeKTOB ompesensercs Ha 3Tane TECTUPOBAHMS UCXOJs U3
IJIAaHUPYEMBIX MOUTHOCTEH U HAarpy3KHu.

10.4. Cuctema nomkHa oTaaBath o API TobKo Te 1aHHBIE, KOTOPBIE OBLIN
3aMpOUICHBI.
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10.5. TpeboBaHUS K «CEKPETY>»

10.5.1. Jns  ayreHTUPUKAIIUU  TOAKIIOYAEMBIX  CHCTEM  JIOJKEH
HCIIOJIb30BAThCS «CEKPET»: TOKEH WM KJTI04 JOCTYTIA.

10.5.2. «Cexkper» HE JOJDKEH ObITh BHEAPEH B KOJ CUCTEMBI.

10.5.3. «Cekper» HOJDKEH OBITh JOCTYIIEH TOJBKO JJISi WCIIOJIb30BaHUS
KOHKPETHOM CUCTEMOM-KJIMEHTOM (mpuBsa3Kka 1o IP).

10.5.4. Cpox neilcTBUS «CEKpeTa» HE OJKEH MPEeBbIIaTh 1 roaa.
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[Tpunoxenue Ne 3
k Cranaapty

TpedoBaHusi K MOOMJIBLHBLIM NPHUJIOKEHUAM

1. TepMuHBI U onipe/ieIeHNs]

B HACTOAIICM IIPUIIOKCHHUU K CTaHI[apTy HCIIOJB3YIOTCA CIICAYIOIIUC
TCPMHUHBI U OIIPCACIICHUS.

HaunmeHnoBanue
Ne IlepeBox |Omnpenenenune TepMuHa (paciiupoBKa COKPAIIEHHsI)
TepMHHA
1 |Activity AkTuBHOCTh  |KOMITOHEHT NPHIIOKEHUS C OTAEIBHBIM 3KPAHOM.
) Application Komnonent  |KOMIOHEHTBI, W3 KOTOPBIX COCTOMT HPHUIIOKECHHE:
component npuioxeHus |Activity, Intent.
. Buyrpennuii |KOMIOHEHT, MOCTYNHBIA 71 BBI30BA TOJBKO CaMUM
2.1 |Private component YTP > AOCTYH a
KOMITOHEHT MIPUIOKEHUEM.
oBepeHHbIM |KOMITOHEHT OCTYITHBII Js.  BBI30BA  TOJIBKO
2.2 |In-house component Hlosep »AoeTyn .
KOMITOHEHT MPUJIOKEHUSIMH TOTO K€ pa3paboTyuKa.
[TapTHepckuii |KomnoneHT OCTYITHBII Js.  BBI30BA  TOJIBKO
2.3 |Partner component PTHED »AoeTyn a
KOMITOHEHT MPUIOKCHUSIMU-TTAPTHEPAMH.
24 Third party|CTopoHHHMIT KomnoneHT, npuHamiexamuii OnepalmoHHON CUCTEME
" |component KOMITOHEHT WJIU APYTOMY HPUIIOKEHUIO.
Automatic Oyukuus ynpaieHus namsaThio kommuistopa Clang,
3 |reference counting o0ecreunBaronasi aBTOMaTUYECKHAN ITOICYET CCHUIOK IS
(ARC) sa3bIKOB nporpammupoBanus Objective-C u Swift.
PesepBhas
4 Backup p
KOMust
Pesepsras PesepBHass  komus,  BKJIOUaomias  BCEe  JaHHBIC
4.1 |Application Backup |komust p ’
MPUIIOKEHUS.
MPUIIOKEHUS
. [IpuBsizka TPUITOXKEHUS K KAKOMY-THOO TmapaMer
S |Binding [Tpusszka PHB p y P Py
yCTpOIiCTBa.
ObnacTe mamsITH, TpeIHA3HAYCHHas Ui TepeHoca
. nH(pOpMaLIUU  MEeX MPWIOKEHUSAMUA WM 4acTAMU
6 |Clipboard Bydep oomena (bopman Ay TP N
OJTHOTO TIPUJIOKEHUS C HCIOIb30BAaHUEM (PYHKIIHIA
"Konuposats", "Beipe3ars” u "BcTaButh".
7 |Intent MexaHu3M B3aUMOJIEHCTBHS IIPUIIOKCHU.
o Intent, B KOTOpOM yKa3aHO KOHKPETHOE MPUIOKEHUE IS
7.1 |SIBHbI1 Intent ’ POM Y p p a
3amycka.
Inter-process Mexnpouecc- |MexaHu3sM ONEpPalMOHHOW CHUCTEMBI, I1O3BOJIIOIINI
8 |communication HOE€  B3aMMO-|TIOTOKaM OJHOTO WJIM Pa3HBIX MPOLIECCOB OOMEHUBATHCA
apC) JIEUCTBUE JAHHBIMH.
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HaumeHoBanue
Ne IlepeBox |Omnpenenenne TepMuHa (pacmmppoBKa COKpaIIeHH)
TepMHUHA
JlaHHble, BBEJEHHBIC IIOJIH30BATEIEM C IOMOIIBIO
Kom MPWIOKCHUS  «KJIaBHATypa» COXpaHEHHbIE  JUIs
9 |Keyboard cache P ypa, p
KIIABUATYPBl  |yIyUIICHUS paboTsI MPHITIOKEHUS (oOyueHue
aBTO3aMOJHEHUS, CIIOBAPh U T.IL.).
10 |Kevstore Xpannmume — [KoHTelHep A XpaHeHUs] KpUNTOrpapuuecKux KIoveH,
y KJIFOUen 3aTPYIHSIOMNAN HECAHKIIMOHUPOBAHHBIN TOCTYI K HUM.
11 |Notification YBenomnenue |KopoTkoe coobiieHne B CTPOKE COCTOSIHUS YCTPOHCTBA.
HeBesomachoe Bepcuss (BapmaHT) yBemOMIIEHHS, KOTopoe Oyner
11.1 [Public notification BETOMITCHHE 0TOOpaXaThCsi B HEOE30MMACHOM OKPY)KEHUH (K TIPUMEDY,
Y Ha 3a0JIOKUPOBAHHOM JKpaHe).
[IpaBuia, mno3BonsOmMEe ABYyM U 0Oojiee cCHCTEMaM
12 |Protocol [IpoTokon P ’ o ABY
0OMeHMBATHCS HH(POPMAIUEH.
. [IpoTokon N N
12.1 |«File» protocol «files [TpoTokon aJist B3auMOAeHCTBUSA ¢ (aitiaMu.
[IpoTokon
12.2 |«Tel» protocol «tely [TpoTokom 1151 OCYIIECTBIEHUS 3BOHKOB.
. [IpoTokon N
12.3 |«App-id» protocol «app-id» [IpoTokomn A1t BEI30Ba APYTUX MPUIOKEHUH.
AJroputM™, reHepu U ITOCIIENOBATEILHOCTh UUCET
Pseudorandom I'eneparop KOTO pBIe ,nhoE pIZIe(;aBHCHMBI hi§ OoT Jpyra I/I
13 Inumber - generator ciryuaitupix HO,I[‘III)/IHHIOTCSI 3aJJaHHOM py;aTeMaTHEZEKOM
(PRNG) ucen (FCY) Y y
pacnpeseneHuto (00bIYHO PABHOMEPHOMY).
Crvotoeraphicall Kpunrorpadu- [['enepatop mceBAOCIy4YallHBIX 4YHCEN, OOJaIaroIuit
13.1 yptograp y YeCKU CTOMKHUM|CBOMCTBAMH, ITO3BOJIAIOIIMMU HMCIIOIL30BaTh €ro B
secure PRNG
rcy Kpunrorpaduu.
[IponyktuBHas |Bepcus MIPUIIOKEHNUS NpeHa3HaYeHHas 51
14 |Release Bepcusi POLY P P ’ pest s
Bepcus MOJIb30BaTENIEH CUCTEMBI.
[IpaBa
15 |Root aJMUHUCTpa-
Topa
15.1 Hamuume root Ha Hanuuue npaB agMuHuUCTparopa y Y4Y€THOM 3aIllUCH, C
" lycTpoiicTBe MTOMOIIIbIO0 KOTOPOH paboTaeT MoJIb30BaTENb.
Mexanu3m  0€30MacHOCTH, KOTOPBIM  OrpaHUYHMBACT
16 Same Origin Policy B3aUMO/ICIICTBUE JTOKYMEHTA Wi clieHapus,
(SOP) 3arpy’K€HHOTO M3 OJHOTO HMCTOYHHUKA, C PECypCcoM M3
JPYroro UCTOYHHKA.
Buenpenne B konq MoOwnpHOro mpuioxkeHus SSL
_— ceptudukara, KOTOPbIA HCIIONB3YeTCs Ha cepBepe, s
17 |SSL pinning pTH . P Y pBepe,
MOCIEAYIONEH MPOBEPKHU cepTU(dUKaTa MPU COCTUHECHUH
C CEpBEPOM.
. MexaHu3M 3alIUThl TMPUIOKEHHUS OT aTaku «stack
18 |Stack protection 3ammra cTeka P

smashing».
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HaumeHoBaHue
Ne IlepeBox |Omnpenenenne TepMuHa (pacmmppoBKa COKpaIIeHH)
TepMHUHA
KOMIIOHEHT oOmepanmoHHON CHCTEMBI, HCIIOJIb3YEMBIH
. MIPUIIOKEHUSMH JTsl OToOpaskeHus Beo-kontenta (HTML,
19 |WebView
JS, CSS) B Hem camMoM BMeCTO OTOOpaKeHUs BeO-
KOHTEHTa B Opay3epe.
20 Bammpanus [TpoBepka gaHHBIX HAa COOTBETCTBHE popmary (email, Te.
JaAHHBIX Homep, ®UO u np.).
[IpeoOpa3oBanue BXOASAIIMX JAaHHBIX U3 OWUTOBOMA
Hecepnanusanus beodp A AATHE
21 AHHBIX MOCTIeIOBATEIbHOCTH B MCXOAHBIM  dopmar  (ams
a MCIOJIb30BaHUS KOHKPETHBIM KOMIIOHEHTOM).
2 NuBanuganus OT3bIB  [OCTYNOB, CBSI3aHHBIX C II0OJIB30BATEIbCKON
ceccuu ceccuen.
VYnaanenue M3 HCXOOHOTO KoOAa IPWIOKEHHS BCEX
Munudukanus
23 o2 CHUMBOJIOB, HE ABJIIOMMXCA HEOOXOOUMBIMUA  IJIA
(GYHKIIMOHUPOBAHUS TPUIIOKEHUS.
[Ipouenypa yaaneHus (mm SKpaHUPOBAHUS)
24 |CanuTH3anus HEMPAaBWIBHBIX WJIM HEOE30MacHBIX IS TPUIOKEHUS
CHUMBOJIOB.
25 JKpaH  ObICTpOro OKpaH  NEpEeKJIIOUEHUs  MEXKIAYy  NPHIOKEHUSIMH,
JA0CTyMAa 0TOOpakaroIMii CHUMKH Activity MpHIIOKEHUH.

Apple Security Enclave).

HEC MCHECC!:

2. XpaHeHue JaHHBIX 1 KOH(PUAEHUNAJIBHOCTD

2.1.  PabGota c xiroyamu mudpoBaHUs
Hcnonp3yemble B TMPUIIOKEHUH KIIOYM MUGPOBAHUS TOJDKHBI
XPaHUTHCSI B CUCTEMHOM XpaHWInIle Kitodel (k npumepy, Android KeyStore wnu

2.1.1.

2.1.2.

2.1.3.

[Ipunoxenue HE MODKHO COAEpPXKAaTh KIIOYM IMH(PPOBAHUS B
ucxoanom koze (hardcoded keys).
[TpunoxeHue MOHKHO UCIOIB30BaTh KITFOYM MU(DPOBAHUS JIJTUHBI

ACUMMCTPHUYHBIX.
HpI/IJIO}KCHI/IC HC AOJDKHO HCIIOJIB30BATh OAMH M TOT K€ KIHOY

mupoBaHUS ISl HECKOJBKUX IIENICH.

2.1.4.

256 outr - g cuMmmeTpudHbiX 1mudpos, 3072 Outr — A

2.2. O6paboTka KOHpUAECHIIUATIBHOU UHPOPMAITUN

KU nomxHa XpaHUTHCA BO BHYTPEHHEM XPAHUJIUILE TPUIOKEHUS
a100 B 3alIMIIIEHHOM CUCTEMHOM XpaHWIIHUIIE NaHHbIX (K npumepy, Keychain as
10S, Apple Security Enclave).
[IponykTuBHas Bepcusl MPUIOKEHUS HE NOJKHA coxpansaTe KU B
XKypHas cOopa coObITUH (Kak )KypHaJl IPUIOKEHUS, TAK U CUCTEMHBIN).
[Tpunioxkenue He JOJKHO XpaHuTh KU B mamsTu qonbuie, 4em 3To

2.2.1.

2.2.2.

2.2.3.

TpeOyeTcs.

2.2.4.

2.25.

[Tpunoxenune nomxHo ynansate KM u3 onepatuBHOM aMsT cpa3y
MOCJIE€ OKOHYaHUs pabOThI C HEH.
KW He nomxHa nepegaBathes yepe3 mexanusmbl [PC.
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2.2.6. Orto0Opa:xkenue KM Ha 3xpaHe ycTpoiicTBa

2.2.6.1. KW, Takas kak napoju Uid MUH-KOJ, HE JOJDKHA OTOOpaKaThCs B
MI0JIb30BATEIHLCKOM UHTEPEiice.

PekomeHnnyeTcst uCNob30BaTh MACKUpOBaHUE. [[onmycKaeTcst HCIOJIb30BaHHE
(GYHKIIMN KPaTKOBPEMEHHOTO OTOOpaXKEHUS MapoJis WK MUH-KO/A.

2.2.6.2. Ilpunoxenue He HoMkHO conaepxkatb KM Ha skpane ObICTpOro
J0cTyna (3KpaHe NePEeKITI0YEHUS MEXTY TPUIOKEHUSIMU).

2.2.6.3. HebGe3onacHbie yBeaomyieHHS (yBEIOMJIEHHUs] Ha  JKpaHe
3a0JI0KHPOBAHHOTO YCTPOMCTBA) HE TOJKHBI conepxkath KU.

2.2.7. KonpuaenunanbHas nHpOpMaLUA B TEKCTOBBIX MOJIAX

2.2.7.1. Ko kiiaBuaTypbl 107KEH ObITH OTKJIFOUYEH 711 TEKCTOBBIX IMOJIEH,
KoTopble MOryT cojaepxaTh KU (OTKIIIOUEHO COXpaHEHWE JTaHHBIX, BBEJICHHBIX C
MTOMOIIIBIO MIPUIIOKEHUS «KIIABUATYPA>»).

2.2.77.2.  bydep oOMeHa moKEH OBITH OTKIIFOYEH JJIsSI TEKCTOBBIX TMOJICH,
KOTOpbIe MOTyT coaepxkaTh KU (oTKir0ueHa BO3MOKHOCTh B3aUMOAECHCTBUS IMOJIA
BBOIa ¢ Oy(hepom oomeHa (pyHKIMHN «KonmupoBaTh» u «Bbipe3ars»)).

3. Kpunrorpadus

3.1. IlpunoxeHue JOJDKHO HCIOJb30BaTh TOJBKO  IMPOBEPEHHBIE
peanuzanuu Kpuntorpaduueckux anroputMmos (cm. [Ipunoxenne 3 CtannapTa).

3.2. IlpunoxeHue JOJDKHO SIBHO ONPEIEHATh PEXUM (IapaMeTphl,
TEXHOJIOI'MH) HIUPPOBAHUS.

3.3. EcnM npuioKeHHe HUCIHOJIb3YeT CIy4YaWHbIE YHCIA, OHU JOJDKHBI
TEHEPUPOBAThCA C HCIIOJIB30BAHMEM BCTPOECHHBIX (DYHKIMH ONEpaliMOHHON
cucteMsl («/dev/urandom» nis Android, «SecRandomCopyBytes» mist 10S).

3.4. Kiroun mu@poBaHus HE TOJKHBI XPaHUTHCS B UCXOJAHOM KOJIE.

3.5. CeTeBble COETMHEHNS

3.5.1. Kanan cBsizu nomxen ObITh 3ammiineH ¢ nomoiibio TLS He Huke
v.1.2.

[IpunoxeHue AOHKHO 3alpelaTh COEIMHEHHE Mo mpoTokosaM SSLv3 wu
Hwke. l[ludpoBanne naHHBIX JOKHO MCIONB30BATHCS ISl BCEX CETEBBIX
COEIUHEHNUN MPUIIOKEHHUS.

3.5.2. [Ipunoxenue JOJDKHO MCHOJIB30BaTh  aKTyaJbHbIE BEPCUU
OuOIMOTEK AJ1 OpraHu3aui 0€30MaCHOCTH U YCTAHOBKU COCTUHEHHIM.

3.6. TpebGoBanus k paboTe ¢ cepTUhUKATAMU

3.6.1. [Tepen ycranoBkoi TLS-coenuHeHusT TPUIIOKEHHUE JTOJHKHO
MPOBEPSATH cepTUPUKAT cepBepa, C KOTOPHIM YCTaHABIUBAETCS COCTUHECHHUE.

Ceptudukar 10omkeH OBITh MOAMUCAH JOBEPEHHBIM YJIOCTOBEPSIONTUM

LIEHTPOM.

3.6.2.  IlpunoxeHue AOIKHO MPOBEPATH, YTO CPOK NEHCTBHS U JAPYTrHe
CBOIICTBa cepTU(UKaTa cepBepa 1eUCTBUTEIbHBI.

3.6.3. [Tpunoxenue AOKHO MPOBEPATh, YTO HMsI CEpBEpAa CHUCTEMBI

cootBercTByeT CN (Common Name) unu SAN (anbTepHaTHBHBIE UMEHA OOBEKTOB)
B mIoJsie «Subject» cepTudukaTa ceppepa.
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3.6.4. [IpunoxeHue  JODKHO  HMCIIOJB30BAaTh  CBOE€  COOCTBEHHOE
Xpa"nwiuiie ceptudukatroB win MexaHusM SSL Pinning u He ycTaHaBIMBaTh
COEIMHEHHE C CEPBEPAMU, HE MPOILIEAIIMMH IPOBEPKY, Jaxe €CIU UX cepTudukar
BbIJIaH JIOBEPEHHBIM LICHTPOM CEPTUPUKALIUU.

3.6.5. Hcnonb3dyemble  NPHIOKEHUEM  CepTU(DUKATHI HE  JIOJDKHBI
XPaHUTHCS B OOLIEAOCTYITHBIX MECTaX.

4. AyrenTuduxanus

4.1.  Ecnu B npunoxxenuu odpadateiBaercsa KU, nyist BXoaa B mpuiioxxeHue
JIOJKHA UCIIOJIb30BAThCS ayTeHTU(DUKALIHSL.
4.2. Ecnu ucnonb3yercss ayTeHTU(UKAIMs HAa OCHOBE TOKEHA, CEpBEp

JNOJDKEH  NIPENOCTABISITH  TOKEH,  MOANMCAHHBIM € HMCIIOJIb30BaHUEM
KpUnTorpauuecku CTOMKOro aiaroputMma mudpoBanus (cM. mpuioxenue Ne 3 k
Cranpapry).

4.3. Ilpu ayreHTuduKanuu ¢ MOMOIILI0 OHMOMETpUUYECKOr HHpOpMAaIUN
COOBITHE YCIICIIHOW TIPOBEPKH OTIIeYaTKa JIOHDKHO MCIOJIb30BAaThCS IS
paz0yIokupoBKU Kitoua B xpanwnuile kimoded (KeyStore nns Android, keychain
1751 10S), a He 171 BX0/1a B CUCTEMY.

4.4. B npuiokeHMW A0JKHA OBITh HACTpOEHA MapoJibHAsl IOJIMTHKA,
napaMeTphbl KOTOPOU YCTaHABJIMBAIOTCS Ha CepBeEpE.

4.5.  JIis KpUTHUYHBIX OTNlepaIiiii TOKHO 3alpaliuBaThCs JOTIOJHUTEIILHOE
MOATBEPIKICHUE WK MOBTOPHAS ayTeHTU(PUKAIIHS.

4.6. [Ipuiioxkenune JOKHO NPEAOCTABIISITh MOJIb30BATENIO:

- nH(OPMAITUIO 0 HECKOJIBKHUX MOCIEIHUX BXOJIaX B CUCTEMY (J1aTa u
BpeMsI BX0/1a, MPOJAOJKUTEIHOCTh CECCUN);

- CIIUCOK HCIIOJBb30BABIIUXCS JJI1 BXOJa YCTPOWCTB (Ha3BaHUE,
mojenb, IMEI).

477. Pexomenmyercs peanuszoBaTh B [IpuiokeHHMM  BO3MOXKHOCTH
MPUMEHEHUS BTOPOTO (hakTopa ayTeHTU(UKAIIUH.

5. YnpasJjieHue cecCUSIMHU

5.1. Wnentudukarop ceccuu MAOKEH TE€HEPUPOBATHCS —CIIy4alHBIM
obpazom.

5.2.  Ilpu co3ganuu uaeHTHUKATOPA CECCHHU JODKEH HCIOIb30BATHCS
TEHEPATOP CIy4aHbIX yncel (cm. 1m.3.3).

5.3.  Ilpu BbIXOA€ MOJB30BATENs U3 MPUIOKEHHUS CECCHSI JTOJDKHA OBITh
3aKpbITa (MHBAUIMAUPOBATHCS).

5.4. Ilo ucrteyeHun 3aJaHHOIO CPOKAa HEAKTUBHOCTH I10JIb30BATEIS WJIU
CpOKa JIEHCTBUSI TOKEHA CEeCCHsl JOJDKHAa OBbITh 3aKpbiTa (MHBAJIMIUPOBATHCSA)
PUIIOKEHUEM.

6. B3aumoneiictBue ¢ miaargopmoii

6.1. IlpunoxeHue AOHKHO 3ampaliuBaTh MHHMMAJIBHO HEOOXOAMMBIN
HA0Op paspelIeHU (TONBKO T€ pa3pellieHMs], KOTOpble HEOOXOAUMBI AJisi pabOThI
IIPUIIOKEHHUS).
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6.2.  IlpunoxeHue AOIKHO 0OECHEUUBATh MPUMEHEHNE OTPAHUYCHUM IS
J0CTyna K YCTPOWCTBY (K TIpUMEpYy, YCTAHOBKA IIOJb30BATEIEM MaAPOJIA
Pa30JOKUPOBKHU YCTPOMCTBA).

6.3.  IIpunoxxeHue JOJKHO BaIUAUPOBATh U CAHUTU3UPOBATH BCE BXOIHBIC
JAHHBIE U3 BHEIIHUX UCTOYHUKOB M OT MOJIb30BaTENS HAa YCTPOMCTBE.

Crona Bxonar ganubie u3 Ul, mexanusmoB IPC, nanHbix u3 ¢aiioBoi
CHUCTEMBI U CETEBBIX HCTOYHUKOB.

6.4. JlomkHa OBITh OTKIIOYEHA BO3MOXHOCTh CO3IaHUS PE3EPBHON KOMTUU
IIPUJIOKEHUS UK PE3EPBHAS KOIKs HE NOJDKHA coaepxars KI.

6.5. JlomomHuTenpHBIC TpeOOBaHMS K 00BEKTY «WebView»

6.5.1. B osnemente «WebView» nomkeH OBITh pa3pemieH TOJIBKO
ob6pabotunk npotokosia HTTPS (momkHbI OBITH OTKIIFOYEHBI 00PaOOTUYUKH TaAKUX
HeOe30macHbIX MPOTOKOJIOB Kak file, tel, app-id).

6.5.2. [IpunoxkeHue He T0KHO UTHOpHUpoBaTh omuoku SSL B WebView.

6.5.3. Eciu B WebView paspemaercs HCHoJib30BaHHE COOCTBEHHBIX
GyHKUMNA TPUIIOKEHUS, TO MPUIIOKEHHE JOJIKHO 3arpy»kath JavaScript TOIbKO U3
pecypcoB NPUIIOKEHUS (HEe0O6X0 MO UCIOJIb30BaTh GbyHKIMIO
«WebView.loadDataWithBaseURL», kotopas Bkitouaet SOP).

6.54. JavaScript gomken ObITh oTKIIOUeH B WebView, eciii B HEM HET
HEOOXOIUMOCTH.

7. KadecTBO KIMEHTCKOI0 KO/1a

7.1.  HcxonHble KOABI NPUIOKEHUH IS MOOMIIBHBIX YCTPOMCTB TOJIKHBI
OBITh TIPOBEPEHBI Ha OTCYTCTBHUE aKTYyaJlbHBIX YIpo3 O€30MacHOCTH MOOMJIBHBIM
npwioxenusM no Bepcun OWASP Mobile TOP 10 (OWASP Mobile Security
Project — Top Ten Mobile Risks) m apyrux KpUTHYECKUX YA3BUMOCTEN
(MexxayHapoauslii nugposoi ctannapT «The Digital Standard»).

7.2.  llpogykTtuBHas Bepcus [OJDKHA OBbITh MOJNHMCAHA JEHCTBYIOIIUM
cepTudUKaToOM.

7.3.  llpogykTuBHas Bepcus MPUIOKEHUS JOJIKHA ObITh CKOMITMJIMPOBaHA
B pexxuMe «release». J{oKHbI ObITh YCTAHOBIJIEHBI TApaMETPhI I MPOAYKTUBHBIX
NPUJIOKEHUN (K MpUMEpy, BKJIIOUEH IapaMerp «non-debugable», oTkmtoueH
napameTtp «debugable»).

7.4. OtnagouHas uHpopManusl AOKHA ObITh yJaleHa W3 OMHApHBIX
(aitnoB mpuUI0KEHUSI.

7.5.  llpunoxeHue AOKHO MepeXBaThIBaTh U 00padaThIBaTh BO3MOXHbBIE
UCKJTIOYCHHUS.

7.6.  llpunoxxeHue He [OOJDKHO 3alKChIBaTh M XPAaHUTh MOJPOOHBIE
cBeZieHHs 00 oImMOKe U OTIaJ0YHbIE COOOIIEHHUS B IITATHOM PEXHUME PAOOTHI.

7.7. Bce wucnonb3yeMble KOMIIOHEHTbl NPWIOXKEHHs (Takue Kak
OubIMOTEKN U PPEUMBOPKH) TOJIKHBI OBITH IPOBEPEHBI HA HATMUHE YSI3BUMOCTEM.

7.8. B cnywae c6ost B pabore (yHKUMH NPEAOCTaBICHMS TOCTyHa IO
YMOJIYaHHUIO JOCTYI MPEAOCTABIATHCS HE JOJIKEH.
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7.9. JlomxHbl OBITh AaKTUBUPOBAHbI BCE CTaHIAPTHBIE (DPYHKUIHUU
0€30MacCHOCTH, MNPENYCMOTPEHHbIE HHCTPYMEHTaMHM pa3paloTuuka (Takue Kak
MuHHUKaua 0alT-koaa, 3ammTa cteka 1 ARC).

8. IlpoTruBoaeiicTBHe aTakaM

TpeGoBaHus JaHHOTO paszzena JOJKHBI MPUMEHATHCS MpU pa3zpadboTke
npuioxkeHui, oopadareiaroniux K.

8.1.  IlpunoxeHue NOIKHO peaTu30BbIBATh MPUBS3KY K YCTPOUCTBY. s
NPUBSI3KA  JOJDKEH (DOPMHUPOBATHCS OTIIEYATOK, OCHOBAHHBIA HA HECKOJIBKHUX
CBOMCTBAaX, YHUKAJIBHBIX JJISI yCTPOUCTBA.

8.2.  TpeboBanus k 0OHAPYKEHUIO aTaK

[IpunoxxeHne NOKHO HUCHIOJB30BATh HECKOJIIBKO MEXAHWU3MOB 3aLUTHI JUIS
pealn3alnuyd  KaXA0ro w3 TpeOoBaHMM MJaHHOTO TmyHKTa. Pexkomenayercs
UCIIONIb30BaHME 2 W OoJjiee pa3IMYHBIX MEXaHU3MOB (OTJIOKEHHBIN 3aIlycK,
KOCBEHHBIC OTBETHI U T.II.).

8.2.1. [TpunoxxeHue AOJLKHO ONpEenesiTh Hanuue root unu jailbreak Ha
YCTPOMCTBE U pearupoBaTh™.

8.2.2. [TpunoxkeHne OOMKHO ONpeneisITh paboTy MOJA OTIAAYUKOM U
pearupoBaTh™*.

8.2.3. [TpunoxeHne AOIKHO ONPENEsITh YCTAHOBICHHBIE HA YCTPONCTBE
IPUJIOKEHUS AJIs Teverse engineering U pearupoBaTh™.

8.2.4. [TpunokeHne MOMKHO ONpEAeNsiTh pabdoTy Ha SMYNIATOpPE U
pearupoBath™*.

8.2.5. [Tpunoxenue AOHKHO ONPENENsATh H3MEHEHUE HCIOJHAEMbIX
GaitlyioB M KPUTUYHBIX JAHHBIX B CBOEW MECOYHUIIE (CBOEM OKPYXEHUH) U
pearupoBath*.

8.2.6. [IpunoxxeHue JOJKHO OMpEAENsTh U3MEHEHHE CBOEro KOja WU

JaHHBIX B OHCpaTHBHOﬁ IHaMsITH 1 pCaFI/IpOBaTB*.

*Peakuusi mpUIIOKEHUST HA OOHAPY)KEHHYIO aTaKy MOXKET 3aKIo4aThCs B
YBEJOMIICHUH TOJIb30BATENs, MPEKpALIEHUU padOThl MPUIOKEHUS, WK APYroM
croco0e MPOTUBOJEHCTBHUSI.

8.3.  TpeGoanus k 00¢dyckauu

8.3.1. B mpunoxeHuu [ODKHA UCHOJIB30BAThCA oOOQycKkanus s
YCIOXKHEHUS ~ aHaiu3a  [PWIOKEHWs  IpU  JWHAMHYECKOM  aHalu3e.
O06@dyckanus 10KHA OBITh IPUMEHEHA B TOM YKCIIE K MPOTPaMMHBIM MEXaHU3MaM,
o0ecrneunBaroIUM 3aIUTYy.

8.3.2. Ecmm 3amaveit oOdyckaruum sBIseTCS 3aiuTa BBIYUCICHUN, TO
JIOJKEH MCIIOJIb30BAThCS MEXaHU3M, KOTOPBII:

- NPUMEHHUM [T 3TOH 3a/1a4H;

- 3alIUIIAET OT PYYHON M aBTOMAaTH4eCKOH e-00dycKkaumy;

- YUUTHIBACT OMYOIMKOBAHHBIE TIO ATOW TEME UCCIIEAOBAHUS.
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9. TpeOoBanusi K npuaoxeHusaM 1 Android

9.1.  Ilpm 3amycke Activity B unentudukarop (URI), yctanaBnuBaemblii B
MeTojie «Intent#setData()», He mo/pkHa BKIrouaThes K.

9.2. KOMIIOHEHT NpUIIOKEHUS, KOTOPBIA HCIOIb3YETCS TOJBKO BHYTPH
NPUIOKEHUS, TOJDKEH ObITh «Private».

9.3.  Jlndg 3amycka KOMIOHEHTa puiokeHus Private, Partner vun In-house
JIOJKEH MCI0JIb30BaThCs SIBHBIN Intent.
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[Tpunoxenue Ne 4
k Cranaapty

TpedoBaHus K cxeme ceTeBOM apXUTEKTYpPbl CucTEMBbI

Cxema omKHa COAEPKATh CIIETYIOIINE SJIEMEHTHI:

- Komnonentsl UC, npenocTaBisionue CepBUC WA HYXJAIOIIUECS B
nocTymne (cepBepbl WK Kiactepsl cepBepoB Cuctemsl, cepepbl CYB/I, cepBepsl
BHemHUX CHCTEM, C KOTOPBIMU B3aWMOJICHCTBYET BHEIPSIEMOE peIlIeHne, paboune
CTAaHIIMM AIMUHUCTPATOpPOB, paboymWe CTAHIMK T0JIb30BATENICH, CETEeBOE
000opyI0BaHUE U IPYTHE YCTPOUCTBA);

- IP anpeca, FQDN komnonenToB 1C;

- Nudopmanmonnsie moToku Mexay komrnonenramu UC;

- Monenu o6opynoBanust komrnoHeHToB UC.
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[Tpunoxenue Ne 5
k Cranaapty

O6pazen Tadaunbl IP agpecoB koMnoHeHTOB CUCTEMBI

Ta6muna IP anpecoB kommoneHToB Cucremsl (IP-rutan Cucremsl) momkHa
BKJIFOYATh CIETYIOUTYI0 HHPOPMAIUIO:
- IP aapec (IP address) u Tum IP («virtual IP» nmm «real IP»).

- FQDN.
- VLAN.
- Haznauenue unrepdeiica / xocra (Kommenrtapmii).
IIpumep:
IP-anpec FQDN VLAN KommenTapuii

10.20.444.4 | serverl.inside.russianpost.ru | ServOS | Axgpec ceTeBOi KapThl IEPBOTO
cepBepa npuiioxenuit UC,
I/ICHO.HB?)YGMBII\/'I AJIL OpraHu3anun

IPMP

10.20.444.66 --/-- --/-- Anpec nemona IPMP OC Solaris. He
UCIIOJIb3YETCS ISl OpraHu3aluu
CETEBOr0 B3aMMOJICHCTBHUS

10.20.444.12 | server2.inside.russianpost.ru | ServOS | Axpec ceTeBoii KapThl BTOPOTO
cepsepa npuinoxenuit 1C,
UCTIOJIb3YEMBIH ISl OpraHu3aluu
IPMP

10.20.444.68 --/-- --/-- Cwm. 10.20.444.66

10.20.444.70 | server3.inside.russianpost.ru | ServOS | CeteBoii anpec 6a3nl nanabix Oracle,
HpI/IHI/IMaIOH_II/Iﬁ IIOAKJIFOUYCHUA OT
CEpPBEPOB MPUIIOKEHUI

10.20.246.246 web.russianpost.ru DMZ CereBoil ajipec BHELIHETO CeEpBEpa
NC, npuHrMaroiero noaKItoueHus
OT BHENIHMX I10JIb30BaTejIeH K web-
ciry6am
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TpedoBanus k Tadaune UHGOPMANUOHHBIX MOTOKOB / 10cTYNOB CHCTEMBbI

[Tpunoxenue Ne 6
Kk Crangapty

Ta6nuia nHPOpMAIIMOHHBIX MTOTOKOB / 1O0CTynoB CUCTEMBI JOJKHA BKIIIOYATH CJICAYIONIYI0 HH(DOPMAIIHIO:
- IP angpec (IP address) u Tum IP («virtual IP» umm «real IP»).
- FQDN.
- Bxoasmmi niamn ucxXoasmm moToK.

- [Ipotokon (TCP, UDP, ICMP u 1.11.).
- Howmep nopra.
- Ha3znauenue noroka (KommenTapuii).

FQDN ucrounuka |IP ucrounuka| NATed IP NATed IP nazna- | FQDN Ha3nauenusi | CereBoii |IIpotokos| Ilopt Mopt KommeHnTapuii
ucroynnka | IP nasna- YeHHust NpPOTOKOJI [ mpuio- |ucTroy-| Ha3Ha-
YeHHust JKeHUsl | HHUKa | 4YeHHs
srvS.in.russianpostru | 10.20.445.8 10.242.8.12 | sql5.russianpost.ru TCP | PL/SQL | Any 1443 [lepenata nanHbIX Ha
cepBep arperanyu JaHHbIX
JlocTyn nonp3oBaTenei
web.russianpost.ru 10.20.246.246 10.242.8.12 | web4.russianpost.ru TCP HTTP Any 80 K JTMYHBIM KaOnHEeTaM
Ha web-mopraie
172.18.11.114 .
web2.russianpost.ru | 10.20.246.247 | 172.18.11.115 | 172.18.8.12 | 10.242.8.12 | Webadm-russianpost. | rop | yrppg | Apy 443 AZMUHUCTPHPOBAHHC

172.18.11.116

ra

web-moprana
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[Ipunoxenue Ne 7
Kk Crangapry

Onucanue peanuzauuu TpedoBanuit Cranmapra

CBenenus 0 cucreMe

OC

CVBJ

Homomaurensaoe 110

OO6pabaTtpiBaeMble JaHHBIE, OTHOCSIIIHECS K
KOMMEPYECKOW TaiHe U MHOW KOH(UICHITNATBHON
uHpopmanmu OO1IecTBa

(cMm. mpusioxkenue Ne 1 k mpukasy ot 11.11.2010
Ne 464-n1 «Ilepeyens ...»)

HcnosHenne TpedboBanmnii

Paznen "Oo6mue TpeboBanus" Tpeboanus Cranmapra

v Cucrema qonyckaercs K IKCIJIyaTAlMU.
Paznen "TpeboBanus k Web-nipunoxxeHusm" Tpebopanus [puioxenns 2 k CtangapTy
v Cucrema gonyckaercs K IKCIJIyaTAllMU.
Pa3znen "TpeGoBaHus K MOOUIBHBIM MPUIOKEHHUSIM " Tpe6osanus Ilpunoxenus 3 k Ctanaapty

Yy Cucrema 10onycKaercsl K IKCILUIyaTAlMU.
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Crangapra
TpedoBanusa pa3geiia
n.4.1 Oo6uue TpedoBaHUs P P 0
HEeMPUMEHHMbI
KW 3amumena ¢ ucronb30BaHUEM KPUITOrpapUIECKH CTOUKUX
m4.1.1 P rpad <- Bribepure Boicokasi
AJITOPUTMOB IHU(PPOBAHMSI.
Nudopmanus, obecrieueHrne KOTOPOM OnpeaesieTcs
n4.1.2 3aKkoHOJaTenbCTBOM P®D, 3anuimaercs ¢ ucnoin3oBanueM CK3U, <- BriGepute Bricokasn
nMmerommx ceptuduxat coorserctBust ®Ch Poccum.
Ha cepBepax, pacnonoxenasix B DMZ, He o6pabaTbiBaeTCst
m.4.1.3 pBepax, p ’ p <- Beibepute Bobicokasn
uHpOpMaus KOHPHICHIMATIHHOTO XapaKTepa.
B TectoBoii / yueOHoii cpee CucTeMbl HCIIOIB3YIOTCA
n4.1.4 CT€HEpUPOBAaHHBIE CIyYaifHBIM 00pa30M JIaHHBIE MU 00€3/INYCHHBIC <- BeiOepure Boicokas
JAHHBIC U3 TPOYKTUBHOM CPEJIbI.
n.4.1.5 Buemnnue u BHyTpeHHHE HHTEpdeiichl CHCTEMBI pa3/Ie/IeHBI. <- BriGepure Boicokast
Bo3MoxHOCTB yripaBieHus cepBUcCaMi 0€30MacHOCTH JOCTYITHA
m4.1.6 ymp P Y <- BriGepute Broicokasi
TOJIKO agMUHHUCTpaTOpy CHCTEMBI.
TpedoBanusa pa3geiia
n.4.1.7 IIpoBepka BXOAHBIX JaHHBIX P P 0
HEeNMPUMEHHMbI
OcyuecTBisieTcs IpoBepKa JIF0ObIX BXOIHBIX JAHHBIX Ha CTOPOHE
n.4.1.7.1 [cepBepa Ha JUIMHY, IONTYCTUMbIE CUMBOJIbI, KOJIUPOBKY, MIOJHOTY <- BriGepute Broicokast
JTAHHBIX.
AHHbBIE KOPPEKTUPYIOTC MEPE] Iepenadeii Ha cepsep (yaajJeHue
n4.1.7.2 A pp by P P pRep Ly <- BriGepute Huzskas

JMIITHUX CUMBOJIOB, PUBEICHUE K €TUHOMY (OpMATy U T.I1.).
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Crangapra
TpedoBanusa pa3geiia
n.4.2 TpedoBanusi kK ayTeHTU(PUKAIUM U ABTOPU3AIUA P P 0
HeNpUMeHHMbI
ocTyn K pecypcam CUCTEMBI ITPEIOCTABISIETCS ITOCIIE YCIEIIHOTO

m4.2.1 Hocryrn k pecyp P Y <- Bribepute Broicokasi

NPOXOKJCHUS MIpolecca ayTeHTU(DUKALIMY U aBTOPU3ALIH.
OCTYTI K CHCTEME IOIpa3AeisieTCsl Ha MOJIb30BaTEIbCKHUI

n.4.2.2 Hocty . P . ’ <- Boibepure Cpenusis
aJIMUHUCTPATHUBHBIH, TEXHOJOTHUECKHUH.

n.4.2.3 Peanu3oBana poseBast MOJI€Nb JOCTYIA. <- Beibepure Broicokasi

n.4.2.4  |Buemnss u BHyTpeHHsIst CUCTEMBbI ayTeHTU(UKAIINH Pa3/IeICHbI. <- BeiOepure Boicokas
BryTpenHnsas cucrema ayreHTHQUKaMU CUCTEMbI HHTETPUPOBAHA C

n.4.2.5 yIp Y ¢ pup <- BeiOepure Cpennsis
AD wnmm IDM.
Kaxxnomy monb30BaTento NpUCBOCHBI:
UJICHTU(PHUKATOP MOJIb30BATEIS;

m.4.2.6 ¢ P ’ <- Beibepute Bobicokasn
ayTeHTH(UKaMOHHAs HH(DOpMAIus;
npasa J0CTyIa.
Kaxiomy nosib30BaTesno NpucBauBaeTCs yHUKaIbHAs yUeTHas

n.4.2.7 Y P y y <- BeiOepure Cpennsist
3aIHUCh.

n.4.2.8 ['pynmoBble y4eTHBIE 3alIMCH HE UCIIOJIB3YIOTCSL. <- BeiOepure Cpennsist
B Cucreme 0TCyTCTBYIOT KECTKO 3alIpOrpaMMHUPOBAHHBIEC YUETHbIE

m.4.2.9 Y Y poTp P Y <- Bribepute Bruicokasi
3aIUCH.
Bce Hencnonbp3yeMble yUeTHbIC 3aIIMCH yIAIeHBI M

m.4.2.10 Y Y Y <- Bribepute Broicokasi
3a0JIOKUPOBAHBI.
B kauecTBe MexaHH3Ma ayTEHTU(DUKAIIMH UCTIOIb3YETCS

n.4.2.11 |ayreHTH(HKAIMI HA OCHOBE MapoJei, 0THOPA30BhIX MapoJieH, <- BeiOepure Boicokas

XpaHWINIIA KII0Yel Wi OMOMETPHH.
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751 BXoz1a B CucTeMy HCIOJIb3yeTcss BTOPOU (hakTo

n.4.2.12 A Y Y poii ¢ P <- Bribepute Huzkas
ayTeHTHU(UKAIIH.
st moaTBEpKACHNUS KPUTHYHBIX JIeUCTBUM B CucTeMe

n.4.2.13  |ucmons3yercs MOBTOPHAS ayTeHTU(DHUKAIINS WU ayTCHTU(DUKAIIHS C <- Bribepute Huskas
MTOMOIIIBIO BTOPOTO (hakTopa.
[IpoBepka y4eTHBIX TaHHBIX OCYIIECTBISIETCS TOJBKO MOCIIE TIOTHOTO

m.4.2.14 popepray Y <- Bribepute Broicokast
UX BBOJIA.
B cnyuae oOHapykeHUs OIMHOKH MPU POBEPKE YUETHBIX JTaHHBIX

n.4.2.15 |Cucrema He coOOIIAeT, KAaKue UMEHHO JaHHBIC BBEICHBI <- Bribepute Boicokasi
HENPABIILHO (JIOTHH WK TIApOJIh).
[TpoBepka yueTHBIX JaHHBIX MOJIb30BATENS IPOBOJUTCS HA CTOPOHE

n.4.2.16 poBepia y P P <- Bribepute Boicokasi
CEpBEPHBIX KOMIOHEHTOB CHUCTEMBI.
[IpaBa moctyma MOTYT MPUCBAUBATHLCS KaK IS TOCTYTIA K TPYIIIaM

m.4.2.17 P Y yrrp N . Y Py <- Bribepute Cpenusis
JTAHHBIX, TaK U JUISI BHITIOJIHEHUS AeicTBHil B CUcTeMe.
Co0bmro/1eH TPUHIIUIT MUHUMHU3AIKUN TOCTYTIA: BCEM POJISIM

n.4.2.18 |mpuCBOEHHI paBa TOJBKO Ha Te AeiicTBUsA B CucTemMe, KOTOphIe <- BeiOepure Boicokas
HEOOXOUMBI [Tl TAHHOU POJTH.
Kommoneutsl CHCTEMBI IIPOXOAAT HPOLIET B3aUMHOU

n.4.2.19 P P Py <- BeiOepure Cpennsist
ayTeHTHU(UKAIIH.
Peanu3zoBana 3amuTa nporeccoB ayTeHTU(UKAIMK U aBTOPU3ALINU

m1.4.2.20 |OT ceTeBbIX yrpo3 (IIaCCUBHOE M aKTUBHOE MPOCITYIIUBAHUE CETH, <- Bribepute Cpennsis
moa00p maposiei u T.11.).

o0 apropu3anuu Cuctema rnpeaoCcTaBiIsieT MOJIb30BaATEITI0

m4.2.21 A P P <- Bribepute Broicokast
MUHUMAaJIbHBIE HEOOXOAMMBIE JaHHEIE O cebe.

n.4.2.22  |Ilaponb He OTOOpaxaeTcs MpH BBOJE. <- BeiOepure Bobicokasn
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. TpeGoBanus pasnena
n.4.2.23 TpeGoBanus NapoJILHOI MOJUTUKHI P P 0
HeNPUMEHHMBbI
PeanuzoBana o6s13aTesibHas CMEHa MapoJis MOJIb30BaTeIeM MPU
n.4.2.23.1 P p <- Bribepute Boicokasi
nepBoM BxoJie B Cucremy
n.4.2.23.2 |Peann3oBaHa BO3MO>KHOCTb CMEHBI 1APOJIsl 10JIb30BATEIIEM. <- BeiOepure Boicokast
PeannzoBaHa BO3MOYKHOCTb OTKJIFOUEHUS aIMUHUCTPATOPOM
m.4.2.23.3 . patop . <- Bribepute Huzkas
(YHKIMU CMEHBI apoJIeH JUIsl OT/IENbHBIX YYETHBIX 3alHCEH.
Peann3oBana BO3MOXKHOCTb YCTaHOBKH OTIEJIBHOU ITAPOJIBHOU
n.4.2.23.4 |MONUTHUKM AJIs BCEX MOJIB30BATENEH, ISl TPYIIIBI I0JIb30BaTENEH NN <- Bribepute Huskas
OTAEJBHO JJIS KayKJI0OM YUETHOM 3aIHCH.
1n1.4.2.23.5 |BoccraHoBieHHE IAapOIIsl TPOU3BOIUTCS TOJIBKO IIyTEM €TO CMEHBI. <- BeiOepure Boicokas
HacTtpoeHna npuHyauTenbHas cMeHa MapoJisi OJb30BaTeNIeM Yepes
n.4.2.23.6 P P . Y p P <- Bribepute Bbicokasn
YCTaHOBJICHHBIN MPOMEKYTOK BPEMEHH.
n1.4.2.23.7 |OmnoBemeHre 0 HEOOXOAUMOCTH U3MEHEHHS MAPOJI HACTPOCHO. <- BriOepure Cpennsis
VYuyeTHas 3anuch OJOKUPYETCS Ha 3apaHee OMPEACIICHHBINH CPOK
m.4.2.23.8 [mocne 3aJaHHOTO KOJWYECTBAa HEYAAYHBIX OTBITOK <- Bribepute Bricokasn
ayTeHTU(UKAITIH.
YcraHoBIEHA JIIUTENBHOCTD POCTOS MOJIb30BATEIbCKON CECCUU
m.4.2.23.9 . P ’ <- Bribepure Cpemusist
10CJI€ KOTOPOH cecCusi IPUHYAUTENBHO OJIOKUPYETCS.
OnnoBpemeHHBIN Bx0oJ B CHcTeMyY MO/ OJHOM YYETHOM 3aMHUChIO C
m.4.2.23.10 p . Y Y <- Bribepute Huzkas
HECKOJIbKMX YCTPOICTB 3allpelIeH.
[Taponu XpaHATCs ¥ IepelaloTCs TOJIBKO B 3alIM(POBAHHOM BHJIE.
n.4.2.23.11 |Ilpu xpaHeHuu u nepegade UCHOIb3YIOTCS CTOUKHE <- BeiOepure Boicokas

KpUNTOrpaduyeckie aaropuTMbl UM aJrOPUTMBI XEIIUPOBAHUS.
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Bxon B Cucremy 3a010KMpOBaH I YYETHBIX 3aIIUCEN, CPOK
n.4.2.23.12 . Y p Y P <- Bribepure Boicokas
JEHCTBUSI TAPOJISI KOTOPBIX UCTEK.
Benercs ncropus maposeii (0oiiee 12 MecseB): UL YIETHON 3aIIUCHA
n.4.2.23.13 P P ( 2 Y <- BriOepure Cpennsist
3ampelnieHa CMeHa apoJis Ha UCITOJIH30BABIIUNCS paHee.
. TpeOoBanus pasaesia
n.4.3 TpeGoBanus k ceTeBOMY B3aUMO/ el CTBHIO 0
HeNPUMEeHUMbI
CeteBoil 0OMeH nHpopmarein Mex 1y KoMrnoHeHTaMu CUCTEMBI,
compsraeMeiMu CrucTreMaMy U 000PYIOBAaHUEM OJIb30BaTEIEN
mn.4.3.1 p Py <- Breibepute Boicokasi
OCYIIECTBIISCTCS C UCTIOJIb30BAaHUEM 3AIUIIEHHBIX CTAHIAPTOB U
MIPOTOKOJIOB.
DNS-umena (FQDN) BHEITHUX KOMIOHEHTOB CHCTEMEI
3aperucTpUpOBaHbI B MPSMON U 0OpaTHOI 30HE BHEIIHUX CITYXO
DNS.
n.4.3.2 <- Bribepure Cpenusisa
DNS-umena (FQDN) BHyTpeHHUX KOMIIOHEHTOB CHCTEMBI P P
3aperuCTPUPOBAHBI B MIPSIMOM U 0OpaTHON 30HE BHYTPEHHUX CIIYKO
DNS.
CereBoe B3anmojieiicTBue CUCTEMEI U €€ KOMIIOHCHTOB
m.4.3.3 <- Bribepute Huzkas
npousBoauTcs ¢ ucnosibzoanueM FQDN (ue IP-agpecos).
Hwu oxun n3 cepBepoB CHCTEMBI HE TTOAKIIOUECH OTHOBPEMEHHO K
n.4.3.4 PBep p <- Bribepute Boicokasi
CETEBBIM NIEPUMETPAM C PA3TUIHBIMH YPOBHSIMH O€30MACHOCTH.
Hoctyn k komnoHeHTam CHucTeMBI, pa3MeiieHHbIM B DMZ,
n.4.3.5 OCYIIECTBIICTCS C UCTIOJIb30BaHUEM MUHUMAJIBHO HEOOXOIUMOTO <- Bribepute Bricokasn
Habopa ceTeBbIX MpoTokosoB 1 FQDN.
CepBepHble KOMIIOHEHTEI CHCTEMEBI pa3MEIICHEI B CEPBEPHBIX
m.4.3.6 PBep p PBep <- Bribepute Broicokast

cerMeHTax cetu OOmecTBa.
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[MponykTuBHas cpena CucTeMbl pa3ieiieHa co cpeioit pa3paboTKu,
n.4.3.7 TECTOBOM Cpesioi 1 OECTIPOBOAHBIM CErMEHTOM Ha <- BeiOepure Cpennsist
¢u3nUecKOM / BUPTYaJIbHOM M JIOTHUECKOM YPOBHE.
. TpebdoBanus pasaena
n.4.3.8 B3anMmopeiicTBue ¢ HHTEpPHET P pasi 0
HeNpUMEHHMbI
JlocTyn U3 ceTu MHTEPHET pa3pelieH TOJbKO K KOMIIOHEHTAM
n1.4.3.8.1 [Cucrtemsl, OTHOCSIIMMCSA K IPOyKTUBHOM CPENIE U PaCIIOIOKEHHBIM <- BriOepure Boicokas
B DMZ.
JIs1 OpraHn3alMy 3allUIIEHHOI0 YAaJE€HHOI0 JOCTYIAa K pecypcam
m.4.3.8.2 Js op a H e . nOCLy peeyp <- Bribepute Bricokast
Cuctemsl ucnonb3yercs neHTpain3oBanHbeiii VPN-nuto3 O0miecTsa.
ocTyn K ceprucaM CucCTeMBl, IpeJHA3HAYEHHBIM JJI1 BHYTPEHHETO
m.4.3.8.3 Hlocty P pelt A yIp <- Bribepute Broicokast
VICIIOJIb30BAHUS, U3 CETH MHTEPHET 3aKPbIT.
JlocTyn U3 ceTr MHTEPHET 3aKPhIT K cepBrUcaM CHUCTEMBI,
UCTIONB3YIOLINM JJIs1 B3aUMOJICHCTBHS C MOJIb30BATENIIMU
HPOTOKOJIBL:
n.4.3.8.4 <- BeiOepure Bbicokasn
* SMB/SAMBA/CIFS, NFS, NETBIOS; P
e noctyna k CYBJI (MYSQL, MSSQL, ORACLE u np.);
e ynanenHoro ynpasienus (telnet, SSH, RSH, SNMP, RDP u np.).
n.4.3.8.5 |[Buemnue (my6nnunsie) narepdericel Cuctemsl pazmeriensl B DMZ. <- BeiOepure Boicokas
WuTepHeT-cepBUCH 001aYHOTO XpaHEHUS ITaHHBIX HE UCTIONIb3YIOTCS
m.4.3.8.6 p p P s Y <- Bribepute Broicokast

B paboTte CHCTEMBI.
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TpedoBanusa pa3ageiia
n.4.4 TpedoBanus K OKPYKEHHIO P p 0
HEeNPUMEHHMbI

Cucrema KOppeKTHO (PYHKIIMOHUPYET C UCTIOIb3yEMbIMU B

n.4.4.1 pp by by Y <- Breibepute Boicokasi
OO61iecTBe CpeICTBAMH 3aIIUTHI.
CucreMa KOppeKTHO (PYHKIIMOHUPYET C UCTIOIb3yEMbIMU Ha

n.4.4.2 pp by Py Y <- Breibepute Boicokas
[Mpennpuarun OC, CYB/] u npukiagHbIMU IPOTPaMMaMH.
PaspabarsiBaeMblie KoMITIOHEHTHI CHUCTEMBI HE COIIEPIKAT

n.4.4.3 p . P <- Breibepute Boicokasi
HEJIOKYMEHTHPOBAHHBIX Bo3MOkHOCTEN (H/IB).
Ha xomnonenTax CuUCTeMBbI 3aITyIIeHbI TOJBKO T€ CEPBUCHI U

n.4.4.4 Y P <- Bribepute Cpenusis
MPUIIOKEHUS, KOTOPBIe HEOOXOIUMBI I €€ (yHKITMOHUPOBAHHUS.
B3anmoneiictBre Mexay KomnoHeHTaMu CUCTEMBI, a TaKKe
B3auMo/eiicTBre ¢ BHeITHUMH CUCTEeMaMH MTPOUCXOTUT MO/

m.4.4.5 p <- Bribepute Bbicokasn
TEXHOJIOTMYECKUMH YUETHBIMU 3alUCSIMH C MUHUMAJIBHO
HEOOXOAMMBIMH HAOOpaMu IPUBUIICTHUMA.
Komnonentsl CuctemMbl HOCTPOEHBI HAa MPOAYKTAaX M ONEPALMOHHBIX

m.4.4.6 CUCTEeMaXx, YJOBJIETBOPSIOIINX BCEM TPeOOBAaHUSAM CTaH/IapTOB <- Bribepute Boicokasi
O61mecTBa 1o nH(GOPMaLIMOHHON 0€30MacHOCTH.

TpeOoBanusi pas3aesia
n.4.5 TpeOoBanus k ayaurty 0
HeNPUMEeHHUMbI

Jlist CucteMbl B e KOMIIOHEHT BKIIIOUEH MEXaHU3M

m4.5.1 N <- Bribepute Bricokasi
MIPOTOKOJIUPOBAHUS COOBITHIA.
MexaHu3M NPOTOKOIUPOBAHMS COOBITUN TPEAOCTABIISET

n.4.5.2 BO3MOXKHOCTh COMIOCTaBHUTh KaX/10€ MOJIIekKAIIee ayAUTy COObITHE C <- BeiOepure Bruicokas

WCTOYHUKOM COOBITHS.
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Bpewmsi, yka3piBaeMoe B xKypHaJIax ayAuTa, CHHXPOHHU3UPOBAHO C
n.4.5.3 peMi, ¥ P Y ’ P P <- Bribepure Cpenssis
BpeMeHeM N'TP-cepsepa ObmiecTBa.
CucreMa UMeeT BO3MOKHOCTh (QrJIBTPAIMU COOBITHH XypHaIa
n.4.5.4 ¢ P P <- BeiOepure Cpennss
ayJluTa 10 NPOTOKOJIUPYEMBIM apaMeTPaM.
PeanuzoBana BO3MOXHOCTb COXPAHEHUS KYpPHAJIOB ayIUTa BO
n.4.5.5 P P Y <- Bribepute Bricokas
BHEIIHHE CUCTEMBIL.
KypHans! ayqura CUCTEMEI HE COAEPKAT JaHHEIX
n.4.5.6 P Y P <- Bribepute Bricokas
KOH(UICHIIMAIBLHOTO XapakTepa.
n.4.5.7 Kypnaunsl ayaura CUCTEMBI 3aIMIIEHBI OT U3MEHEHMI. <- Boibepure Boicokasi
TpeooBanusa pa3zaeia
n.4.5.8 Cpoku XxpaHeHHs )KyPHAJIOB P p 0
HeNpPUMEeHHUMbI
Cpok XpaHEHHUs >KYpHAJOB ayJIuTa B OIEPATUBHOM JIOCTyNE B
m.4.5.8.1 P P P Y p Y <- Bribepute Bricokasi
Cucreme COCTaBIIIET HE MEHEE TPEX MECSIIEB.
[Io wucreyeHHHM YCTaHOBJIEHHOTO BPEMEHH XpaHEHUS JKYpHAJOB
m1.4.5.8.2 Y P P P <- BriOepure Huzkas
ayJluTa B ONEPATUBHOM JIOCTYII€ OHU aBTOMATUYECKU apXUBUPYIOTCS.
Cpok XpaHEeHHS )KypHAJIOB ayUTa B apXUBHOM JIOCTYIIE€ COCTABIISIET
mn.4.5.8.3 P P P Y P Y <- Breibepute Bricokas
HE MEHEe OJIHOTO ro/ia.
Kypnainsl ayuTa UMEIOT BO3MOKHOCTh aBTOMAaTHYECKOTO
m.4.5.8.4 P Y <- Bribepute Husxkas
pa3OueHNs M XPaHESHHS 110 MECSIIaM.
. TpeGoBanus pa3aena
n.4.5.9 Tunbl MNPOTOKOJMPYEMBIX COOBITHIA P P 0
HEeMPUMEHHMbI
[Iporokonupyercs pabota moiap30BaTeNe ¢ JaHHBIMU CUCTEMBI
n.4.59.1 P Py P <- Bribepute Cpenusis

(co3manue, yTeHUEe, U3BMEHEHUE WIH YJaJICHUE JaHHBIX).
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[IporokonupyroTcst COOBITHS ayTeHTH()HUKAIIUH ITOJTH30BATENS B
m1.4.5.9.2 P py Y ¢ <- Bribepute Boicokasi
Cucreme, B TOM YHUCJI€ HEYCIICIIHbIE (BKJIIOYasi OKOHUYAHUE CECCHUH).
[IpoTOKOIMPYIOTCS NEUCTBUS NPUBUIIETUPOBAHHBIX MOJIb30BaTENIEH
m.4.5.9.3 P “py P p <- Bribepute Boicokas
M0 HaCTPOMKE U U3MEHEHHUI0 KoHpurypauu CUcTeMbl.
[TpoToxonupyeTcst TOCTYH K 3aIUCSIM >KypHajia MPOTOKOJINPOBAHUS
n.4.5.9.4 P . py Y P P P <- Bribepute Bricokas
COOBITUH (BKITFOYASI KX OYHCTKY).
n1.4.5.9.5 [(lIporokonupyercs 3aryCcK U OCTAHOBKAa KOMIIOHEHTOB CUCTEMBI. <- Bribepute Broicokasi
TpeGoBanus pasnena
n.4.5.10 IIpoTokosmpyemasi nH(poMAaIHA 0
HEeNMPUMEHHMbI
1.4.5.10.1 |IIporokosupyercst pe3ynbTar onepanmH. <- BeiOepure Bruicokasi
n1.4.5.10.2 |IIporokonupyercs uieHTU(UKATOP UCTOUHHUKA ONEPaLIUU. <- Bribepure Boicokasi
[TpoToxonupyercs uaeHTUPUKaTOp 00BEKTa, Ha/l KOTOPHIM ObLiIa
m4.5.103 | P py ¢ p ’ P <- Bribepure Boicokas
BBITNIOJIHEHA ONepalusl.
1.4.5.10.4 |IIporokosnupyercs Ha3BaHUE U TUIl BHIIOJHEHHON ONEpaliy. <- BeiOepure Cpennsis
[Iporokonupyercs 3HaUCHHUE TTapaMeTpa 10 U MOCIIe ONepaIiy, eCiIu
1.4.5.10.5 |neiicTBUe npeanonaracT U3MEHEHUE JaHHBIX WM COCTOSHUS <- BeiOepure Cpennss
KOMITOHEHTHI CHCTEMBL.
[Iporokonupyercs nata U BpeMs BHITIOTHEHHSI ONIEPAINH, BKITIOYast
1.4.5.10.6 P by P p ’ <- BeiGepute Boicokasn
yKa3aHHEe 9acOBOTO MOsCa.
. TpeGoBanus pasnena
n.4.6 TpeGoBanus M0 0TKA30yCTONYNBOCTH p P 0
HEeNMPUMEHHMbI
PeanuzoBana GanaHcupoBKa Harpy3Ku MEXIY OTJEIbHBIMU
m1.4.6.1 P Py Y <- Bribepute Huzkas

KOMITOHCHTAMH U MOOYJIAMU Cucremsl.
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BricTpoeHs! mporiecchl pe3epBHOTO KOMUPOBAHUS U BOCCTAHOBJICHUS

1n1.4.6.2 P P pesep p <- BeiOepure Cpennss
JAaHHBIX, 00pabaTeiBaeMbIX B Cucreme.
[Tpouecc pe3epBHOro KOMUPOBaHUsI HE pabOTaeT ¢ JAHHBIMU B

1.4.6.3 P pesep P P <- BeiOepure Huzkas
MOHOIIOJILHOM PEXHME.

n1.4.6.4 Pe3epBHas KOMMs KPUTHYHBIX JTAHHBIX MIHQPPYETCSL. <- BriGepute Huzkas

TpeooBanusa pa3zaeia
n.4.7 TpeboBanus K IKCILIyaTAMH P p 0
HeNPUMEeHHUMbI

Ilo pe3ynbraram ayaura Cucremsl co croponsl JI1b nomyueno

m4.7.1 <- Bribepute Bricokasi
II0JIO’KUTENBHOE 3aKJIFOUEHUE O BO3MOKHOCTH 3KCIUTyaTalUH.
Peanu3oBano noaaep:xkaHue akTyalabHBIX BEPCUA KOMIIOHCHTOB

m.4.7.2 p Y P <- Bribepute Bricokasi
CucTemsl.
OOHOBNIEHUS POXOAAT TECTUPOBAHUE NIEPE]] YCTAHOBKOI B

n.4.7.3 IIPOYKTUBHOMU Cpefe. <- BeiOepure Cpennss
Cpok TecTUpOBaHUs HE MPEBbIIIAeT 1 Mecsa.
OpranuzoBaHa TexHu4eckas nojaepxka CUCTEMBbI ¢ YCTaHOBIEHHBIM

n.4.7.4 P p y <- BeiOepure Cpennss
SLA.
Pa3paboTtka u TectupoBanue n3MeHeHHi CrcTeMbl He BBITOIHAIOTCS
Ha IPOJIYKTUBHBIX 3K3eMIUIsIpax CHUCTEMBI.

m.4.7.5 POy P <- Bribepure Bricokasi
Ha nponyktuBHbIX 3K3eMIuIsipax CUCTEMBI HE YCTaHOBJIECHBI
CpeCcTBa pa3pabOTKH U TECTUPOBAHMUSL.
Kommnonentsr Cuctembl 00ecriedeHbl 1eHCTBYIOMICH TEXHUIECKOM

n.4.7.6 . <- Bribepute Cpenusis
nojuepxkkoit Ha OC, CYB/I, npunoxxenust 1 060py1oBaHue.
Bce xomnoneHnTsl CUCTEMBI 3apETUCTPUPOBAHBI B KOPIIOPATUBHBIX

n.4.7.7 P PHP priop <- Bribepute Bricokas

CHUCTeMaX MOHUTOPUHIA U YIPABIECHUS KOHPUTYPALUIMU.
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B nponyktuBHol cpeae CUCTEMBI OTKIIIOUEH AETalbHbBINA BHIBOI
mn.4.7.8 OTJIaI0YHON MH(pOopMaIuu 00 omroKax, HEOOXOAMMOM ISt <- Bribepute Bricokas
pa3pabOTKU U OTJIAJIKH.
Jlns ynaneHHOro aAMMHUCTPATUBHOTO JocTyna k Cucreme u ee
KOMIIOHEHTaM U3 KOPIOPaTUBHON CETH MCIIOIb3YIOTCS 3alllUIICHHbIE
n.4.7.9 PIIOP Y <- Bribepute Bricokas
npotokoisl (SSH-2, SFTP, FTPS, SCP, RDP ne amxe Bepcuu 6.0 u
T.I1.).
ITaponu OT pelyCTaHOBIICHHBIX YUYETHBIX 3aTUCEH B MPOAYKTUBHOM
m.4.7.10 P peny Y pony <- Bribepute Boicokast
CucremMe 1 ee KOMITIOHEHTaX N3MEHEHBI.
ocTyI nosb3oBaresneil Kk CucreMe periiaMeHTUPYETCs TIOKAIbHBIMU
n.4.7.11 Hocty P by <- Bribepute Bricokas
HOPMATUBHBIMH JOKYMEHTAaMH U MPEJAOCTABIISIETCS HA OCHOBE 3a5BOK.
AJIMUHHUCTPATUBHBINA JOCTYII IPEIOCTABIECH TOJILKO
n.4.7.12 P yrnp <- Breibepute Bricokas
aamuHHucTpatopam CUCTEMBI.
Ha npoayktusuoit CucreMe y4yeTHbIE 3alIUCH Pa3paOOTUNKOB U / WK
m4.7.13 pony N Y pasp <- Bribepute Bricokasi
MPOU3BOIUTENCH yIaJIeHbl MU 3a0JIOKUPOBAHBI.
TpedoBanusa pa3ageiia
n.4.10 TpeGoBanusi K TOKYMeHTAIIUN p P 0
HEeNMPUMEHHMbI
n1.4.10.1 |Pa3paboTanHble JOKYMEHTHI COJIEPKAT ONMMCAHUE CUCTEMBIL. <- BeiOepure Bruicokasi
Pa3zpaborano pykoBocTBO mosib3oBaTest CUcTeMsl (JI1s
m.4.10.2 p py . ( <- Bribepute Husxkas
BHYTPEHHUX TOJIb30BaTENICH).
m.4.10.3 |Pa3paborano pykoBoacTBO amMuHHCTpaTOpa CUCTEMBI. <- BriOepute Cpennsis
n1.4.10.4 |Pa3zpaGorana marpuna gocryna CUCTEMBI. <- BeiOepure Broicokasi
m.4.10.5 |Pa3paborano permamMeHT TEXHUYECKOTO OOCITYKUBAHHSL. <- BriOepute Huzkas
1n1.4.10.6  |Pazpaborana cxema pe3epBHOT0O KOMUPOBAHHS JaHHBIX. <- BeiOepure Cpennsis
m.4.10.7 |Pa3paboran permameHT BoccTaHOBICHUST CHCTEMBI TTPH COOSX. <- Bribepute Cpennsis
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JlokyMeHTaIus 10CTyITHA TOJIBKO aBTOPU30BAHHBIM TOJIb30BATENISIM

m.4.10.8 |B pamkax ciay>keOHON HEOOXOAUMOCTH. B nokymeHTanmu <- Boibepute Broicokas
OTCYTCTBYET ayTeHTHU(UKAITMOHHAS HH(DOPMAITHSI.
Hcxomubie kol CHCTEMBI HE HAXOASATCS B CBOOOIHOM JTOCTYIIE

m.4.10.9 yHe, <- Beibepute Boicokasn
€CJIM ATO HE TMPOTHUBOPEUHT JIUIICH3UH.

TpeGoBanus pa3aena
n.4.11 TpeooBanus k UCII/In P P 0
HEeNPUMEHHMbI

Cucrema COOTBETCTBYET TPEOOBAaHUSAM 3aKOHO/IATEIbCTBA

m4.11.1 . . yerTp <- Breibepute Bricokas
Poccutickoii deneparuu B yactu oopadbotku [1]1H.
CucremMa cOOTBETCTBYET TUIIOBOM Mozenu yrpos I1/1H,

TBepKIeHHOH B O01IecTBe.

m4.112 |VPP <- Bribepute Bricokasi
WNnm pazpaborana yacTHasi MOJENb yTPo3, pa3paboTaH U BHEJAPEH
npoekT 3amuThl [1J{H CucremMsl.
O6e3nnunBanre HHPOPMAIIUU OCYIIECTBISETCS B COOTBETCTBUU C
npuka3zoM PockomHanzopa ot 5 centssopst 2013 r. Ne 996 u

m.4.11.3  |MeroanueckuMu peKOMEHIAUUSIMHU 10 TPUMEHEHUIO MPUKa3a <- Bribepure Broicokasi
Pockomuamzopa ot 5 centsaopst 2013 1. Ne 996, yTBepKaeHHBIX
pykoBoauTtenem Pockomuaazopa 13.12.2013.

Hror TpeooBanusi Ctanmxapra He 3anmo/iHeHo 0

KonunyectBo HEBbINO/IHEHHBIX TPeOOBaHMT 0 v
BbICOKOH KPUTHUYHOCTH
KonunyectBo HEBbINO/IHEHHBIX TPeOOBaHMI . -

cpeaHell KPpUTHYHOCTH
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Tpe6oBanus pa3aena
m.1 TpedoBanus k HT'TP-3arosioBkam P pasi 0
HENMPUMEHHMbI
Hcnonp3yercs 3aroinoBok «Strict-Transport-Security»
m.1.1 Y P y <- Bribepure Boicokasi
3HaueHue «max-age» He MeHee 31536000.
Hcnonp3yetcs 3arofioBok «X-Frame-Options».
m1.2 [Tapametp «X-Frame-Options» nMeeT 3HaueHHE «deny» Wi <- BriGepute Boicokasi
«Sameorigin».
Hcnonb3yercs 3aronoBok «X-XSS-Protection: 1».
m1.3 <- BriGepute Bricokast
YcranosneH napamerp «mode=block».
m.1.4 Hcnonb3yetcs 3aronoBok «X-Content-Type-Options: nosniff». <- BriGepute Boicokasi
Hcnonb3yercs 3aronoBok «Referrer-Policy».
m.1.5 [Tapametp «Referrer-Policy» nmeer 3nauenue «no-referrer» unu <- BriOepure Boicokas
«same-originy».
Hcnonb3yercs 3aronosok «Feature-Policy».
n.1.6 Jns pyHKumit «camera», «geolocation», «microphone», «payment», <- BeiGepure Cpennsist
«speaker», «vibrate» u «usb» 3a1aHbI 3HAYCHHUS.
. . TpeboBanus pasaesa
n.1.7 3arojsioBok «Content-Security-Policy» P pasi 0
HeNpPUMEeHHUMbI
m.1.7.1 B «Content-Security-Policy» 3amana qupextuBa «default-src». <- BriGepute Cpennsis
m.1.7.2 B «Content-Security-Policy» 3amana qtupekTruBa «Script-src». <- BriGepute Cpennsis
n.1.7.3 B «Content-Security-Policy» 3amana nupektuBa «style-src». <- BriGepute Cpennsis
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B «Content-Security-Policy» 3a1aHbl JUPEKTUBBI HCTOYHHKOB TUX
m.1.7.4 y y> 3al AHP by <- BriGepute Cpennsis
00BEKTOB (M300pakeHus1, ayAHO0, BUACO, LIPUTHI U JIp.).
m.1.7.5 B «Content-Security-Policy» 3aman nmapameTp «report-uri». <- BriGepute Hu3skas
B «Content-Security-Policy» co0mtoieHsr TpeOoBaHuUs K TapameT
m.1.7.6 y y A P p by <- BriGepute Cpennsis
«nonce».
B «Content-Security-Policy» coOmtoneHsr TpeboBaHuUs K TapaMmeT
m.1.7.7 y y A P p py <- BriGepute Cpennsis
«hash».
B «Content-Security-Policy» co0mtoneHsr TpeOoBaHuUs K TapameT
m.1.7.8 , e y y A P P 124 <- Bribepute Cpenusis
«'unsafe-inline'».
B «Content-Security-Policy» cobmtoiensr TpeOoBaHUS K TapaMeT
n.1.7.9 , , Y y A P P 124 <- BeiOepure Cpennsist
«'unsafe-eval'».
TpeOoBanusi pasaesia
m2 TpeGoBaHnsi K AKTUBHOMY COAEPKHUMOMY M CKPHIITAM 0
HeNPUMEeHHUMbI
Wcxomublii KOJ CKPHUIITOB U AKTUBHBIX KOMIIOHEHT, UCTIOTHSIEMBIX Ha
m2.1 KJIMEHTCKOM CTOPOHE, HE COJCPKUT CBEICHUI KOH(UACHIIUAIEHOTO <- BeiOepure Boicokast
Xapakrepa.
Texnomorun AJAX He UCIIOIB3YIOTCS JIs1 00paOOTKH TLUIATSKHOM
m2.2 Y s p <- BriGepute Bricokast
UHpOpMaLIUH.
. TpeGoBanus pa3aena
n.2.3 TpebGoBanus k cueHapusim JavaScript P pasi 0
HEeNPUMEHHMbI
Cuenapuu JavaScript He 00pabaTeIBaIOT CTPYKTYPHI U JaHHBIE,
m.2.3.1 P P p PYKTYPRIH A <- Bribepure Boicokasi
obecneunBaronme 6€30macHOCTh Web-TIprIToKeHu .
B web-nipuioxxeHuu ncnosib3yroTcs TOJIbKO JavaScript-ciieHapun u3
m.2.3.2 p Y pt-etierap <- BriGepute Hu3skas

CUCTCMBbI XpaHCHUA UCXOJHOT'O KOJa O6H_I€CTB8..
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. . . TpeGoBanus pasnena
n.2.4 TpeooBanus k ActiveX u cuenapusim Visual Basic P p 0
HEMPUMEHHMbI
n.2.4.1 Ckpuntsl, HanucaHHble Ha Visual Basic, He ncnosb3yrores. <- BeiGepure Boicokas
m.2.4.2 KommonenTsr ActiveX He UCTIOJIb3YIOTCSI. <- BriGepute Hu3skas
TpeGoBanus pasnena
m.2.5 Tpe6oBanus k Java-anmieram 0
HEeMPUMEHHMbI
Bce ncnonbs3zyemsele Java-anmieTsl UMEOT HU(PPOBYIO MOANKCH
m.2.5.2 Y $posy <- Bribepure Boicokasi
JIOBEPEHHOT0 YAOCTOBEPSIONIEro IIEHTpa.
B koze anmiera He UCHIONB3YIOTCS MEXaHU3MbI TIPUHATHUS
m2.5.3 KPUTUYHBIX PEIICHUI (HampuMep, OTHOCSAIIMMCS K MEXaHU3MaM <- BriGepute Broicokasi
0€30MacHOCTH WJIH OU3HEC TIPOIIeCcCaMm).
n.2.54  |[Hcnone3yercs o6¢yckanus OaliT-koaa Java-anieTos. <- BeiGepure Huzkas
TpeOoBanus pa3aesia
n3 TpeGoBaHnus Kk NpoBepKe BXOJHBIX H BHIXOJHBIX IAPAMETPOB 0
HeNpPUMEeHHUMbI
m.3.1 Bce BxoaHbIe mapaMeTpbl MPOBEPSIIOTCS HA CEPBEPHOM CTOPOHE. <- BriGepute Broicokasi
[IpoBepka BXOIHBIX MapaMeTPOB OCYIIECTBISIETCS 10 UX
m.3.2 POBEP P P 4 <- BriGepute Bricokast
MCTIOJIb30BaHUsI KOMITIOHEHTAMU Web-TIPHIIOKCHHUS.
Web-nipunosxeHue npoBepsieT MOJHOTY NOTYyYEHHBIX OT
m.3.3 p POBCP Y Y <- BriGepute Bricokasi
MI0JIL30BATESI TAPAMETPOB.
HTTP-3aronosku u ckpeiteic HTML-tions (<input type=hidden>)
n.3.4 P puttyp <- Bribepure Boicokasi

MIPOXOJISIT MPOBEPKY, Kak v o0bruHbie HTTP-nmapameTpsr.
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Coo0bmennst 00 omubOKax He COACPIKAT CBEICHUMN, TT0O KOTOPHIM
m.3.5 <- Bribepure Boicokasi
BO3MO)KHO BOCCTAaHOBUTH METOJ POBEPKH MapaMETPOB.
OcyiecTBisieTcst AOMOJHUTENbHAS TPOBEPKa BXOIHBIX IMapaMeTpOB
1n.3.6 Y . POBEP P P <- Bribepure Huzkas
OT I0JIb30BATENS B KJIMEHTCKOW YacTH Web-TIPHIIOKEHHUS.
TpeOoBanus pazaesia
n.3.7 Ouncrka BoO3BpamaeMbIX JAaHHBIX 0
HeNpPUMEeHHUMbI
[TpoBepka BO3BpalllaeMbIX MOJ30BATENI0 JAHHBIX OCYIIECTBIISIETCS
n.3.7.1 posep P Y <- BriGepure Cpennsist
JI0 MOMEHTa OTIIPaBKH Web-CTpaHUIIBI OT cepBepa Opaysepy.
dopmaTHpOBaHUE BBIBOAMMON noJb3oBarento HTML-pazmeTku
m.3.7.2 P p P <- BriGepute Hu3skas
ocymiecTBisiercs cpeactBamu CMS i TOBEpEHHBIX OMOINOTEK.
B ciyyae HeoOX0aMMOCTH BU3yaIH3aliH YIPABISIONIUX CHUMBOJIOB
n.3.7.3 CepBEpHas 4acTh Web-TIPUII0KEHUS TOJHKHA OCYIIECTBISATh UX <- BriGepute Broicokasi

3aMCHY Ha «BUIHUMBIC» aHAJIOT'H.
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TpeGoBanus pasnena
n4 IIpenoTBpamenne pacKpbITUsI HHGOPMALHT 0
HEeMPUMEHHMbI
AyTtentudukanuonHas nHbopMaIlis TepeaacTcs Mo 3alUIEHHOM
m4.1 Y ¢ $op p Y <- BriGepute Bricokast
npotokoiay TLS.
TpeboBanus pa3aena
n.4.2 MunumMu3zanus BbIBoa HH(pOpMALNH p p 0
HEeNPUMEHHMbI
Hcxonuslii Ko web-CTpaHUIl HE COLEPKUT CIIYKEOHYIO
m4.2.1 P p Y Y <- Bribepure Boicokasi
nHbOpMaIuio.
Coobmenust 00 ommOKkax He cofepkaT HHHOpPMAITUK O BEPCUHU
n4.2.2 MIPOrpaMMHOTO 00€eCTIeUeHUsI, BHYTPEHHUX MMyTEH, a TAKXKE paHee <- BriGepute Broicokasi
BBEJICHHBIX M0JIb30BaTEJIEM JAHHbIX.
Kowmmnonentsr CucteMbl CKOHOUTYPUPOBAHBI TAKUM 00pa30M, YTOOBI
m.4.2.3 Qurypup P - <- Beibepute Cpennsist
3aTPyIHUTH ATAKYIOIIEMY ONPEACTICHIE UX PEaTbHBIX BEPCHIA.
TpeGoBanus pa3aena
n.4.3 TpeooBanus k popmupoBanuio URL P P 0
HEeMPUMEHHMbI
n.4.3.1 URL He conepxar cBeieHU KOH(UACHIIMAIBHOTO XapaKTepa. <- BeiOepure Boicokas
[lepenavya koH(GUICHIMATBHBIX JaHHBIX OCYIIECTBISETCS C
n.4.3.2 P ¢ y <- Bribepure Boicokas
nmoMo1bio Metoga «POST».
Web-npusnoxeHnue He UCTIONb3YET «cekpeTHbix» HTTP-napameTrpos
JUTSL TIEPEX0/1a B PEXKUM OTIATKH, aIMUHACTPUPOBAHUS HITH
m.4.3.3 p P ’ PHp <- Beibepute Bobicokasn
MOJTyYEHUS TOCTYIA K HETIOICPKUBAEMOMY B OOBITHOM PEIKUME
($yHKIMOHATY.
KondunennmanbHble TaHHBIE HE TIEPEIAIOTCS B PAMKaX
m4.3.4 ¢ P P <- BriGepute Broicokast

NepeHarpaBlIeHus (PEIUpPEKTa) Ha Ipyrue web-pecypcesl.
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TpedoBanusa pa3geiia
mS TpedoBanus Kk ceccusiMm P P 0
HEeMPUMEHHMbI
. . TpedoBanusa pa3ageiia
mS.1 TpebdoBanus k ugentudgukaropam ceccuii (Session ID) P P 0
HEeNMPUMEHHMbI
m.5.1.1 WNnenTtudukatop ceccuu YHUKAIbHBINA U HE MIPEIYTabIBACMBIH. <- Bribepure Bricokast
Nnentuduxatop ceccuu ycToN4MB K MoAO0pY.
m.5.1.2 ¢ p Y py <- Bribepure Boicokasi
JnmHa naeHTrudukaropa ceccuu npepwimaet 128 our.
WnentuduxaTop ceccuu He 3aBUCUT OT JPYTUX HIEHTU(UKATOPOB
m.5.1.3 (cdopMHUpOBaHHBIX paHee), MIMEHH TOJIb30BaTEIsI, TAPOJIs, <- BriGepute Broicokasi
COCTOSTHUS IPUIIOKEHUSI.
Kinentckas yactb web-npuiiokeHust He UMeeT BO3MOKHOCTH
m5.1.4 <- BriGepute Broicokast
U3MEHSTh UJCHTU(UKATOP CECCUU.
B cnyuae, korna web-npuioxkenue ucnosib3yet TLS st nepenauun
n.5.1.5 JAHHBIX, HIEHTU(UKATOP CECCUU BCETAa NepeaaeTcsl BHYTPU <- BeiGepure Cpennsist
3aIMIIIEHHOT0 COEIMHEHMS.
Hosplit npentudukarop ceccun GopMHUpyeETCs MPUIOKECHUEM
n.5.1.6 KaX/IbIi pa3 1mocie MpoXoXkKACHUS YCIEIIHOW ayTeHTU(DUKALUU <- BriOepure Boicokas
110JIb30BATEJS.
TpeooBanusa pa3zaeia
n.S5.2 YnpasieHue ceccusiMmu P p 0
HeNpPUMEeHHUMbI
Bpewms xu3HU ceccuil OrpaHUYeHO.
n.5.2.1 I1o ucreyeHnn TaHHOTO BPEMEHH, CECCHSL YIAISAETCS WU <- BeiOepure Boicokas
TeHEePHUPYETCs HOBBIH 3alpoc Ha OOHOBJICHUE ayTCHTU(DUKAIIH.
m.5.2.2 HeakTuBHBIE cCeccUM 3aBEPIIAIOTCS ABTOMATUYECKHU. <- BriGepute Broicokasi
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Ipua.2
Web-npriokeHne Ha KJIMEHTCKON CTOPOHE HE MOIIEPKUBAET

n.5.2.3 p P p <- Bribepure Boicokasi
CECCHIO B aKTUBHOM COCTOSIHUU MCKYCCTBEHHO.
Hcnonb3yioTcs BCTpOSHHbBIE B CTaHIaPTHBIE OUOIHOTEKH U

n.5.2.4 Y P P <- Bribepure Huzkas
MEXaHHU3Mbl YIIPABICHHS CECCUSIMU.
JlaHHbBIE O ceccusiX MoJIb30BaTeNeil XpaHITCs B MECTE, HE JOCTYITHOM

m.5.2.5 JUISL IPYTUX MPUIIOKEHUN U CUCTEM (B TOM ClTydae, €Clii OHU HE <- BriGepute Broicokasi
3alUIIEHbI IPYTUM CIIOCOOOM, HAIpUMED, IMyTeM P POBaHU).
Jst noctyna k I1JIH iy coBepiiieHUs: TpaH3aKIKUi TpeOyeTcs

m.5.2.6 MPOXOXKJICHUE CTAHIAPTHOM MPOIEeyphl ayTeHTU(DUKAIIUN 1 <- BriGepute Boicokasi
IIPOBEPKU MPAB.
B03MOXHOCTB UCIIOIB30BaHUS MEXAHU3MA aBTOMATHUYECKOU

m.5.2.7 ayTeHTU(UKaIUU («3alIOMHUTHh MEHSI») JOCTYITHA TOJIBKO JJIs <- BriGepute Broicokasi
HEKPUTUYHBIX JCHCTBHIA.

. TpedoBanusa pa3geiia
n5.3 3aBepiieHue ceccuid P P 0
HEeNMPUMEHHMbI

Web-npusoxxeHue coaepKUT MEXaHU3M 3aBEPIIEHUs CECCUU

m.5.3.1 P N p . P ’ <- Beibepute Bbicokasn
AOCTYIIHBIX ITOJIb30BATCIITIO U3 .III060H CTpaHUIIbI ITPUITOKCHUA.
[To 3aBepiieHUN ceccur OTHOCSIIMECS K Hel KOH(UICHIINATbHbIE

m.5.3.2 P . ¢ <- Bribepure Boicokasi
JTaHHBIE TIOJTHOCTHIO YIAJIAIOTCS HA CEpBEPHON CTOPOHE.
Ceccus, coaeprkaniasi KOH(UIEHIMATbHbIE TaHHbIe, aBTOMAaTUYECKU

n.5.3.3 <- Bribepure Boicokas
3aBeplIaeTcs MpH 3aKpbITUN Opaysepa.

n.5.3.4 ITo 3aBepmienun ceccuu ee nannbie Ha [IK kameHTa ynansrorcs. <- BriGepute Huskas
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TpeGoBanus pa3aena
n.6 TpedoBanus K McnoJb30BaHuIo nporokoja HTTP P P 0
HEeMPUMEHHMbI
Jns mepenayn cBeiCHUM, COCTABIISIIOIINX KOMMEPUYECKYIO TallHy 1
m.6.1 WHYI0 KOH(DHUICHIINATbHYI0 HHPOPMAIIHIO, UCIIOJIb3YETCs IPOTOKOJT <- BriGepute Boicokasi
HTTPS.
Web-npuioxxeHue nmoaaepKuBaeT MUHIMAIbHO HEOOXO0IUMBII
m.6.2 <- Bribepure Boicokasi
Habop HTTP-metonoB.
. TpeooBanusa pa3zaeia
n.6.3 TpeGoBanus k HCIOJIB30BaHNIO cookies P P 0
HeNPUMEeHHUMbI
m.6.3.1 Atpubyt <HTTPOnly» myist cookies mmeeT 3HaueHUE «trues. <- BriGepute Boicokasi
Ecnu ucnonwsiyercsa nporokon HTTPS, mist cookies ycranoBiien
m.6.3.2 Y p ’ Y <- Beibepute Bbicokasn
dar «secure».
ATpuOyT cookies «domain» yCTaHOBJIEH 3HaY€HHUEM TOJILKO TOTO
m.6.3.3 PHOY Y ) <- Bribepure Bobicokasn
pecypca, At KOToporo TpedyeTcs moaaepkka JaHHoro cookie.
ATpubyT cookies «path» HacTpoeH TakuM 00pa3oM, yTOOBI Opaysep
n.6.3.4 II0JIb30BaTENsl OTIPABIISI cookies TONBKO TOMYy Web-IipuiokeHuto, <- BriOepure Boicokas

KOTOpPpOMY OHHU NPpCAHA3HAYAKOTCA.
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Ipua.2
TpedoBanusa pa3ageiia
n7  |TpeGosanmsi k HTML P p 0
HeNPUMEHHMBbI
TpedoBanusa pa3ageiia
n7.1 TpedoBaHusi K KOMMEHTAPHUAM U CKPBITHIM NoJisim HTML p p 0
HeNPUMEHHMbI
HTML-koMMeHTapuu HE coZiepKaT BHYTPEHHIOK HHPOpMAITIio web-
m.7.1.1 MIPWIOKEHUS a TAK)KE HE PACKPHIBAIOT OCOOCHHOCTH pPeash3aIiuu <- BriGepute Broicokasi
Cucremsl.
B ckppiThix nmomsix HTML-cTpanun B He3ammuppoBaHHOM BHJIEC HE
n.7.1.2 nepeaarTcess KOH()HUICHIINAIbHBIC CBEICHHSI, ayTEHTU(DUKAITMOHHAS <- BriGepute Broicokasi
uHboOpMalus, a TAKKE YIPABISIOLUINE KOMaH/IbI.
TpeOoBanusi pasaesia
n.7.2 Tpe6oBaHNs K BCILUILIBAKIIMM OKHaM (pop-up) 0
HeNPUMEeHHUMbI
BcemnsiBaronize 0KkHa UCTIOIB3YIOTCS TONBKO JJIsl OTOOpasKeHUs
m.7.2.1 }: P <- BriGepute Broicokast
UH(POPMALIMOHHBIX COOOIICHUH.
BcemnpiBaromiye okHa HE UCIIONIb3YIOTCS U1 MTOJTyYEeHUS JAHHBIX OT
m.7.2.2 Y Y <- Bribepure Boicokasi
M0JIb30BaTEsl.
TpeooBanusa pa3zaeia
n.8 Kpunrorpadus P p 0
HeNpPUMEeHHUMbI
B kauecTBe kpunrorpaduueckoro npoTokosa ucnoiaszyercs TLS He
m.8.1 P pad p Y <- Bribepute Broicokasi
HIKe v.1.2.
B ciyuae nepeHanpaBieHus MOJb30BaTENs C 3alIMILIEHHBIX PECYPCOB
web-TIpHIITOKeHUsT Ha He3alUIEHHBIC CECCUs KITMEeHTa JTHO0
m.8.2 <- BriGepute Broicokast

3aBCPHIACTCA 0o YAAIAKOTCA KOH(I)I/I,ZLCHL[I/IEUIBHBIG JaHHBIC,
HCITOJIb30BABIIHECCA B paMKax CCCCUU.
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Konduaenuunansnas nadpopmanus neperaercs TOIbKO 1Mo
n.8.3 ¢ $op P <- Bribepure Boicokasi
3amuieHHoMy nporokosy HTTPS.
Hcnonp3oBaHue runepcchlioK, MEPEeHANPaBISIONIUX C 3alUIICHHBIX
n.8.4 web-CTpaHULl IPUIIOKEHNS HAa HE3ALIUILEHHBIE, HE IPUBOAMT K <- BeiOepure Bobicokas
HOSBICHHUIO KOH(UACHIMAIBHBIX cBeaeHuil B mone «HTTP-referer».
TpeGoBanus pasnena
n9 TpeGoBaHusi K apXHTEKType 0
HEeNMPUMEHHMbI
dopma perucTpaiiy KIMEHTOB B Web-TIpHUII0’KeHU U 3aluIleHa OT
m.9.1 pMa p P P <- BriGepute Bruicokast
ABTOMATHUYECKUX CPEJCTB peructpaiuu (00ToB).
. TpeGoBanus pasnena
n.9.2 TpeGoBaHKsl K KOHTPOJIK COCTOSTHHIA MPOIECCOB 0
HEeMPUMEHHMbI
Web-npuinoxxeHne KOHTPOIMPYET COCTOSTHUE MTPoLiecca, Ha KOTOPOM
m.9.2.1 p pPOTHPY p ’ P <- Bribepure Bricokas
HAXOJUTCSI KIIMEHT.
MexaHu3M KOHTPOJIS COCTOSIHHUM MPOLECCOB PEAIN30BaH Ha
m1.9.2.2 . p P P <- Bribepure Huzkas
CEPBEPHOI CTOpOHE Web-TIPUITOKEHHUSI.
HNuaukaTop coCcTOSHUA IIPoLiecCa VHUKAJILHBIN U HE
m1.9.2.3 P . p y <- Bribepure Boicokasi
pelyrajblBaeMBblil.
Conepxkxumoe HTTP-referer He ucnosb3yercst 111 KOHTPOJIs
m.9.2.4 p Y p <- Bribepute Broicokasi
COCTOSIHUSI IIPOLIECCOB.
TpeGoBanus pasnena
n.9.3 CKpbITbIEe H 3aMAaCKHPOBAHHbIE PecypChl 0
HEeNPUMEHHMbI
Bce cTpanulisl ¥ akTUBHBIE CKPUIITHI Web-cepBepa, K KOTOPhIM
m.9.3.1 MOJIB30BATEh MOXKET MOYYUTh TOCTYT, SBJISIFOTCS YacThIO web- <- BriGepuTte Broicokasi

ITPUITOKCHUA.
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Ipua.2
OCTYyT K (paiiiaM He OTpaHUIMBACTCS ITyTEM MTEPEHUMEHOBAHUS

m.9.3.2 A N yIK ¢ P Y p <- BriGepute Bricokast
GaitiioB WK MyTeM He YKa3aHUs TUIIEPCCHUIOK HA HUX.
Heucnonbs3yemsbie nupekTopuu U ¢Gailsibl Ha MPOTyKTUBHOM CEpPBEpE

m1.9.3.3 Y P P ¢ poay PBep <- Bribepure Boicokasi
OTCYTCTBYIOT.

TpeooBanusa pa3zaeia
n.9.4 TpeGoBanns k ayTeHTH(PUKANMHT P p 0
HeNPUMEeHHUMbI

n.9.4.1 YueTHbIC TaHHBIE HE XPAHSTCS B MECTaX, JOCTYIHBIX ISl KIIUECHTA. <- Bribepute Bricokas
[Ipouecc ayreHTH(UKAINN HE OCHOBBIBACTCS HA IAHHBIX U

m.9.4.2 P Y ¢ <- Bribepute Bricokast
MIEPEMEHHBIX, KOTOPBIE MOKHO JIETKO MOAM(DHUIIPOBATH.
[Tpu HayabHOM perucTpanuy MoJIb30BATENS W BOCCTAHOBICHUN

1.9.4.3 P P P <- BeiGepure Cpennsist
YTEPSHHOTO MapoJisi MPeyCMOTPEHA MPOBEPKA €T0 CI0KHOCTH.
s noctyna K paszesiaM, CBSI3aHHBIM C MOJIb30BaTEIbCKOM

n.9.4.4 nH(popMaIel ¥ BHITTOJIHEHUEM JICHCTBUH OT JIMIIA MTOJIH30BATE, <- Bribepute Cpennsis
TpebyeTcs o0s3aTenbHas ayTeHTUDUKAITHIS.

n1.9.4.5 [IIpouenypa ayreHTH(UKALMU HMEET 3aLIUTYy OT ITO00pa MapoJIeH. <- BeiOepure Bobicokasn

TpeOoBanusi pa3aesia
n.9.5 TpeGoBanus Kk aBTOPU3ALUMA 0
HeNpPUMEeHHUMbI

Web-cepBep 3ariyIiieH noj CeuaibHO CO31aHHON

m1.9.5.1 TEXHOJIOIMYeCKON yueTHoM 3anucbio OC ¢ MUHUMaIbHO <- BriOepure Cpennsist

HE00X0IMMBIM HaOOPOM MPHUBHJIIETUH.
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Ipua.2
VYuernoii 3anucu CYB/], mox koTopsiM paboTaeT web-npuioxxeHue,
1.9.5.2 [mpemocraBneHsl OrpaHHYEHHBIE MTpaBa Ha paboTy ¢ (aitnoBoi <- BeiGepure Bbicokasn
CHUCTEMOM cepBepa, a Takxke Ha ucnosinenne komang OC.
. TpeGoBanus pasnena
11.9.6 B3aumoneiicTBue Mexay KOMIIOHEHTAMM 0
HEeMPUMEHHMbI
[Tpu obpamennn k 6a3aM JaHHBIX Web-TPUI0KEHUE UCTIONb3YET
m1.9.6.1 XpaHuMbI€ nponenypsl BMecTo SQL-3anpocoB, conepKamux <- BriGepute Broicokasi
napaMmeTpahl.
Xpanenue naposieil B b/l web-npuiioxeHus oCyecTBIIsieTcs C
1m1.9.6.2 UCTIOJIb30BaHUEM KpUNTOrpadUueCcKuX aJropuTMOB, ONPEAEIIIEMBIX <- BriOepure Boicokas
B cooTBeTCTBUU C NyHKTOM 4.1.1 Cranpapra.
OCTVYII K web-uaTepdeiicaM aIMUHUCTPUPOBAHUA Web-
m1.9.6.3 Hlocty . pd pup <- Bribepure Boicokasi
NPUIIOKEHUHN U3 CETH UHTEPHET 3alpenieH.
AJMUHUCTpPAaTUBHBIE U MOJIb30BATEIbCKUE UHTEP(HENCH pa3Ie/IeHBbI.
m1.9.6.4 [Tonp3oBaTenbCckuit HHTEPPEIC HE MPETOCTABIAET BO3ZMOKHOCTEH <- BriGepure Boicokasi
aAMUHHUCTpUpPOBaHUS CUCTEMBI.
Web-unrepdeiicsl cucteM MOHUTOPUHTA HE JOCTYITHBI U3 CETH
m.9.6.5 po P Y <- BriGepute Broicokast
WHTEPHET.
TpedoBanusa pa3ageiia
n.9.7 KoHTpoJib cOCTOSIHUSA KJIMEHTAa p P 0
HEeNMPUMEHHMbI
Hcnonp3yeTcss MeXxaHU3M KOHTPOJISI COCTOSIHUS KIIMEHTA, IyTeM
m.9.7.1 MIPUCBOCHUS KIIMEHTY HAYaJIbHOTO UJEHTU(HUKATOPA COCTOSTHUS U €T0 <- BriGepute Cpennsis

IMOCJICA0OBATCIIBHOTO U3MCHCHHS B ITPOILIECCE pa6OTBI.
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Ecnu MmexaHusMm yrpaBiieHHs COCTOSTHUEM HCTIONb3YETCs Ha CTOPOHE
m1.9.7.2 yrp Y P <- Bribepure Boicokasi
KJIMEHTA, TapaMeTp KOHTPOJISL COCTOSHUS KJIMEeHTa UG pyeTcs.
. TpeOoBanus pasaesia
n.9.8 CoxkpbIiTHEe BHYTPEHHEH CTPYKTYPHI 0
HeNpPUMEeHHUMbI
He ucnone3yercs npsimoe, JIerko yraJblBaeMoe MMEHOBaHHE
m.9.8.1 Y P ’ y <- Beibepute Bobicokasn
COJICPKHMOTO.
KonTponupyercs orcyTcTBre nHGOpMaIuu 0 BHYTPEHHEN CTPYKTYype
m.9.8.2 Cuctembl unu cetu OOIIECTBA B OTBETaX U CTPaAHUIIAX Web- <- BriGepute Boicokasi
npui0okeHu CUCTEMBI.
TpeGoBanus pasnena
n.10 TpeooBanusi k API P P 0
HeNpUMeHHMbI
n.10.1 Crpykrypa 3anpocoB k API 3agokymeHnTHpOBaHa. <- BeiOepure Boicokas
n.10.2 Jnist kax1oi (GyHKIMM peaan30BaHa aBTOPU3ALUS. <- BeiGepure Bobicokasn
KonnuecTBo cyObeKTOB, TaHHBIE [0 KOTOPHIM OTJAIOTCS B OJJHOM
n.10.3 Y ’ P <- Bribepure Huskas
OTBETE, OTPAHUYEHO.
Cucrema otnaet o API ToabKO Te 1aHHBIE, KOTOPBIE ObLTH
m.10.4 <- BriGepute Bricokast
3arpOIICHBI.
TpeGoBanus pasnena
m.10.5 TpedoBaHusl K «CEKpPeTy» P P 0
HeNpUMeHHMbI
7151 ay TeHTU(UKALWU TOJKITI0YAaEMbIX CUCTEM UCIIOIB3YETCS
n.10.5.1 fos ay ¢ Y <- Bribepure Boicokasi
«CCKPET».
n.10.5.2  |«Cekper» HEe BHEIPEH B KOJl CUCTEMBI. <- BriGepure Boicokas
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Ipua.2

«CekpeT» AOCTYTIEH TOJBKO JIJIsl UCTIOIb30BaHUS KOHKPETHOM
n.10.5.3 P . Y P <- BriOepure Cpennsist

CHUCTEMOU-KIMEHTOM (mpuBsizka mno IP).
m1.10.5.4 |Cpok neicTBUs «CeKpeTa» He peBbIIET 1 roja. <- BriGepute Cpennsis

Hror TpeooBanus [lpunoxenus 2 k Ctanaapry He 3anoJsiHeHo 0

KonunyectBo HEBbINO/IHEHHBIX TPeOOBaHMI 0 v

BbICOKOH KPUTHUYHOCTH

KonunyectBo HEBbINO/IHEHHBIX TPeOOBaHMI . -

cpeaHell KPpUTHYHOCTH
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Ilpui. 3
TpeboBanus pa3nena
m.2 XpaHeHue TaHHBIX U KOH(PUAEHIIHAIBHOCTH 0
HEMPUMEHHMbI
TpeGoBanus pasaea
m2.1 Pa6ora ¢ kiaouyamu mudpoBaHus P p 0
HEMPUMEHHMBbI
Hcnonp3yemble B IPUIOKEHUU KITIOUH MU(POBAHUS XPAHSITCS B
m2.1.1 Y p . Pp P <- Bribepute Boicokasi
CHUCTEMHOM XPaHWINIIE KITIOYeil.
n.2.1.2  |IIpunoxxenue He COACPKUT KIFOUM MHU(POBAHUSI B HCXOJHOM KOJIE. <- BeiOepure Boicokas
[TpunoskeHne UCHOIB3YET KIIF0UU MHU(DPOBAHUS ATUHBI HE MEHEe:
m2.1.3 256 OuT — 1 cuMMeTpuyHBIX mHdpoB, 3072 OuT — 11 <- Bribepure Boicokasi
ACUMMETPUYHBIX.
[TpunoskeHre He UCTIONB3YET OJIMH U TOT K€ KIIt0U MHU(PpOBaHUS
mn2.1.4 P . Y Pp <- Bribepute Boicokasi
JUIsL HECKOJIBKUX I1eJIeH.
. TpeOoBanus pa3aeia
m2.2 O0padoTka KOH(pHUICeHIHAJBLHOH HHPOpMANMHT P P 0
HeNPUMeHHMbI
KU xpanutcs Bo BHyTpEHHEM XPaHWIIHILE MPHIIOKEHUS 100 B
m2.2.1 p yTp P P <- Bribepute Broicokast
3aIIUIIICHHOM CUCTEMHOM XPaHWIUIIE TaHHBIX.
IIponyxTrBHas Bepcus npuiaoxeHus He coxpanser KU B sxypHan
m2.2.2 poay . P P P P <- Bribepute Broicokast
cbopa CoOBITHIA.
m.2.2.3 [Tpunoxxenue He xpanut KU B mamsiTi 107b11I€, 4€M 3TO TPEOYETCH. <- Bribepute Cpennsis
ITpunoxenne ynanstetr KM 13 onepaTUBHON MaMATH Cpa3y MOCIIE
m.2.2.4 P Y . p pasy <- Bribepute Cpenusis
OKOHYaHUs pabOTHI C HEH.
m.2.2.5 KW ne nepenaercs uepe3 mexanusmsl IPC. <- BeiOepure Cpennsis
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Ilpui. 3
. TpedoBanus pasagea
n.2.2.6 OTto6paxenne KU Ha 3xpaHe ycTpoiicTBa P p 0
HEMPUMEHHMbI
KW, Takast kak mapoju Wi MAH-KOJ, He 0TOOpakaeTcs B
n.2.2.6.1 |momb3oBaTeNbCcKOM HHTEPdEIice <- Boibepute Boicokasi
(ecnu HE IPEAYCMOTPEHO APO.HYHKIIMOHATIOM).
n.2.2.6.2 [IIpunoxenue He comepxut KW Ha skpane ObICTpOro AOCTyMA. <- BeiOepure Cpennsist
n.2.2.6.3 [HeGe3onacHsle yBegomienus He conepxkaTt K. <- Boibepure Boicokasi
TpedoBanus pasaesia
m.2.2.7 KH B TeKCTOBBIX MOJIAX P P 0
HeNpPUMeHHMbI
Ko kaBuaTypsl OTKITIOUYEH 711 TEKCTOBBIX MOJICH, KOTOPBIE MOTYT
n.2.2.7.1 P ’ P Y <- BeiGepute Bbicokasn
coaepxatb KI.
Bbydep oOMeHa OTKITIOUEH /711 TEKCTOBBIX MOJIEH, KOTOPHIE MOTYT
n.2.2.7.2 yep ’ P Y <- Bribepure Boicokas
conepxkath KI.
TpedoBanus pasaesia
n.3 Kpunrorpadus P P 0
HeNpPUMeHHMbI
[TpunoskeHne UCHOIb3yeT TOJBKO MIPOBEPEHHBIE peaTn3alluu
m.3.1 P Y POBEP P <- Bribepute Boicokas
kpunrorpaduaeckux anroputmon (I[Ipunoxxenue 3 CranmapTta).
[IpuioxeHue sIBHO OTPeIeTseT PeXKUM (MTapaMeTphl, TEXHOIOTUN
m.3.2 P p p (nap PEL ) <- BeiGepute Bbicokasn
mudpoBaHusl.
[TpunokeHre UCHONIB3YET CayyaiiHble YMCia, CTeHEPUPOBAHHUBIE C
n.3.3 p Y Y NN pupe <- Bribepure Cpennsist
UCIIOJIb30BaHUEM BCTPOEHHBIX (QYHKIUI ONEPallMOHHONW CHCTEMBI.
n.3.4 Kiroun mmdpoBanust He XpaHATCS B UCXOTHOM KOJI€. <- Bribepute Broicokasi
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Ilpui. 3
TpedoBaHnuda pa3ageiia
n.3.5 CeTeBble coeIMHEHUS P P 0
HEMPUMEHHMbI
m.3.5.1 Kanan cBsi3u 3anuiex ¢ nomouibio TLS He Huke v.1.2. <- Beibepute Bricokast
[TpunosxkeHne UCHOIb3yeT aKTyalbHbIE BEpCUU OUOIMOTEK IS
m.3.5.2 P 4 4 p . <- Bribepute Boicokas
opraHu3anyy 0e30MacHOCTH U YCTaHOBKU COSTMHEHHIH.
TpedoBanus pasaeia
n.3.6 TpeGoBanus k padore ¢ cepTupuKaTAMHU P P 0
HeNPUMeHHMbI
Ilepen yctanoskoi TLS-coeanHEeHNST NPUIIOKEHUE IIPOBEPSAET
m.3.6.1 peiy P pOBep <- Bribepute Boicokasi
cepTudukar cepBepa, C KOTOPbIM YCTaHABIMBAECTCSI COETUHEHHE.
ITpunoxxenue IpoBEPSAET, YTO CPOK JNEUCTBUS U IPYTUE CBOMCTBA
n.3.6.2 P POBED . P Py <- Bribepure Boicokas
ceptudukara cepBepa AeMCTBUTEIbHBI.
[TpunoskeHre IpoBepsIET, YTO UMS CEpPBEPA CUCTEMbI COOTBETCTBYET
m.3.6.3 CN (Common Name) unu SAN (anbTepHaTUBHBIE UMEHA OOHEKTOB) <- Bribepute Cpenusis
B mosie «Subject» ceprudukara cepsepa.
[TpunokeHre UCHOIb3yEeT CBOE COOCTBEHHOE XPAaHMIIUIIE
n.3.6.4 p Y .. P <- BeiOepure Cpennsist
ceptudukaToB win Mexanu3Mm SSL Pinning.
Hcnonb3yeMble mpuiiokeHneM cepTU(UKATH HE XPAHSITCS B
m.3.6.5 Y p pTHd P <- Bribepute Broicokast
00IIETOCTYITHBIX MECTaX.
TpeOoBaHnusa pa3ageiia
n4 AyTeHTHGUKATMS P p 0
HEMPUMEHHMbI
Jlis BXo/1a B MpUIIO’KEHUE JOKHA UCIIONb30BATHCS
m.4.1 <- Bribepute Boicokas
ayTeHTUUKAIHS.
CepBep npeaocTaBiisieT TOKEH, MOAMUCAHHBIN ¢ HCIIOJIb30BAHUEM
m.4.2 KpUnTorpagpuuecky CTOMKOro anropurMa mudpoBaHus (CM. <- Boibepure Boicokasi

[Tpunoxenue 3 Ctangapra).




73

IMynkTr
y Tpe6oBanus (Bompoc) Boinosnenue Banabi Kputuunocrtsn
Ilpui. 3

[Ipu ayreHTH(UKAINY C TOMOIIBIO OMOMETpUYECcKOi HH(pOpMaITK
COOBITHE YCTICUTHOM ITPOBEPKH OTIEYaTKa UCIOIB3YETCS JUIs

m.4.3 Y POBEP . Y <- Bribepute Cpennsis
Pa30IOKMPOBKY KITFOYA B XPAHIIIUIIE KITFOYEH, a He JUISI BXOJia B
CHCTEMY.
B nmpunojkeHnn HacTpoeHa mapoJibHasi MOJUTHKA, TapaMeTphl

n.4.4 P . P p > 1ap P <- Bribepure Boicokas
KOTOPOM yCTaHABJIMBAIOTCS HA CEPBEPE.

71 KpUTUYHBIX OTIepaIfil 3aIpaluBaeTcs T0NOJTHUTEIbHOE

n.4.5 Jlrst kp P P <- BeiOepure Huzkas
MOJITBEP K JICHUE WJIM TOBTOPHAS Ay TEHTH(HUKAIHSI.
[TpunosxeHne npeaocTaBiseT MOIb30BaTEN0 HHDOPMALIHIO O

n.4.6 HECKOJIBKMX MOCJIETHUX BXO/JaX B CUCTEMY U CIHUCOK <- Bribepute Huzkas
MCIIOJIb30BABIIUXCS JIJIsl BXOZA YCTPOMCTB.
B Ipunoxkenuu peannzoBaHa BO3MOKHOCTh IPUMEHEHUS] BTOPOTO

n.4.7 P P P p <- Bribepute Huzkas
dakTopa ayTeHTH(UKAIIHH.

TpeOoBanus pa3aeia
.5 Ynpasienue cecCHIMH P P 0
HeNpPUMeHHMbI

m.5.1 WUnentuduxaTop ceccuu reHepupoOBYeETCs CIydailHbIM 00pa3oM. <- Bribepure Boicokasi
[Tpu coznannu uneHTUGUKATOpa CECCUU UCTIONb3YETCS TeHEPaTo

n.5.2 P . ¢ p Y patop <- BriOepure Cpennsis
cay4daitHbeIX yucen (cm. 113.3.3).
[Tpu BbIXOJE MONTB30BATENS U3 MPHIIOKEHUS CECCHUS 3aKPhIBACTCS

m.5.3 P P P <- BeiOepure Cpennsist
(MHBAJIUIUPYETCS).
[To ncreueHnn 3aJaHHOTO CPOKA HEAKTUBHOCTH IOJIb30BATENS HITH

n.5.4 CpOKa JEMCTBUS TOKEHA CECCHSl 3aKPbIBAETCS (MHBAIUIAUPYETCS]) <- BeiOepure Boicokas

IPUIIOKEHUEM.
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. 8 TpedoBaHusa pa3ageiia
n.6 B3aumoneiicrBue ¢ niargopmoii P p 0
HEMPUMEHHMbI
[Tprnoxenne 3ampanimBaeT MUHIMAIEHO HEOOXOAUMBII HA0O
m.6.1 P . p P <- Breibepute Boicokasi
pa3penieHu.
[Tprnoxenne o0ecieynBacT IPUMEHEHNE OTPAaHUYEHUI IS
m.6.2 p . P P <- BeiOepure Cpennsist
JIOCTyTa K YCTPOIMCTBY.
IIpunoxkenue BaJIMAUPYECT U CAHUTU3UPYET BCC BXOAHBIC JaHHBIC U3
m.6.3 P by py . <- Bribepute Cpenusis
BHCIIHUX MCTOYHHUKOB U OT MMOJIB30BATCIIA HA YCTPOUCTBC.
OTKJII0Y€HA BO3MOKHOCTh CO3/IaHHS PE3EPBHOM KOITUH
n.6.4 pesep <- Bribepute Boicokasi
NPUIIOKEHUS WM pe3epBHas KOMUs He oJkHa cogepxaTts K.
. TpeboBanus pa3aesna
n.6.5 JonoaHuTeIbHBIC TPeOoBaHus kK 00bekTy «WebView» P P 0
HeNpUMeHHMbI
B snemente «WebView» paspelieH ToJabpK0 00paboTYHK TPOTOKOIa
m.6.5.1 pasp P p <- Bribepute Broicokast
HTTPS.
m.6.5.2 [Tpunosxenue He urHopupyet omOku SSL B WebView. <- Boibepure Boicokasi
[Tpunoxenune 3arpyxaer JavaScript migs WebView Tonbko u3
m.6.5.3 P Py P <- Breibepute Bbicokasn
pecypcoB IPUIIOKEHUS.
m.6.5.4 [JavaScript orxiroueH B WebView. <- Boibepure Boicokasi
TpeboBanusi pa3aesna
n.7 KauyecTBO KJIMEHTCKOT0 KOaa P P 0
HeNpPUMeHHMbI
HcxoaHble Koabl MPUIIOKEHUS IPOBEPEHBI HA OTCYTCTBUE
m.7.1 P POBEp Y <- Bribepute Boicokasi
aKTyaJIbHBIX YTP03 0€30MacHOCTH MOOMIIBHBIM MPUIIOKEHHSIM.
n.7.2 [TponykTrBHAas Bepcus MOANUCaHA IEHCTBYIOMIUM CEPTU(DUKATOM. <- Boibepute Broicokasi
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[TponykTrBHas Bepcusi NPUIOKEHUS CKOMITMIIMPOBAHA B PEKHUME
m7.3 «release». <- Bribepute Broicokast
YcTaHOBIIEHBI TApaMETPhI I MIPOTYKTUBHBIX MPUIOKEHHH.
Otnagounas uHbopMaIus ynajaeHa u3 OMHapHbIX (aiinos
m.7.4 $op Y P ¢ <- Bribepute Bricokast
MIPUITIOKEHUSI.
[IpunoxeHue rmepexBaThiBacT U 00padaThIBACT BO3MOKHBIC
m7.5 P p P <- Bribepute Bricokasi
VCKITIOUCHHS.
[TpunosxkeHre He 3aUCHIBAET U HE XPAHUT MOJIPOOHBIE CBEIEHUS 00
1n.7.6 p P P <- BeiOepure Huzkas
omMOKe ¥ OTIAJ0YHBIC COOOIICHUSI B IITATHOM PEXXHME pabOTHI.
Bce ucnomnb3zyemble KOMIIOHEHTHI TPUIIOKEHUS TPOBEPEHBI Ha
mn.7.7 Y . P pOBep <- Bribepute Boicokasi
HaJIMYUe YSI3BUMOCTEH.
B ciyuae c0ost B pabore GyHKIINA IIPEIOCTABIEHUS JOCTYIIA 110
n.7.8 Y P by P y <- Bribepute Bobicokasn
YMOJTYaHUIO JIOCTYT HE MPEJOCTABISETCS.
AKTHBHPOBAHBI BCE CTaHAAPTHBIC QYHKITUN 0€30MaCHOCTH
n.7.9 P P by ’ <- Beibepute Bobicokasn
pelyCMOTPEHHBIE MHCTPYMEHTaMH pa3paboTduKa.
. TpedoBanus pasaea
n.8 IIpoTuBoOaeiicTBUE aTakam p P 0
HEMPUMEHHMbI
n.8.1 [IpunoxeHue peanusyeT NpuBs3KY K YCTPOHCTBY. <- BriGepute Cpennsis
TpeboBanus pa3aesna
n.8.2 TpeGoBanns k 00HAPYKEHHMIO aTAK P P 0
HeNpPUMeHHMbI
ITpunoxxenue omnpeaenseT Haanuue root uid jailbreak na
m.8.2.1 P . p ] <- Bribepute Broicokast
YCTPOICTBE.
n.8.2.2 [Tpunoxxenue onpenenset paboTy MO OTIATIUKOM. <- BriOepure Cpennsis
[IpunoxxeHue onpenensieT yCTaHOBJICHHBIE HA YCTPONUCTBE
n.8.2.3 P P e . yerp <- BeiOepure Cpennsist
NPUIIOKEHUS I reverse engineering.
n.8.2.4  [IIpunoxenue onpenensier paboTy Ha SMYJISTOPE. <- BriOepure Cpennsist
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[TpunosxkeHue onpeaenseT U3MEHEHUE UCTIONHIEMbIX (ailioB 1
m.8.2.5 P p . ¢ <- Bribepute Boicokasi
KPUTHYHBIX JaHHBIX B CBOEH MECOYHUIIE (CBOEM OKPYKEHHUN).
[Ipunoxxenue onpesenseT 3MEHEHUE CBOETO KOJIa WU JAHHBIX B
m.8.2.6 P N p <- Bribepute Broicokasi
OTIEPATUBHOM MaMSTH.
TpeOoBaHuda pa3ageiia
n.8.3 TpedoBanus k 06(yckanumn P p 0
HEMPUMEHHMBbI
n.8.3.1 B npunoxennn ucnonb3yercst 00dyckars. <- BeiOepure Boicokas
3amaueii 00ycKaIuy SBISETCS 3aIUTa BHIYUCICHUH,
UCIIONIb3YETCSl MEXaHU3M, KOTOPBIN:
n.8.3.2 - IPUMEHHM ISl 3TOM 3a/1auu; <- Bribepute Bricokas
- 3aMUIIAET OT PYYHOH U aBTOMAaTHUECKOM Jie-00(ycKauy;
- YYUTBHIBAET OMYyOIMKOBAHHBIE 110 3TON TEME UCCIIeI0OBAaHUSI.
. TpedoBanus pasaea
n9 TpedoBanusi kK npuaoKeHusIM 111 Android P p 0
HEMPUMEHHMBbI
IIpu 3amycke Activity B uaeatudukarop (URI), ycranaBiuBaeMbIit
m.9.1 P 4 Y ¢ P 4 <- Beibepute Bobicokasn
B MeToje «Intent#setData()», He BkimouaeTcs KH.
Bce KOMITOHEHTHI PUIIOKEHUS, KOTOPBIE UCTIOIB3YIOTCS TOIBKO
m.9.2 P » KOTOP Y <- Bribepure Cpennsist
BHYTPY MPUIIOKEHUS, SIBISIFOTCS «Private».
Jls1 3ammycka Bcex KOMIIOHEHTOB TIpriioxkeHus Private, Partner niun
m1.9.3 . <- Bribepute Boicokasi
In-house ucnonwp3yercs siBHBIN Intent.
Hroro TpeboBanus Ipuiaoxenus 3 k Crangapry He 3amoJineHo 0
KonunyectBo HEBbINO/IHEHHBIX TPeOOBaHM 0 v
BbICOKOH KPUTHYHOCTH
Kosm4yecTtBo HEBbINO/IHEHHBIX TPeOOBaHMI 0 v

cpeHeill KPpUTHYHOCTH




